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Introduction

When asked about experiencing abuse, including online abuse, for a 2016
global study on harassment against women members of parliament, several
participants expressed resignation: “It is the norm. If you react, everyone says,
‘So what? Big deal!”” Another parliamentarian from sub-Saharan Africa
described these attacks as part of “the political culture,” stating, “You have to
getused toit.”! This normalization of abuse reveals a troubling acceptance of
incidents that should be recognized as a serious threat to democratic

participation.

Nonconsensual synthetic intimate images (NSII) pose a documented threat to
women in politics. Yet this form of image-based abuse remains largely
overlooked in discussions of the impact of artificial intelligence (AI) on
democratic processes. A 2016 survey of §5 women parliamentarians from 39
countries revealed that 42 percent of respondents had encountered “extremely
humiliating or sexually charged” images of themselves shared on social
media, including doctored images depicting them nude.” Since easily
accessible Al-based tools to generate images were introduced in 2022, the
problem for women political leaders has likely become much worse. Despite
extensive media attention on the potential for Al-generated impersonations to
disrupt elections, NSII targeting individuals in the political sphere, including
candidates as well as elected and unelected public officials (hereafter
collectively referred to as “public officials”), remains vastly underreported and
underresearched.

This report aims to address this critical gap in research by examining how NSII
is weaponized against public officials across countries and varying political
contexts. Through exploratory analysis of 100 documented cases in 14
countries, this study investigates which public officials are targeted globally,
documents the specific tactics and internet ecosystems enabling these attacks,
and examines their impact on victims. These documented cases likely
represent only the visible portion of a much larger phenomenon. The findings
presented here inform evidence-based recommendations designed to prevent
NSII creation and limit its spread, and ultimately to protect democratic
participation from this evolving technological threat.
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Defining Nonconsensual Synthetic Intimate
Imagery

Artificial intelligence (AI) revolutionizes the creation of nonconsensual
synthetic intimate imagery (NSII) by increasing the scale and speed with
which perpetrators can create explicit images. Using computer vision and
generative Al techniques, “nudification” applications can digitally remove
clothing from photographs or videos of real people. These tools enable users
without technical or even photo editing skills to generate intimate imagery of
an individual without their consent.

NSII encompasses any digitally altered intimate images of a person created
without the consent of the image subject.* NSII falls under the broader category
of synthetic media, which refers to any form of media that has been digitally
manipulated or created to represent something that does not exist in reality.’
These images or videos are created using technologies from traditional photo
editing software to sophisticated AI algorithms. NSII represents a form of
image-based sexual abuse involving the nonconsensual creation or distribution
of nude or sexual imagery, or the threat to do so, often as a form of control,
power, or harassment.’

NSII is produced through several methods: face-swapping technology that
replaces someone’s face onto existing adult content or live sexual videos;
digital image manipulation that alters photographs to make clothed
individuals appear undressed; or artificial intelligence generation that creates
completely new images depicting people in nude or sexual situations.” The
technologies can be used for creative and positive purposes. For example,
educators can use Al image generators to create infographics and other
instructional material.® However, the availability of these tools makes their use
more widespread and the potential for harm significant, transforming what
was once a technically complex process requiring specialized skills into
something virtually anyone with internet access can do.

The term “deepfake” is commonly used to describe digitally altered content to
make it appear that a person is doing or saying something that they never
actually did or said. The history of deepfakes is firmly rooted in the
harassment of women: The term itself was coined in 2017 by a Reddit
moderator who created a now-removed subreddit for users to exchange
nonconsensual, falsified sexual videos of female celebrities.” Survey data
suggested a serious problem back in 2019; 14.1 percent of 864 total respondents
in a nonrepresentative survey across the United Kingdom, Australia, and New
Zealand reported experiencing the creation, distribution, or threat of
distributing a digitally altered sexualized image of them.'® By 2023, the top 10
explicit deepfake websites attracted over 34 million monthly visitors. An oft-
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cited 2023 report estimated that 98 percent of deepfake videos online were
“pornographic” and 99 percent of those pornographic deepfake videos
targeted women, the vast majority of which were prominent actresses and
musicians."

An Enabling Ecosystem

Both the creation and distribution of NSII are facilitated by a complex internet
infrastructure encompassing payment providers, search engines, app stores,
Al model-hosting platforms, and mainstream social media sites. This
ecosystem has commercialized the nonconsensual sexualization of women’s
bodies, with numerous “nudify” applications operating as profitable
businesses that monetize gender-based abuse.”

Historically, combating NSII has been complicated by fragmented approaches
across the internet ecosystem, including divergent platform policies.” While
some platforms proactively banned the sharing of sexual deepfakes and
digitally altered content, many others were slow to respond, or required
victims to self-identify and report the imagery for it to be removed, placing the
enforcement burden on those being harmed.'*

NSII is, by definition, nonconsensual. While deepfake technology has
applications protected by free speech laws in many countries, such as in
entertainment and parody, these same tools become harmful when used to
generate intimate imagery without consent. The technology serves both
legitimate and harmful purposes. This creates enforcement challenges for
technology companies that enable deepfake creation and must distinguish
between legitimate and harmful uses of the same underlying tools.

As governments increasingly enact legislation to address NSII, such as the
TAKE IT DOWN Act, enacted May 2025 in the United States, platforms face
increasing legal pressure to remove such content. For example, a provision of
the TAKE IT DOWN Act requires removal of nonconsensual intimate imagery
(Al-generated or otherwise) within 48 hours of a verified request.” The
distributed nature of the internet creates multiple intervention points where
different stakeholders, from AI developers to payment processors, can disrupt
the NSII pipeline. Despite this, significant challenges to curbing the creation
and spread of NSII remain due to the financial incentives driving this
ecosystem.

newamerica.org/future-security/reports/a-weapon-against-women-in-politics/



Creation Infrastructure

AlIDevelopers: Al models power nudification websites. Historically, Al
developers have made open-source models that offer the functionality to create
deepfake nudes, including popular image generators like Stable Diffusion and
Flux. These models require limited technical expertise from users, who can
easily deploy them to create Al nudification websites or apps.’® A 2023
Graphika report estimates that the increasing capability and accessibility of
open-source Al image diffusion models are the primary driver of growth in
NSII services."”

Apps: The proliferation of bad-faith “nudify” applications, which allow users
to upload a photo and receive back a “nude” version of the subject, has fueled
a market based on exploiting women’s images. These apps typically sell
various nudification features with very limited free functionality.® One popular
app has an annual budget of $3.5 million, according to a whistleblower.
Nudify apps advertise their services as creating fake nonconsensual nude or
sexually explicit images of women, in some cases specifically marketing to

young men and boys.*

Most of these apps use a machine learning model trained to predict how an
image subject would look naked and then alter the image to represent their as-
predicted nude bodies. Other apps leverage Al face-swapping to morph the
subject’s face onto another person’s body. Additional features of applications
allow a user to put a subject in sexual scenes. One study found that the vast
majority of the apps studied (19 out of 20) explicitly specialize in the
undressing of women, while only half mention that they expect the user to
have the image subject’s consent, and fewer ask for affirmation that consent
has been obtained.”

Model and App Hosting Platforms: The proliferation of Al tools capable of
creating NSII has created enforcement challenges across two key channels:
model-hosting platforms and mobile app stores.

Model-hosting platforms like Civitai, Hugging Face, and GitHub have become
primary repositories for Al models designed for nudification and deepfake
creation, enabling both at commercial scale.”” One study found a huge rise in
easily accessible deepfake models on model-hosting platforms, particularly on
Civitai.” Over 34,000 deepfake model variants, many of which indicate an
intention or capability to generate NSII, have been downloaded almost 15
million times since 2022 and were available on popular repositories.** Models
hosted by these platforms allow users to generate pornographic videos of
anyone they have an image of.” In some cases, models hosted on these
platforms power some of the most prolific NSII creation websites and services. 26
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Simultaneously, app stores such as Google Play Store and Apple App Store
serve as critical hosts for mobile applications that specialize in nonconsensual
“undressing” of women. These apps often utilize the underlying models
hosted on the platforms, creating an interconnected ecosystem where model
repositories provide the technical foundation and app stores provide user-
friendly access points. While the exact number of nudify apps remains
unclear, research from July 2025 examined 85 model-hosting platforms and
found they collectively attracted an average of 18.5 million visitors over six
months, with the potential to generate up to $36 million annually.”

Even when models violate terms of service, model-hosting platforms have
found it difficult to prevent abuse of these tools.”® After Civitai banned 50,000
models that were being used to generate NSII, users migrated thousands of
these models to another popular model-hosting platform as part of a concerted
community effort to preserve the models.” Even when they attempt to remove
bad actors, these platforms struggle with enforcement and face diverse
technical challenges. For example, for text-to-image generators, platforms can
develop safeguards that refuse to generate images based on an inappropriate
written prompt—but it is more challenging to build such protections into tools
that generate videos based on images.*®

Distribution Networks

Social Media Platforms: Online platforms play a pivotal role in allowing users
to create NSII through bots, directing users to nudify sites via advertisements,
or enabling the circulation of NSII. In the context of NSII targeting public
officials, perpetrators often leverage mainstream social media platforms to
give the explicit content a broader audience. The harms of NSII are magnified
when such content spreads widely.* Though most mainstream social media
platforms actively prohibit NSII, enforcement is often insufficient, as
demonstrated by a recent case involving Taylor Swift, where such content was
viewed 27 million times in 19 hours.**

The role of social media platforms as a marketing tool for NSII services is
growing. NSII providers leverage mainstream platforms to advertise their
capabilities or direct users to their own websites via referral link spam. A 2023
report estimated the volume of referral link spam for nudify services increased
by more than 2,000 percent on platforms, including Reddit and X, from
January to December 2023.3° In June 2025, Meta sued one such company that
had advertised on Facebook and Instagram.3*

Deepfake Platforms: Following their widespread deplatforming on
mainstream social media platforms, portions of the deepfake community
migrated to dedicated platforms to continue discussing deepfake technology
and share their creations. These platforms are home to forums explicitly
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devoted to technical assistance, dataset sharing, and the deepfake market.¥ A
2024 estimate has 94 percent of NSII material hosted on sites dedicated to the
practice.36 One of the most prominent of these platforms received 17 million
visitors a month before it was shut down by its internet service provider.

Bots: Some online communities are centered on sharing and trading images
of nonconsensual intimate images. One Telegram channel with over 45,000
unique members hosted bots that allow users to submit a photo and receive a
nude back within minutes.*” A 2024 investigation found 50 nudify bots on
Telegram that had reached over 4 million monthly users combined.”® Even
after the bots are removed, the software that powers the programs can be
found on open source repositories and torrenting websites.** These
communities all share tips and tricks for other methods for generating the
same type of videos without the bot.*°

Supporting Infrastructure

Search Engines and App Stores: Platforms that support discovery of
deepfake platforms or apps through search play an important role in the
visibility of NSII. In 2023, Google was the single largest driver of traffic to
deepfake porn websites.* In recent years, intimate deepfake videos of women
could be found at the top of Google search results.**

Internet Service Providers: Internet service providers (ISPs) offer the
infrastructure on which nudify apps or deepfake platforms rely. In some cases,
ISPs do act to remove websites when they violate their terms of service. A
service provider withdrew its support for one of the most prominent and
mainstream marketplaces for intimate deepfakes after facing mounting
scrutiny.® As an internet governance mechanism, however, ISP removals are a
particularly blunt instrument that can be abused to wipe entire websites
alleged of hosting obscene content off the internet.*

Online Payment Providers: Payment providers play a pivotal role in the NSII
ecosystem, as most nudification applications or platforms operate as
commercial enterprises. Many of these applications rely on third-party
payment processors or cryptocurrency transactions.® One study found
cryptocurrency to be the most popular avenue for payment for nudify apps.
Nevertheless, many platforms still attempt to use mainstream payment
providers like PayPal, despite policies that typically ban processing payments
for NSII services.*’ The potential power of payment processors to influence
platform behavior became evident when they threatened to stop processing
payments from Civitai unless the platform updated its rules to prevent hosting
models that could be abused to create NSII.+

newamerica.org/future-security/reports/a-weapon-against-women-in-politics/
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The Targeting of Female Public Officials

Internet-based platforms can allow female politicians to communicate directly
with their constituents, overcoming the marginalization and bias they might
face in traditional media outlets. These platforms also expose them to
alarming levels of sexism, harassment, and threats, which can have damaging
effects on young women’s political ambitions.**

University of Virginia law professor Danielle Citron argues that women are
often “canaries in the coal mine” when it comes to early uses of digital
technologies, offering early warning indicators of how new digital tools will be
misused.*’ In 2007, online harassers targeted a software developer and
prominent blogger with rape and death threats, doctored images, and doxxing,
posting her Social Security number and home address online. Although her
blog, “Creating Passionate Users,” was building her reputation in the tech
community, she suspended it and canceled public appearances.*®

Highly visible women, including media personas, human rights defenders,
and public officials, often become early targets of technology-facilitated abuse,
serving as harbingers of broader patterns to come. As one female
parliamentarian observed about nonconsensual synthetic intimate imagery
(NSII): “Whatever new things come up, it’s always used against the women
first. They are the victim in every case. Al is not an exception in any way.””"
#MylImageMyChoice, a nonprofit that researches NSII prevalence, notes that
one of the groups of women disproportionately targeted is those connected to
politics.>

Women politicians report being extremely concerned about the pervasiveness
of gender-based abuse in the digital space as a real barrier and a serious
disincentive for young women to consider a political career.”® In a recent global
survey of 14,000 girls and young women, half of the respondents experienced
harassment for voicing political opinions. Of those that experienced
harassment, 20 percent self-censored online as a result.** One study found
strong evidence thatin Kenya and Colombia, online harassment and threats
decreased politically active women’s willingness to voice political opinions
online.” Generally, experts are concerned that NSII will have a higher cost for
female politicians, who already face higher levels of harassment and
defamation than men in the field %

Case Studies and Key Insights

The following analysis focuses specifically on the targeting of public officials
with nonconsensual synthetic intimate imagery (NSII), investigating the
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patterns and tactics used in 100 incidents weaponizing NSII against public
officials across 14 countries. To identify documented cases, this research
employed keyword searches to identify English-language reports of NSII
targeting politicians or public officials. This research drew from media
reporting, artificial intelligence (AI) incident databases, academic papers, and
think tank reports.”’

The data collection took place over a four-month period between February and
June 2025. The research surfaced reports of NSII targeting public officials
between 2017 and 202s. The vast majority of examples (92 of 100) took place
between 2022 and 2025. This may be a result of the widespread availability of
Al tools, increased media awareness of the issue of NSII, or other factors. This
research did not have a specific geographic focus but was intended to surface
any English-language report of NSII targeting a public official.

There are several limitations to the methodology. As sourcing involved
English-language Al incident databases and keyword searches, predominantly
English-language sources surfaced.’® This likely leaves crucial data gaps from
non-English language sources. In addition, the analysis relied on the reporting
of third parties or self-reporting, which naturally yielded data gaps, in
particular on which platforms NSII surfaced, how much user engagement it
received, and how quickly platforms acted to limitits spread. Given the
reliance on third parties, it was not possible to independently verify the
accuracy of reports.

The observations presented here emerge from a limited set of case studies
and constitute a qualitative analysis of available data. Given the limitations of
this analysis, it is impossible to broadly generalize about the prevalence of
NSII globally, the tactics employed, or the types of officials most frequently
targeted. Another important caveat is that similar to other forms of image-
based sexual abuse, NSII is likely a significantly underreported phenomenon.
The limited number of documented cases should not be interpreted as
evidence of low prevalence, but rather as a reflection of the challenges in
documenting and reporting these attacks. When researchers do investigate,
they find ample examples. In the United States, one report found tens of
thousands of sexualized deepfakes depicting 26 members of Congress (25
women and one man).>’

Demographics

NSII attacks disproportionately target female officials, with women comprising
the vast majority of victims in documented cases. Out of 100 examples, only
three involved male public officials: the governor of Sao Paulo, a former South
Korean president, and one member of the U.S. Congress (see Figure 1). Female
targets span the entire spectrum of public officials, from high-profile
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presidential candidates to local city commissioners, ambassadors, and civil
servants.

Figure 1| Women Public Officials Are Disproportionately Impacted
by Nonconsensual Synthetic Intimate Image Attacks

Documented number of public officials subject to NSII attacks, by country

[l Women [l Men

United States 32 [
United Kingdom
pustrali

Brazil

Georgia _

Pakistan E

Bangladesh

Fiji

Germany

India

Italy

Rwanda

Ukraine

South Korea 1]

Source: New America analysis of publicly available data.

NEW AMERICA

Electoral Timing

In atleast 42 of the documented cases, women were targeted during critical
political moments, including during campaign periods and the weeks
immediately prior to an election. The strategic timing of these attacks points
toward NSII as a tool of political interference. By targeting women during high-
visibility campaign periods and elections, perpetrators can maximize both the
psychological impact on victims and the potential to influence voter
perceptions at crucial moments. This timing pattern demonstrates that NSII
can undermine women’s political representation precisely when their voices
and leadership are most visible and consequential.
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— CASE STUDY

Cara Hunter, a politician in Northern Ireland, was weeks away from
the 2022 national legislative elections when her face was
superimposed onto the face of another person in a deepfake video®°
According to the politician, the video was shared thousands of
times across WhatsApp and social media.®' The timing created
particularly difficult choices: She had to weigh whether to issue a
public rebuttal immediately or wait until after voting concluded. As
she reflected, “Years of building trust in my community and in one
fell swoop, it meant [nothing].”®?

Targeting Political Opposition

In five documented cases, perpetrators weaponized NSII against challengers to
political incumbents and opposition figures across different regions. By
targeting women who challenge existing power structures, these attacks serve
to delegitimize political opposition and maintain the status quo. NSII targeting
opposition figures aligns with broader trends showing that opposition
politicians are targeted with abuse at higher rates than ruling party politicians. %3

— CASE STUDY

In the Republic of Georgia, Salomé Zourabichvili, the country’s first
elected female president, faced backlash after she pardoned the
founder and former director of an opposition television channel.
Following the official pardon, manipulated images spread on
Facebook falsely depicting her as a prostitute and demanding her
removal from office.** Although initially backed by the ruling party,
the president lost its support. This conflict continued to escalate,
culminating in the ruling party initiating an impeachment
proceeding against her three months after she issued the pardon.®®
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State-Backed Influence Operations

The integration of NSII into broader state-backed influence campaigns
represents an escalation that combines traditional information operations with
gendered attacks designed to exploit misogyny. The weaponization of NSII
against female political figures includes a pattern in which Russian influence
actors disproportionately target female candidates with gender-specific

.. . 66
disinformation.

In one case, NSII targeting Ukrainian parliamentarian Svitlana Zalishchuk had
suspected Russian origins.” In another targeting the Georgian president, NSII
content was shared by pro-Kremlin sources.’® Though these cases could not be
confirmed to originate from Russian state actors, five cases involved targeting
women leaders in countries that Russia had previously invaded, including the
Republic of Georgia and Ukraine. Modern conflicts increasingly involve
information campaigns, where sexual deepfakes can serve as powerful
propaganda tools to undermine women leaders’ authority and distract from
substantive political issues. Zalishchuk became the target of NSII on social
media immediately after delivering a high-profile speech at the United
Nations on how the conflict with Russia was impacting Ukrainian women.
Tweets thatincluded crudely manipulated nude images of her began to

circulate during the early months of Russia’s 2014 invasion of Crimea.*

— CASE STUDY

A pornographic video falsely depicting U.S. presidential candidate
Hillary Clinton in a sex act was traced to a Reddit account with
suspected links to the Russian government-affiliated Internet
Research Agency (IRA). This account, later confirmed by Reddit as
the IRA’s most popular Reddit account, had almost 100,000
upvotes before it was removed by the site. The account posted the
video on several platforms before the 2016 election. The same
video was subsequently posted to an American pornography
website where it was viewed 250,000 times.”

Cultural Sensitivities

NSII attacks can be particularly devastating for women politicians and public
officials in conservative societies and traditional communities where cultural
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shame carries severe consequences.”* In four documented instances,
perpetrators exploited local cultural sensitivities by portraying female public
officials as violating moral codes. In some countries, women can be murdered
for violating cultural expectations of modesty.”* NSII perpetrators exploit
cultural taboos, transforming digital harassment into potentially physical
danger.

— CASE STUDY

Azma Bukhari, the information minister of Pakistan’s most
populous province, had her face digitally superimposed onto the
sexualized body of an actor in a fabricated video. The minister, one
of the few women leaders in the country, became aware of the
video when it quickly spread on social media.”® The politician
described being “shattered” when the deepfake came to her
attention and did not appear publicly for days after the video
appeared online. After initially hesitating, she ultimately brought
her case to Lahore’s High Court.

Tactics

The use of face-swapping technology was the most frequently cited NSII
creation method, with perpetrators superimposing women'’s faces onto
existing, often pornographic content in the majority of documented cases. The
technical sophistication ranged dramatically from crude photo manipulation to
advanced Al-generated deepfakes, potentially created through “nudify”
applications. Traditional, pre-Al editing techniques such as Photoshop remain
prevalent (in atleast 21 cases) alongside newer Al tools (72 cases referenced
“deepfakes” or “Al” creation tools), making it challenging to distinguish
between fully Al-generated content, Al-assisted alterations, and content
created using legacy manipulation methods. Though not included in this
analysis, the research revealed several instances in which perpetrators used
real images of women that they misattributed as portraying public officials. In
one example, images of an American actress in a bikini went viral after they
were inaccurately described as depicting Croatia’s first post-independence
female head of state.*

Several of the documented cases involved crudely manipulated images or
videos that were easily identifiable as fabricated. The obvious artificiality of
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the content, however, did not diminish its capacity to delegitimize or humiliate
female politicians. Rather than aiming for deceptive, realistic images or
videos, perpetrators prioritized creating content to delegitimize or demean
female officials, a goal achieved regardless of the content’s believability.

The persistence of harm from clearly fake content demonstrates that the
damage stems less from the potential deception of viewers than from the act of
sexualization itself. When women officials are depicted in explicit scenarios,
even obviously fabricated ones, the content reduces them from serious political
actors to sexual objects in the public consciousness. The threat landscape also
includes several sophisticated examples, such as seamlessly integrated
deepfake videos of Italy’s prime minister that were uploaded to American
adult websites, showing the technology’s evolution toward increasingly
convincing forgeries.”

Perpetrators drew from diverse image sources, ranging from official
government photographs to personal social media content. In one notable
case, Sabrina Javellana, a local city commissioner in Florida, was targeted
using photographs sourced from her personal Instagram account three years
before she assumed office, demonstrating how perpetrators mine targets’
digital histories for usable material.

In the limited number of cases in which data was available on the specific
accounts circulating NSII on social media, perpetrators often distributed the
images or videos through fake accounts designed to obscure the true source.
These “sock puppet” accounts impersonated credible figures, such as a
journalist, to lend legitimacy to the malicious content. In most instances, the
offending posts were eventually removed by the platforms. But in general, NSII
rarely remained confined to a single platform. Instead, media reporting
suggests NSII content circulated across multiple mainstream social media
sites, maximizing potential reach and making content removal for victims
more difficult due to platform fragmentation.

newamerica.org/future-security/reports/a-weapon-against-women-in-politics/
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Impact Analysis

NSII inflicts both individual and systemic harms that extend far beyond
personal violations. Individual public officials targeted by sexualized deepfakes
experience direct psychological trauma, reputational damage, and the added
burden of mounting legal and administrative responses to these attacks. The
broader implications, however, pose an even greater threat to democratic
participation. NSII functions as a weapon designed to undermine women’s
political engagement at every level. It weakens the standing of current female
candidates and officials, discourages women from entering politics, and
pressures those already in office to withdraw from public service entirely. By
weaponizing sexuality against women in politics, NSII threatens to reshape
political participation.

Individual-Level Impacts

NSII inflicts both psychological and professional damage on targeted women,
undermining both their mental health and their credibility as public figures.
The psychological toll can be significant. Azma Bukhari noted being
“depressed” after being targeted, while Cara Hunter called the experience
“the most horrific and stressful time of my entire life,” trauma that still
impacted her life three years after the initial abuse.”®

Beyond personal suffering, NSII undermines women’s policy positions and
expertise. As Hunter explained, “It was a campaign to undermine me
politically. It has left a tarnished perception of me thatI can’t control. I'll have
to pay for the repercussions of this for the rest of my life.””” Svitlana
Zalishchuk noted, “It was all intended to discredit me as a personality, to
devalue me and what I’'m saying.” Months after the social media campaign, a
journalist asked the Ukrainian politician if it was true that she ran naked
through the streets of Kyiv.”®

Being targeted by NSII forced female public officials to shoulder legal and
administrative burdens, often while juggling campaign responsibilities or
official duties. Several filed formal complaints with police or electoral courts,
while others felt compelled to publicly debunk the content on social media
platforms. Two Brazilian candidates, Leticia Arsenio and Loreny Caetano,
posted rebuttal videos to their social media pages to debunk and condemn the
content.”®

The legal responses varied by jurisdiction but consistently demanded time and
resources from victims. In Brazil, multiple candidates filed police reports
during election season, including a city council candidate and two mayoral
candidates, while another mayoral candidate pursued a criminal complaint
through the electoral court.®® Italy’s prime minister, Giorgia Meloni, filed a
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civil defamation suit against two men who circulated explicit deepfake videos
of her and ultimately had to take time away from her official responsibilities to
testify during the trial.*"

Collective Harms

NSII targeting of female public officials can threaten fundamental democratic
principles by deliberately attempting to influence voting behavior and
undermine support for women candidates. This manipulation of electoral
processes through sexualized attacks represents a direct assault on democratic
participation and fair representation. In addition, the knowledge that one’s
likeness could be artificially injected into pornographic content may discourage
women from engaging with online platforms or pursuing public roles
altogether.

Perhaps most concerning is the resulting behavioral change among women in
politics. Some may be deterred from seeking office in the first place, while
others already in positions of power may choose to self-censor their views or
limit their public visibility to avoid becoming targets. Evidence from
individuals targeted by NSII reveals both behavioral changes and devastating
psychological consequences, including depression and post-traumatic stress
disorder.®” These effects can be extensive: While in office as one of the
youngest elected officials in Florida’s history, Sabrina Javellana made her social
media accounts private, changed how she dressed for public appearances, and
stopped walking alone at night.®

The psychological, legal, and administrative burdens can prove so
overwhelming that some women abandon their political careers entirely.
Javellana left her career as a politician after being targeted by NSII,
overwhelmed by the volume of material created about her and the prohibitive
cost of hiring a lawyer to pursue each perpetrator. She decided not to seek
reelection, despite being confident she could win, feeling safer outside the
public eye.®*

The Florida case highlights critical vulnerabilities for local and younger
politicians who lack the resources available to high-profile national figures
when combating NSII. With limited budgets and staff, they may simply decide
that the personal and financial costs of public service have become too high.
The resultis a chilling effect that could drive women away from local politics,
where they may begin their political careers and where women are still
underrepresented.®

This systematic intimidation has the potential to reduce women’s full
participation in democratic governance and limit the diversity of voices in
political discourse. This is not merely a hypothetical concern: Several female
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British lawmakers quit ahead of the United Kingdom’s 2019 general election,
with some explicitly citing vicious abuse and intimidation as reasons for
stepping down.*
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Limitations of Legal and Technical Frameworks

As of August 2025, there are no international conventions specifically designed
to protect victims of sexualized deepfakes.?” The United Nations Cybercrime
Convention addresses the dissemination of nonconsensual intimate images
but does not refer directly to Al-generated content.*® Only a handful of
countries explicitly criminalize nonconsensual synthetic intimate imagery
(NSII). This legal gap exists despite growing public concern about sexually
explicit deepfakes, particularly those targeting young women and girls. When
surveyed, individuals in Western Europe, the United States, Mexico, and
Australia support legal intervention against the nonconsensual creation and
distribution of “pornographic” deepfakes.*

Almost all Western legal systems criminalize intimate image abuse, as do
numerous Asian countries.”® However, many jurisdictions have excluded
deepfakes from the criminal law, including Canada, Japan, and New Zealand,
among others.” This is, in part, due to concerns over criminalizing protected
speech, such as artistic expression. Scholars argue existing laws regulating
intimate image abuse, defamation, copyright, privacy, and data violations
could be applied to instances of NSII. These arguments remain unproven, as
the legal theory is unclear until tested in courts.””

Scholars continue to be divided on legislative interventions.” Several countries
with strong free speech protections, including the United States, United
Kingdom, and Australia, among others, are now enacting legislation to combat
the creation and distribution of NSII. Free speech advocates worry that well-
intentioned laws could become vehicles for broader censorship, potentially
restricting legally protected content if it is labeled as “obscene” or “indecent.”
In the United States, these concerns specifically focus on the notice and
takedown provision of the TAKE IT DOWN Act, which goes a step further in
mandating the removal of NSII within 48 hours of a victim’s verified request.”*
According to free speech advocates, attempts to comply with the law
incentivize the use of unreliable and overly broad automated detection
techniques to remove content at scale.” Legal interventions can often be blunt
instruments that may be overinclusive, leading to the removal of legitimate
expression, while also underinclusive of extremely harmful content.
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Among the countries examined in the documented cases, only the United
States, United Kingdom, Australia, and South Korea have laws explicitly
addressing NSII (see Table 1). Even in nations with such legislation, many
women officials reported feeling they had no meaningful legal recourse
available to them.*® Current legal frameworks face several limitations that
hinder female public officials from seeking effective remedies when targeted
by NSII. While the following analysis is not exhaustive, it highlights key legal
gaps revealed through the documented cases.

Table 1| Nonconsensual Synthetic Intimate Imagery (NSII)
Legislation Around the Globe

Victims
Prohibits Prohibits Required
Technical Creation Distribution to Prove
Country Term Used of NSII of NSII Intent
Criminal
Code
- Amendment e~
o . (Deepfake Digital . No Yes No
Australia technology
Sexual
Material)
Bill (2024)
Criminal
11 Code “Algorithmic
France Article 226- processing” e 8 N
8-1(2024)
Act on
Special
Cases
A Concerning
South the None** Yes Yes No
Korea Punishment
of Sexual
Crimes
(2024)
B Data (Use
United and Access) None* Yes Yes No
Kingdom Act (2025)
== TAKE IT “Digital
United DOWN Act for'gér ) No Yes Yes
States (2025) gery

* Article 138 refers to “purported intimate images” to include an image which “appears to be, or
to include, a photograph or film of the person (but is not, or is not only, a photograph or film of
the person.”

** Article 14-2 refers to "false video products," including editing, synthesizing, or processing
photographs, videos, or audio targeting the face, body, or voice of a person.

Source: New America analysis of publicly available data.

NEW AMERICA
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Jurisdictional Issues

As with all efforts to prevent cybercrime, NSII enforcement is hampered by
jurisdictional constraints. Sexually explicit deepfakes can be created and
published online from anywhere in the world, leading to inconsistent
responses and making enforcement particularly challenging. Differing legal
systems, privacy laws, and definitions of what constitutes a crime complicate
investigations and evidence collection. In particular, bad-faith actors, such as
nudify apps, intentionally host websites in countries that allow NSII or do
nothing to stop it. This jurisdictional maze creates impunity for perpetrators
who exploit gaps between national legal systems, often leaving victims with
fewer hopes of meaningful legal recourse.

Proving Intent to Cause Harm

Laws thatinclude a “malicious intent” or “intent to deceive” requirement aim
to protect free speech by targeting only the most harmful, and intentional,
violations, rather than restricting speech more broadly.”” Victim advocates
argue that these clauses create loopholes, leaving room for perpetrators to
claim they merely shared NSII out of “admiration” for their target with no
intention to harass or harm the subject.”® Research suggests that the majority
of perpetrators have other motives, including voyeurism, profit, and social
status.”® Requiring evidence of a perpetrator’s intent to cause harm or to
deceive also places the burden of proof on survivors and police. Furthermore,
many of the documented cases discussed above involved obvious forgeries
rather than convincing depictions of the subject. Despite the implausible nature
of these images and apparent lack of deceptive intent, targeted public officials
still faced significant harassment. The harm remained regardless of the
content’s believability or the perpetrator’s motivations.

Recognition of these loopholes has driven legal reforms in several countries.
The United Kingdom initially included intent requirements in its Online
Safety Act but later removed them, eliminating the need for victims to prove
that perpetrators intended to cause harm, distress, or humiliation.'°® South
Korea took a similar approach, crafting laws that do not require proof of malice
or harmful intent. Following a surge in sexually explicit deepfakes targeting
teenage students, South Korea passed some of the strictest laws governing
NSII, even criminalizing the viewing of sexually explicit deepfakes.'™*

Failing to Ban Creation

Even in jurisdictions where laws criminalizing NSII exist, most focus only on
the distribution or sharing of content rather than the creation. Only the United
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Kingdom and South Korea specifically ban the creation of NSII. Narrowing the
scope of the law to distribution of NSII can limit victims’ legal options for
seeking justice. For example, Australia amended its Criminal Code in 2024 to
criminalize knowingly sharing NSII. However, the amendment offered little
recourse to atleast 16 Australian civil servants who were the targets of
sexualized deepfakes created by a colleague. Because the fake nude images
remained on the perpetrator’s phone, police informed the civil servants that
charges could not be laid because there was “no evidence to suggest the
images had been distributed.”***

Defining Technical Terms in the Law

Regulating technically complex phenomena like AI poses definitional
challenges for lawmakers.'” Before federal legislation criminalizing the
distribution of NSII, U.S. states struggled to consistently define technical terms
such as “deepfakes,” “artificial intelligence,” and “synthetic media.”*** A
Texas law defines a deepfake as a “video, created with the intent to deceive,
that appears to depict a real person performing an action that did not occur in
reality,” while a Minnesota law more broadly defines deepfakes as “any video
recording, motion-picture film, sound recording, electronic image, or
photography, or any technological representation of speech or conduct” that is
substantially derivative. Definitions of technical terms can quickly become
obsolete, and they impact what recourse victims can seek. As NSII researcher
Kaylee Williams notes, the Texas law reflects earlier conceptions of deepfakes
and would complicate efforts by women targeted by sexually explicit deepfake
images from seeking recourse, since the definition only includes videos.'®
Recognizing these limitations, most countries with laws criminalizing NSII
favor broader, technology-neutral approaches over specifically targeting
“deepfakes.” The U.S. TAKE IT DOWN Act refers to “digital forgeries,”
covering visual depictions created using “software, machine learning, artificial
intelligence, or any other computer-generated technological means,”

1°6 The United Kingdom specifically

107

including altering authentic depictions.
opted for a “technology-neutral” approach to Al regulation.

Other countries follow similar patterns. Though Australia’s criminal code
mentions “deepfakes,” the law more broadly criminalizes content created
“using digital technology (including artificial intelligence).”**® France’s NSII
provisions target content generated by “algorithmic processing,”
encompassing not just Al-generated material but also images or videos altered
by traditional software that does not rely on A"
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Detection Tools

Longstanding technical responses to deepfakes and synthetic media are ill-
equipped to effectively address NSII targeting public officials. In the United
States, the Department of Homeland Security and Federal Bureau of
Investigation advise caution when posting personal photos or videos online,
but for women in public life, this guidance is unrealistic.""’

The most common response to stopping the dissemination of deepfakes is
through deepfake detection (tools designed to identify Al-generated or

" While platforms may leverage detection tools to assist

manipulated media).
with enforcement efforts, they provide insufficient remedies for victims of NSII
and suffer from accuracy issues, particularly in detecting deepfakes of people

of color.™?

These tools can be useful for tracking which websites generate the
most reported abuse material, especially since many Al nudification platforms
watermark the content they produce."? However, detection technology does
little to address the core harm of delegitimizing and demeaning content that
has already circulated and caused damage: Correctly identifying a deepfake
does not automatically stop it from spreading or offer restitution for the

visibility it already had.

Al Labeling and Content Provenance

Content provenance systems, which aim to establish the origins and edits of
digital content, similarly fail to address the fundamental problem of
demeaning or delegitimizing material. While these systems may prove helpful
in specific dangerous situations where women face life-threatening
repercussions from NSII, they offer limited protection against the broader
reputational and psychological harms that constitute the primary impact of
these attacks.

Image provenance can help with understanding which base models are being
used for the creation of illegal and objectionable NSII content. Many Al
nudification platforms watermark the content they produce. With the help of
detection tools, it is possible to track which websites are generating the most
reported abuse material, though watermarking offers limited utility if users

remove watermarks once a model is downloaded.'*#

Platform Policies and Enforcement

Internet intermediaries (service providers that enable people to use the
internet) take inconsistent approaches to NSII, creating uneven protection for
victims. Many mainstream social media platforms, model-hosting platforms,
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search engines, and payment providers do ban NSII content or ban their
services from enabling the creation of NSII, but enforcement remains
inconsistent. One 2024 study found that 100 percent of NSII reported to X
under its “copyright infringement” mechanism was removed within 25 hours,
compared with o percent of content reported under the platform’s
“nonconsensual nudity” reporting mechanism." In spite of policies banning
deepfake models without an individual’s consent, popular model-hosting
platforms struggle to enforce violations."'® Companies may be more proactive
with the TAKE IT DOWN Act now criminalizing NSII, but how effectively the
legislation will address enforcement inconsistencies is yet to be determined.

Many platforms have traditionally relied on victim self-reporting, placing the
burden on those who have been harmed to identify and report abusive content
—a process that can be both traumatic and inadequate given the speed at which
content can spread across multiple platforms.
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Recommendations

For Civil Society, Media, and Academia

.- Conductresearch on the prevalence andimpact of NSII targeting
women in politics to establish the full scope of this threat to
democratic participation. There are significant research gaps on how
NSII affects women across levels of political engagement, with a
particular lack of attention to local politicians who may face attacks
without the protective resources available to higher-profile politicians.
Greater public awareness can challenge the normalization of gender-
based attacks against women in politics and support developing
resources for victims.

. Increase investigative reporting that publicly identifies platforms
facilitating NSII, including platforms that fail to enforce their own
terms of service. Naming and shaming platforms that enable NSII
creation and distribution can drive meaningful policy change and
enforcement improvements. According to one NSII investigative
journalist interviewed for this report, Telegram removed channels
facilitating NSII creation after a Wired article was published on the
topic."”

For Governments

- Enhance collaboration between governments to develop
coordinated responses to cross-border NSIIcases through the
International Criminal Police Organization (Interpol). As the
world’s largest international police organization, Interpol facilitates
international police cooperation and is well-positioned to provide
investigative support, training, and cooperation on preventing NSII
creation and distribution. The Korean National Police Agency called for
increased collaboration on deepfake sex crimes through Interpol during
a February 2025 Interpol convening."®

- Issue public advisories clarifying how existing laws apply to NSIIL.
Legal clarity educates victims about their legal options and deters
potential perpetrators who may believe NSII exists in a legal gray area.
For example, the U.S. Federal Bureau of Investigation released a public
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service announcement in March 2024 clarifying that AI-generated child

sexual abuse material is illegal."”®

- Pursuelegal action against prominent NSII platforms that advertise
their services as creating fake nonconsensualnude or sexually
explicitimages of women. High-profile lawsuits create powerful
deterrent effects across the entire ecosystem of NSII platforms. A
lawsuit brought by the San Francisco City Attorney’s office against
prominent deepfake nude websites resulted in 10 of the 16 named
platforms being shut down."*®

- Establish clear institutional arrangements within government
bodies for receiving complaints and conducting investigations, and
ensure thatreporting mechanisms for public officials are well-
known, accessible, and perceived as fair and effective. Clear,
accessible reporting mechanisms will increase documentation of
attacks, enabling better resource allocation and support for victims.
Survey data shows many parliamentarians remain unaware of existing
measures to combat gender-based violence in political workplaces and
do not report attacks through existing channels."” Directing public
officials to available resources, such as the National Image Abuse
Helpline in the United States, could reduce barriers to reporting.'**

For Technology Companies

- Al developers should implement safety-by-design featuresto
prevent NSII creation. Robust filtering of sexually explicit content
during pre-training of an Al model can dramatically reduce its capacity
to produce NSII, while investment in image provenance technologies
can enable identification of Al-generated content.

- Almodel-hosting platforms should require watermarking for all
uploaded models. Watermarking would help identify which models
are generating NSII and enable more effective enforcement actions
against those models.

- Social media platforms should share aggregated data on NSII
prevalence and distribution patterns. Data collection on NSII is
ethically challenging, making it difficult for academics to study the
prevalence of NSII on social media. Sharing aggregated, anonymized
data (such as trends over time, removal statistics, and demographic
patterns) that protects victim identities with vetted researchers can
support academic research and evidence-based policy development.
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- Social media platforms should establish specialized incident
reporting programs for women in politics. Women politicians face
unique vulnerabilities, and most women parliamentarians do not report
attacks to online platforms.' By establishing clear policies on AlI-
generated intimate images and optimizing reporting processes for
users’ needs, platforms can improve response times and provide greater

protection for women in politics.”**

- Social media platforms should participate in StopNCIILorg’s cross-
platform hash-sharing mechanism while implementing robust
verification processesbefore removal.'” StopNCII.org allows users to
generate a hash (digital fingerprint) of intimate images or videos and
share the hash with participating companies. The unique hash value of
the image allows companies to detect and remove images from being
shared online at scale. Proper verification is needed to avoid this
mechanism being abused to remove legitimate content that does not
constitute NSII.

- Technology companies should commit to industry-wide pledges
that increase friction for NSII creation and distribution acrossthe
entire technology ecosystem. The Secure by Design Pledge, in which
companies agree to make security a fundamental aspect of product
design and development, offers a useful model for developing voluntary
commitments.””® An industry-wide pledge would encourage companies
to prioritize preventing NSII creation and distribution as a core principle
of product design and deployment.

- Payment providers should devote resources to proactively
enforcing policies that prohibit their services from supporting NSII
platforms. Payment providers play a critical role as enablers of the
commercial NSII ecosystem. Aggressive enforcement of existing
policies will remove financial incentives that drive much of NSII
creation and force platforms to shut down when they cannot monetize
their services.
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Conclusion

In shining a light on the targeting of public officials with nonconsensual
synthetic intimate imagery (NSII), this report aims to discourage the
normalization of NSII in political life that both threatens individual well-being
and weakens democratic institutions and processes. The evidence
demonstrates that NSII functions as a deliberate weapon designed to
manipulate electoral processes and undermine women’s political engagement.
These attacks inflict severe psychological trauma, professional damage, and
substantial legal burdens that can overwhelm officials’ capacity to serve
effectively, with some abandoning their careers in electoral politics entirely.

The systemic implications extend far beyond individual harm. NSII creates a
chilling effect that deters women from seeking office, pressures current officials
to self-censor or limit their public visibility, and ultimately reduces the
diversity of voices in political discourse. When women are driven from politics
through sexualized attacks, society loses their perspectives, expertise, and
leadership. Addressing NSII targeting of public officials is therefore essential
not only to protect individual victims but to preserve the integrity and
inclusiveness of democratic governance.
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