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Cybersecurity is one of the fastest growing 
industries in the world. In light of greater demand 
from private businesses, consumers, and the 
public sector, the global cybersecurity market is 
expected to increase to $125 billion in 2020, while 
cybersecurity unemployment is expected to remain 
at zero percent. National and local governments are 
actively seeking to leverage this dramatic projected 
growth by developing and attracting cybersecurity 
talent and industry. So far, cybersecurity ecosystems 
have popped up in various places around the globe, 
usually in regionally-defined “clusters” that provide 
the necessary factors to support development.

This study examines three case studies, Beersheba, 
Israel; Malvern, United Kingdom; and San 
Antonio, United States, to begin to shed light on 
how national and local governments can attract 
and develop a cybersecurity industry. While each 
geography is unique and driven by factors specific 
to its particular situation, this study has been able 
to draw several conclusions about factors that 
contribute to cluster growth: 

1. Proximity to government cybersecurity 
functions enables a local talent pool, and opens 
up contracting opportunities. Government 
employees cycling out of government service 
can also seed the area with local companies, 
especially if support programs like incubators 

or bootcamps are available to help the 
transition to the private sector.

2. The ability to attract or develop a workforce 
is imperative. Workforces can be attracted from 
other parts of the country or world if the quality 
of life is perceived to be superior. In addition, 
higher education institutions, if properly 
structured, as well as government and military 
institutions can play a large role in helping to 
develop or create a local workforce.

3. Research centers and incubators provide 
much-needed capacity to develop a workforce 
and capture valuable intellectual property. 
Technology transfer programs, which are 
often run by major government entities or 
universities, can also be facilitated by providing 
incentives to large businesses to transfer 
technology and practice to smaller businesses 
and startups.

4. Industry leadership helps focus development 
programs, raise public awareness, and bring 
crucial capital to the market. Industry leaders 
can come from the government in the form of 
government cybersecurity agencies or military 
cyber units, large companies or chambers of 
commerce, and academia.

EXECUTIVE SUMMARY
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The initial set of recommendations is: 

1. Partner with the private sector and local 
nonprofits.

2. Be creative and develop a program that is 
customized to the particular area. 

3. Develop connections between military and 
government units that have use for the local 
talent and the companies that surround them.

4. Facilitate the local placement of national 
government cybersecurity capacities. 

The report then concludes by highlighting a number 
of questions we don’t yet have the answer to but 
that would be useful for better understanding 
cybersecurity cluster growth, including:

1. Is sector specificity going to drive the future of 
the cybersecurity industry?

2. What are the best ways to train and educate a 
cybersecurity workforce? 

3. Does making your locality “cybersecure” attract 
other industries and investments?

INTRODUCTION

Cybersecurity is one of the fastest growing 
industries in the world. Projections anticipate that 
global spending on cybersecurity products will 
reach $1 trillion cumulatively over the next four 
years and that cybersecurity unemployment will 
remain at zero percent over that period of time as 
job openings continue to outpace supply.1 With 
such dramatic growth, the cybersecurity industry 
has the potential to function as a major driver of 
economic growth. In regions where cybersecurity 
industry “clusters” have popped up, this regional 
concentration can produce substantial contribution 
to the local economy. Given the positive future 

projections of the overall need for cybersecurity, 
national and local governments are actively seeking 
to attract and develop cybersecurity capacity. As 
the Christian Science Monitor noted, many localities 
want to incubate cybersecurity industry clusters, 
but few have achieved this goal.2

Through an analysis of the cluster economy 
literature and a comparison of three different cases 
that vary in geography, structure, and stage of 
development, this study begins to identify factors 
that have so far driven the development of local 
cybersecurity industries. Close analysis of clusters 
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in Beersheba, Israel; Malvern, United Kingdom; and 
San Antonio, United States, have yielded distinct 
conclusions that can help other countries and local 
governments analyze their own markets and inform 
future decision making. Our initial findings suggest 
that proximity to governmental cybersecurity 
functions, the ability to either attract or develop a 
workforce, the presence of research centers, and 
strong industry leadership are major contributors to 
cybersecurity cluster growth. 

This report will review existing theory surrounding 
agglomeration economies and provide an overview 
of the economics of the global cybersecurity market 
and the current state of clustering. It will then focus 
on three key case studies to draw conclusions and 
highlight lessons for stakeholders. The primary 
goal of this study is to compile and analyze relevant 
information from interviews and literature to 
provide a launching pad for future studies.

To complete the research in this report, the team 
conducted a thorough literature review of existing 
academic and journalistic writing on agglomeration 
economics (the theory behind clustered 
development) and the cybersecurity ecosystem. The 
team also used summaries of similar clusters as a 
reference and guide during this study. 

The research team selected three case studies as 
examples: Beersheba, Israel; Malvern, United 
Kingdom; and San Antonio, United States. These 
case studies were selected for their differences in 
maturity, size, and geography, and were chosen 
to provide an effective, if limited, sample from 

which to generate summary conclusions about 
the development of cybersecurity clusters. The 
team used a combination of desk research, 
phone interviews, and questionnaires to gather 
information about each cluster. 

The team deliberately opted against examining 
Silicon Valley, California and the greater 
Washington, D.C. metro area because while these 
are important cybersecurity clusters, the co-location 
of technology and defense clusters makes isolating 
development factors specific to cybersecurity highly 
difficult.

STUDY METHODOLOGY
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To explain the emergence of competitive industries 
and the increased output from a specific region, 
a branch of development theory has focused on 
the positive inputs and externalities created by 
agglomeration economies, otherwise known as 
“clusters.” The concentration of firms supports the 
development of regional clusters by:

1. Lowering input costs, such as skilled talent, 
capital, and technology through economies of 
scale; and 

2. Facilitating productivity growth through 
information sharing and knowledge spillover so 
each firm produces more output per input.3 

Existing cluster literature highlights four main 
pillars of innovation economies: social and business 
networks, research institutes and universities, 
relevant industries and sectors, and government 
policies. Figure 1 shows in greater detail how each 
contributes to the growth of local clusters. 

Social and Business Networks

Sociologists stress the impact of knowledge 
transmission in fostering development. Bathelt, 
Maskell, and Mamberg, for example, argue that 

a critical driver of growth is the creation of an 
information and communication ecology, where 
the co-location of many firms within a region 
diffuses knowledge through face-to-face contact,4 

participation in conferences, and informal 
meetings.5 Given the sensitive and competitive 
nature of the technology industry, later research has 
defined more precisely how knowledge transmission 
occurs. In her book, Saxenian describes how the 
rapid movement of technologically sophisticated 
employees between firms in the region drove growth 
in Silicon Valley. She postulates that benefit from 
knowledge spillover from this constant exchange of 
personnel exceeded, and continues to exceed, the 
loss from the departure of experienced personnel.6 

A ban on non-compete agreements in the California 
legal code further encouraged labor mobility, which 
has been key to the development of the Silicon 
Valley technology industry.7

Research Institutes and Universities

Higher education institutions boost factor 
productivity by increasing the availability of labor 
and intellectual capital in a region.8 Studies have 
shown that the productivity of manufacturing 
plants in cities that experience large increases 
in the share of college graduates rise more 

WHAT DRIVES INDUSTRY 
CLUSTERING?
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than the productivity of similar plants in cities 
that experience small increases in the share 
of college graduates.9 Reports from the Seoul, 
Korea technology cluster further support this 
finding and tie it concretely to the technology 
field, demonstrating the critical contribution of 
universities to economic development through the 
preparation of high-quality graduates.10 

Private research and development institutions 
(independent or as units of existing companies) 
also contribute to the development of technology 
clusters, as they allow the firm to limit risk during 
the uncertain process of developing technology and 
support knowledge sharing efforts. The R&D centers 
in the Cambridge, United Kingdom technology 
cluster demonstrate the benefit of utilizing firms 
that each have multiple clients operating in the 
same space, as they are able to act as knowledge 
transmission mechanisms that increase the overall 
quality and exposure of new research.11

Relevant Industries and Sectors

No industry exists on its own; the relationships 
built with other relevant industries and sectors 
play a key part in the development of business 
and expertise in a region. Surrounding or related 
industries provide key financial resources and the 
customer base that drives growth. They also allow 
for the transfer of industry-specific information 
and expertise needed to facilitate a successful 

business ecosystem. 12 Public-private cooperation, as 
demonstrated by biotechnology clusters in Belgium 
and Germany, can also provide additional monetary, 
knowledge, and operational resources.13 Public-
private partnerships (PPPs) come in three varieties: 
financial partnerships, partnerships based on 
expertise, and partnerships based on the market.14  

Government Policies

The final development factor is the effect of 
government policies. Breznitz argues that the 
central government facilitates and encourages 
innovation through the development of public 
research institutes, financial incentives, and 
global linkages. Public research institutes provide 
resources and support the development of expertise 
in areas that are strategically advantageous for 
federal or state governments. In Taiwan, state-
owned research institutes create urgency and 
distribute funding for ambitious technology 
initiatives. State-driven research has also been an 
important mechanism for growth in Israel, where 
R&D funding drives private innovation and supports 
research efforts in fields such as biotechnology, 
nanotechnology, agriculture, and—more recently—
cybersecurity, as we discuss below.

State policies can also support growth through 
indirect financial incentives. 15 In Ireland, the 
government successfully lobbied multinational 
IT companies to operate and invest in the local 

Figure 1  |  Pillars of Innovation Economies
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economy through corporate tax incentives.16 

Governments can also propel growth through 
facilitating links between local and foreign 
companies or governments.17 China has utilized 
regulations requiring foreign firms to partner with 

local companies to drive domestic growth and 
create opportunities for technology transfer with the 
expectation that they will benefit local development 
in the long-term.18

Any comparative learning process across clusters 
must understand how the cybersecurity industry 
differs from other sectors. While individual 
developers, hackers, and organizations often 
protect proprietary cybersecurity information, the 
industry nonetheless has a strong open source and 
information sharing culture.19 The root of the open 
source movement is in hacker culture dating back to 
the 1960s.20

The Importance of Geography 
and Knowledge Transfer

Although few industries are more virtual than the 
cybersecurity industry, the importance of geography 
and proximity cannot be understated, especially 
in building trusted relationships that underpin 
strong information sharing partnerships and 
vital knowledge transfer. Impactful information 
is often shared privately between cybersecurity 

professionals with these trusted relationships.21 

The communication channels for these types of 
exchange are virtual and personal, and many 
information security professionals point to the value 
of face-to-face interaction in building trust to share 
information more quickly over virtual channels. 
The cybersecurity industry is flush with conferences 
and gatherings that enable these interactions. Some 
of these national or international conferences are 
structured, but others are less formal and serve 
local communities. Once trusted relationships 
are established, virtual forums on the internet or 
the Deep and Dark Web augment and strengthen 
personal ties and enable more efficient flows of 
information.

Public or government-led information sharing 
among cybersecurity professionals is a more recent 
development, but has quickly grown. Although 
threat intelligence companies keep some of their 
information and analysis proprietary, many 

UNDERSTANDING THE 
CYBERSECURITY INDUSTRY
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publish reports online or share threat indicators. 
Formalized information sharing initiatives such 
as computer emergency response teams (CERTs), 
information security and analysis centers (ISACs), 
and information security and analysis information 
organizations (ISAOs) serve not only to share 
threat information, but also to strengthen the ties 
between public and private organizations within an 
ecosystem.22 

The cybersecurity industry is also greatly affected 
by its increasing relevance to every sector, public 
and private. Cluster literature often refers to the 
importance of related or complementary sectors. For 
cybersecurity, every industry is a potential partner. 

While this means there is enormous potential for 
growth in multiple locales, so far clustering has 
primarily occurred around government cyber units, 
for reasons expanded on below. 

The Cybersecurity Industry and Clustering

In the last several years, high profile cyberattacks 
have affected both the public and private sectors 
around the world. Governments and non-state 
actors are now capable of executing cyberattacks 
that can steal classified or confidential information 
and/or disrupt or sabotage critical infrastructure 
and national security systems.23 The increasing 
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prevalence of these attacks and mounting damages 
stemming from their success has driven a rise in 
demand for cybersecurity services and expertise.24 

In this environment, investment in cybersecurity 
has steadily grown. Industry investment had its 
most significant jump in 2013, increasing by 60 
percent, and has continued to rise since.25

The cybersecurity industry, while global, does show 
definite clustering. Using data from Cybersecurity 
Ventures, we mapped the top 500 cybersecurity 
companies.26 The results, shown in Figure 2, depict 
heavy clusters in the United Kingdom, the United 
States, Germany, and Israel, with smaller clusters in 
other areas of Europe, North America, and Asia. 

As global threats multiply, governments are also 
increasing spending on defensive and offensive 
cyber systems and the personnel that support those 
missions. In the United States, federal spending 
on cyber defense is expected to increase over 35 
percent by the end of 2017, as the government 
rushes to stay ahead of emerging digital threats.27 
In light of greater demand from private businesses, 
consumers, and the public sector, the global 
cybersecurity market is expected to increase to 
$125 billion in 2020.28 Israel, which has one of the 
most prolific cybersecurity industries per capita, 
raised $581 million for 365 companies in 2016, 
about 15 percent of all capital raised by the industry 
worldwide.
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To inform analysis about what factors can help drive 
the development of cybersecurity industry clusters, 
we have collected data on three case studies: 
Beersheba, Israel; Malvern, United Kingdom; and 
San Antonio, United States. Additional clusters, 
identified through our analysis of the global top 500 
cybersecurity companies, include the Washington, 
D.C. metro area, New York City, and the San 
Francisco Bay Area, all of which have more than 20 
of the top 500 cybersecurity companies. 

However, we have chosen to highlight Beersheba, 
Malvern, and San Antonio because they neatly 
illustrate three unique approaches: one involving 
heavy national government planning, one a 
cybersecurity industry piggy-backing off of related 
industry, and the final depicting heavy local 
government support.

National Government Planning: 
Beersheba, Israel

Case Summary

Beersheba, Israel is an early stage cybersecurity 
industry cluster located in south-central Israel. 
There are currently 400 cybersecurity professionals 
working in Beersheba, employed by approximately 

18 unique companies or regional offices.29 The 
Israeli national government has played a large role 
in developing the industry cluster in Beersheba 
and the decision to develop Beersheba into a 
cybersecurity hub can be traced back to the 2010 
establishment of the National Cyber Initiative.30 

Case Context and Local Factors

O V E R V I E W

• Underdeveloped territory

• Mandatory conscription

• Culture of innovation

• Small country, global world view

• Diverse business environment

U N D E R D E V E L O P E D T E R R I T O R Y

Growth in the inner part of the country where 
Beersheba is located has been slower than the 
coastal regions. Since the country’s founding, 
policymakers have wanted to attract business and 
talent to this area. David Ben-Gurion famously 
promoted policies to “make the Negev bloom” in 

CASE STUDIES
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the 1950s, but successive governments have had 
difficulty fostering the conditions that would make 
it attractive enough to draw significant investment.31 

M A N D AT O R Y C O N S C R I P T I O N

Due to the constantly evolving, high threat 
environment, Israel has had mandatory 
conscription to its military services for nearly all 
citizens since 1949. Utilizing national-level testing 
and education programs, the armed forces have 
been able to recruit and place talented conscripts 
in technical intelligence or combat units, provide 
them with the necessary skills, and create a pool 
of highly trained cybersecurity professionals who 
are also well-networked.32 In fact, 60 percent of all 
high-tech workers in Israel served in technological 
and combat units.33 The training provided by 
military service may also have had an impact on the 
demographics in the Israeli high-tech sector; female 
representation in Israel is 35 percent, while in the 
United States it is approximately 25 percent.34 

I N N O VAT I O N C U LT U R E

Over the last few decades, Israel has had substantial 
success developing a high-tech economy through 
a combination of public and private incentives. In 
1984, Israeli law established benefits for companies 
locating their R&D efforts in Israel; in 1991, the 
Yozma program was established to provide venture 
capital support to Israeli companies, helping to 
grow the nascent startup community in Israel.35 By 
the late 1990s, the technology industry had matured 
enough that it became advantageous to keep 
Israeli startups operating in the country even after 
they were acquired and large companies began to 
relocate their R&D divisions to Israel.36 

The National Cyber Initiative sought to take 
advantage of the established innovation culture, 
infrastructure, and growing demand internationally 
and domestically for cybersecurity expertise to 
develop the cybersecurity ecosystem in Israel.37 The 
initiative committed Israel to continuing to invest 

in R&D, to develop Beersheba as a cybersecurity 
hub, and establish a new cybersecurity authority to 
protect the civilian sector from cyber threats. 

G L O B A L W O R L D V I E W

Because Israel is so small, businesses that establish 
there necessarily look to international markets 
as their prime clientele.38 Israel’s high threat 
environment (it is the most heavily targeted country 
in the world in cyberspace) further spurs the desire 
to partner with allies to facilitate the growth of 
cybersecurity expertise and resources.39

In 2016, the Israeli and British governments 
announced an agreement to deepen cooperation 
to tackle cyberattacks and announced academic 
programs to encourage information sharing 
between experts in both countries.40 There is 
also a current bill proposed in the U.S. House of 
Representatives to provide grant money to joint 
U.S.-Israel cybersecurity projects.41 

D I V E R S E B U S I N E S S E N V I R O N M E N T

Despite the early stage of its development, 
Beersheba boasts a diverse business environment 
that includes large companies, startups, co-working 
spaces, and incubators. 

So far, there are several large companies that have 
already located their R&D or cybersecurity elements 
in the area. These include EMC, Deutsche Telekom, 
Paypal, Oracle, IBM, and Lockheed Martin. These 
large companies provide needed capital and 
opportunities for partnerships for small business 
and the research community. Small business in 
the area can also take advantage of the resources 
established in Beersheba as they incorporate and 
move to independent operations. WeWork, the 
co-working space, also has an office in the city, and 
there are several incubators, including one run by 
the venture capital (VC) firm Jerusalem Venture 
Partners (JVP), up and running.42 
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Development Factors

O V E R V I E W

• Government planning

• Proximity to government 
cybersecurity functions

G O V E R N M E N T P L A N N I N G

The Israeli government has committed to improving 
transportation and fostering higher education 
institutions in Beersheba. Prime Minister Benjamin 
Netanyahu regularly visits the city and has made 
clear that the technology sector there has the 
government’s backing.43 At the 2014 CyberTech 
conference in Israel, the prime minister described 
the government’s plans to create a cyber hub in the 
desert city: 

What we’re doing is turning Beersheba and the 
whole Negev into the cyber region of Israel and I 
think of the eastern hemisphere. We have moved 
significant units of the Israeli Defense Forces 
to the south; we’re putting our national cyber 
command smack in the University of Beersheba 
… So you have our security outfits, our university 
and an industrial park all within walking 
distance of 100 yards. That’s called a cyber-hub. 
It’s a big thing.44

Several government planning initiatives have 
contributed to the creation of this “cyber-
hub.” For example, tax incentives and eased 
visa requirements have attracted domestic 
and international talent to the area,45 and the 
government has also improved the transit options 
to the area, realizing that two hours is longer than 
most Israelis are willing to commute. In addition 
to upgraded high-speed trains to Tel Aviv, the 
government has planned to create the Trans-Israel 
Highway that will serve as a direct route to the 
area.46 In doing so, the Israeli government hopes to 
compensate for the notion that Beersheba is not yet 
an appealing location by enabling more commuters.

In the long run, it appears the government would 
prefer to develop Beersheba and foster a more local 
workforce. However, developing Beersheba is still a 
work in progress. Experts estimate that it will take 
another five to ten years to be self-perpetuating. 
Right now, the area is still heavily supported by 
the government. Despite the clear opportunities 
and early successes, the region does face several 
challenges: 

1. Convincing Israelis to commute long distances 
is difficult. Because Israel is such a small 
country, most Israelis live and work in close 
proximity. The hour-plus commute from the 
population centers of Tel Aviv and Jerusalem, 
and the harsh desert climate, makes Beersheba 
a hard sell. Most entrepreneurs who start 
companies in the area today are either from the 
region originally or face pressure from investors 
to locate there.47 

2. Beersheba lacks some important infrastructure. 
The military and intelligence units pledged to 
relocate to the area, but this move is still years 
away. While some Israelis may get their degrees 
at Ben-Gurion University, many move back to 
the coastal regions or other more established 
centers after they graduate.48 

P R OX I M I T Y T O G O V E R N M E N T 

C Y B E R S E C U R I T Y F U N C T I O N S

The first government cybersecurity body to move 
to Beersheba was the National CERT, which was 
formally founded in the area in 2016. Within the 
next several years, Israeli intelligence organizations 
and command, control, communications, 
computers, cyber, and intelligence (C5I) military 
units will be relocating to the area.49 This large-scale 
shift will move approximately 300,000 soldiers, 
including 7,000 career officers, to Beersheba, 
and will also likely spur the relocation of defense 
contractors who desire to be closer to their clients.50 
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L O C A L C Y B E R S E C U R I T Y- S P E C I F I C 

H I G H E R - E D U C AT I O N

Ben-Gurion University, located in Beersheba, has 
Israel’s first cybersecurity graduate program and a 
nationally-funded research center of excellence.51 

The university also employs business-friendly 
technology transfer programs designed to facilitate 
the export of innovative discoveries made at the 
university to the private sector. 

Riding the Coattails: 
Malvern, United Kingdom

Case Summary

The United Kingdom has one of the most successful 
cybersecurity industries when measured in terms 
of economic growth. The sector alone contributed 
£1.8 billion in exports to the U.K. economy in 
2015 and grew from £17.6 billion in 2014 to almost 
£22 billion in 2015.52 Despite its relatively small 
size, the United Kingdom has 17 cybersecurity 
clusters.53 The first and most prominent cluster is 
Malvern, known as “Cyber Valley,” which includes 
more than 80 small companies operating in and 
around the towns in the counties of Herefordshire, 
Worcestershire, and Gloucestershire. The cluster 
has proved considerably successful in boosting the 
economy of the region, with a 71 percent increase 
in employment between 2011 and 2014 and a 56 
percent growth in gross value added in the same 
period.54 

Case Context and Local Factors

O V E R V I E W

• History of (non-cyber) defense research

• Standard of living

• Existing cybersecurity workforce

H I S T O R Y O F D E F E N S E R E S E A R C H I N S T I T U T I O N S

The presence of the Defense Evaluation and 
Research Agency (DERA), at one time the United 
Kingdom’s largest science and technology 
organization, and its privatized successor, QinetiQ, 
has helped to facilitate the development of Malvern 
as a center for cutting edge research. Experts who 
get their start at these R&D facilities also help to 
develop the startup community with ideas they have 
spun out of the more established organizations.55 

The expertise at these R&D centers may also help 
offset the lack of a large university in the area.

S TA N D A R D O F L I V I N G

The cost of living in the Malvern area is far lower 
than major urban centers. For instance, in 2017, 
the rent prices in Worcester are 65.11 percent lower 
than in London, which is recognized as one of the 
major hubs of the digital economy in the United 
Kingdom.56 This relatively low property cost is one 
of the main reasons many companies moving to 
the area.57 In 2016, 95 percent of local startups in 
Malvern also reported they were satisfied with 
overall quality of life, where only 59 percent of those 
in London said so.58 

E X I S T I N G C Y B E R S E C U R I T Y W O R K F O R C E

Malvern boasts a large concentration of 
cybersecurity specialists. After DERA was 
privatized, many government employees moved 
directly to QinetiQ, but others moved to several of 
the smaller companies located in the area. Some 
of Malvern’s startups, DeepSecure and D-RisQ 
for example, have also been spinouts founded by 
former employees of QinetiQ.59 Although Malvern 
does not have a university within city limits, there 
are many universities in nearby towns, which gives 
companies easy access to a skilled workforce.60 
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Development Factors

O V E R V I E W

• Proximity to government cybersecurity 
functions

• Private sector leadership

• Research and training centers

• National-level programs

P R OX I M I T Y T O G O V E R N M E N T 

C Y B E R S E C U R I T Y F U N C T I O N S

Malvern’s proximity to Hereford, home to the 
headquarters of military and intelligence agencies 
such as the British Special Air Services (SAS) 
and Government Communications Headquarters 
(GCHQ), serves as another important development 
factor of the cluster growth, encouraging knowledge 
transfer from the well-funded public sector to the 
private sector.

Although the strong links with GCHQ and other 
government entities benefit companies in the 
area from a business development and access 
perspective, they also present a reputational 
challenge for companies seeking to operate 
internationally. Some executives have cited 
concerns that they are viewed as being too close to 
the British security services to get into international 
business, especially in countries less friendly with 
the United Kingdom.61 Government officials, less 
impacted by market forces, see this relationship 
from a different perspective. Dr. Ken Pollock, a 
cabinet member responsible for economy, skills 
and infrastructure at Worcestershire County 
Council, believes that the close collaboration with 
private security experts has helped dispel some 
of the negative GCHQ image and pushed forward 
its positive, defense initiatives such as the Cyber 
Essentials standard.62 

P R I VAT E - S E C T O R L E A D E R S H I P

Despite the government presence, the Malvern 
cluster is primarily private sector driven. Area 
experts have been gathering for monthly industry 
discussions (started by Dr. Emma Philpott of the 
local business catalyst organization Key IQ) since 
2011 to facilitate information sharing and encourage 
business development opportunities.63 These 
discussions provide a venue to discuss common 
barriers to operating in the cybersecurity market, 
share information about trade missions or events, 
and encourage collaboration. The regular meetings 
facilitate efforts to develop specialized skills and 
collaborate on efforts to win government contracts, 
an initiative that is of particular importance to 
small and medium enterprises (SMEs) that have 
traditionally had difficulty competing with the 
breadth and depth of larger organizations.64 

In 2014, Key IQ also created the U.K. Cybersecurity 
Forum to facilitate communication and 
collaboration between all U.K. cyber clusters. 
The forum provides a venue for sharing business 
opportunities and best practices and a mechanism 
for member companies’ employees to gain security 
clearances—one of the biggest barriers to SMEs 
getting government contracts.65 

R E S E A R C H A N D T R A I N I N G C E N T E R S

The Malvern cluster’s main source of R&D is 
the research center at QinetiQ, which functions 
similarly to a university lab.66 The area also boasts 
several smaller local labs shared by several small 
companies. One, a so-called “dirty lab” where 
malware can be tested, was founded by four 
Malvern companies (3SDL, Borwell, C2B2 and 
DeepSecure) and two other local companies with 
the assistance of Parliament Member Harriet 
Baldwin who helped secure government funding for 
the lab.67

In 2014, the community of cyber professionals in 
Malvern founded the National Cyber Skills Center 
(NCSC) to raise awareness about the industry and 
attract skilled labor. The center, the only one of its 
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kind in the country, offers cybersecurity training 
and hands-on ethical hacking experience.68 
The NCSC is also working with the University 
of Worcester to build out a cybersecurity degree 
program.69

N AT I O N A L- L E V E L P R O G R A M S

The national-level government does not provide 
any financial support or tax incentives specific to 
the Malvern region, but has several initiatives to 
promote cybersecurity nationwide.70 One of the 
more prominent initiatives, run by the Department 
for Culture, Media and Sport (DCMS), is the Cyber 
Growth Partnership, which encourages connections 
and collaborations among industry, academia, 
and government organizations.71 The GCHQ Cyber 
Accelerator, run jointly by DCMS and GCHQ, 
facilitates access to technological experts and 
mentors from GCHQ, who can provide information 
about the current threat environment.72 DCMS 

is also creating a Cyber Schools Program, in 
which 14- to 18-year-old students are exposed to a 
comprehensive cybersecurity curriculum that mixes 
classroom and online instruction with real-world 
challenges and hands-on work experience.73 

G O V E R N M E N T P L A N N I N G

Local-level government institutions play the most 
direct role in promoting the Malvern cluster by 
providing funding to SMEs and other business 
resources for emerging startups.

Local Government Planning: 
San Antonio, Texas, United States

Case Summary

San Antonio’s cybersecurity industry has a long 
history built upon the presence of the 25th Air Force, 

Malvern and Other U.K. Clusters

Cyber Growth Partnership (CGP) was founded in 2012 as an advisory board to provide strategic guidance to, and 
independent oversight of, government and the implementation of the National Cybersecurity Program.74 The 
CGP also runs the Cyber Exchange, an online forum for cyber business to engage, connect, and collaborate.75 

With representatives from academia, government, and industry, CGP looks to build off the success of the 
Malvern cluster to help establish other regional cybersecurity clusters. Solent Cluster, officially launched in 
2014, has been one of the most successful.76 The area is host to two universities (University of Southampton 
and Southampton Solent University) and is in close proximity to the Royal Navy.77 The local government has 
also actively assisted private sector by investing in businesses in the area.78

Cambridge and Oxford have also recently emerged as strong clusters. Both areas host outstanding 
universities that graduate students with cybersecurity skills.79 Small businesses also benefit from Cambridge 
University’s incubator, Ideaspace, the St Johns Innovation Center (Europe’s first incubator), and the Judge 
Business School’s Accelerate Cambridge program.80 Companies located in Oxford leverage local networks and 
co-working spaces such as the Oxford Startups Meetup, Digital Oxford, the Saïd Business School’s co-working 
space, the Oxford Launchpad, and Isis Innovation.81 However, both areas face funding challenges and get 
little support from local government. Other challenges in these clusters include a weak supporting economic 
environment in Cambridge and lack of high-speed connectivity and other digital infrastructure in Oxford.82

Cybersecurity as an Engine for Growth 15
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located at Lackland Air Force Base since 1948. The 
25th Air Force provides intelligence, surveillance, 
and reconnaissance (ISR) services to the Air Force 
and the NSA.83  The NSA has also had a presence 
in the area for decades, originally operating in an 
annex of Lackland Air Force Base before moving 
to an independent building in southwest San 
Antonio.84  The major factor supporting the recent 
development of this cluster is the city’s proximity to 
military and government organizations, which was 
significantly bolstered by the recent arrival of the 
24th Air Force, Air Forces Cyber, which was founded 
at Lackland Air Force Base in in 2009 and became 
fully operational in 2010.85 From 2011-2014, San 
Antonio’s 100 cybersecurity companies increased 
regional jobs by 30 percent.86

San Antonio’s economic development has 
historically focused on attracting companies 
from the outside and connecting to federally-
controlled government money. However, research 
by development economists helped San Antonio 
change focus to a model that relied on expansion 
from within by supporting collaboration between 
local start-ups and forming local relationships 
to units operating in the San Antonio area. The 
researchers recommended that local enterprises 
forge stronger connections with education 
institutions, and combining efforts of smaller firms 
to achieve government recognition and assistance. 87

Case Context and Local Factors

O V E R V I E W

• Standard of living

• Area-specific challenges

S TA N D A R D O F L I V I N G

Compared to Maryland and Northern Virginia, 
which are dominated by large firms, San Antonio 
has benefited from relatively the area’s low cost of 
living. This feature has been particularly attractive 

to retiring military personnel already accustomed to 
the area and to cyber professionals from elsewhere 
looking to launch businesses in an area with lower 
overhead costs.

A R E A- S P E C I F I C C H A L L E N G E S

The area also faces several other challenges that 
may have limited the success of the state-level 
programs described above: lack of local customers, 
and highly specialized local talent. The small 
regional airport nearby lacks the capacity to 
efficiently move business travelers to locations 
around the country, presenting a barrier to smaller, 
local companies hoping to expand and export their 
expertise nationally or globally. In addition, due to 
the specialized nature of military training, the local 
workforce does not always support the wide range 
of skills necessary for the industry. Local firms must 
sometimes hire experts from Austin or other regions 
of the country to fill the gap.88 

Development Factors 

O V E R V I E W

• Local government programs

• Private sector leadership

• Proximity to government cybersecurity 
functions

• Research and training centers

L O C A L G O V E R N M E N T P R O G R A M S

Public-private partnerships and strong leadership 
from the local government supports the San 
Antonio industry cluster. San Antonio has had 
several cybersecurity education programs operating 
in the area for some time, but has only recently 
been able to forge the connections between the 
private industry and academia to make full use 
of them. The CyberTexas Foundation has been 
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able to coordinate connections between academia 
and the private industry to foster an internship 
pipeline through the Cyber Innovation and Research 
Consortium (CIRC).

State-level government policies designed to 
attract technology companies have had negligible 
influence on the San Antonio cluster.89 Texas, 
which does not have a corporate income tax, has 
an Emerging Technology Fund and a Product/
Business Revolving Loan Fund that provide funds 
for research, commercialization, and production. 
However, these programs have so far failed to attract 
established companies and large conglomerates to 
the area.90 

T E C H N O L O G Y T R A I N I N G 

& R E S E A R C H I N S T I T U T E S

San Antonio has an impressive array of 
cybersecurity higher education institutions and 
is currently working to enhance K-12 curriculum. 
Although five of the local universities qualify as 
Texas cyber centers of academic excellence, the 
University of Texas at San Antonio stands out with 
the Institute for Cyber Security (ICS) and Center for 
Infrastructure Assurance and Security (CIAS). The 
University of Texas at San Antonio is also home of 
the National Collegiate Cyber Defense Competition, 
which provides a forum for students to test their 
operational skills managing and protecting existing 
network infrastructure.

The CyberTexas Foundation, a nonprofit working to 
promote cyber education in the local public school 
system, heavily supports secondary school cyber 
education to develop the regional talent supply 
and provide students with the opportunity to gain 
critical training and certifications.91 In addition to 
certificate and dual credit programs, it introduced 
the Air Force’s CyberPatriot competition to middle 
and high schools in the area and coordinates 
extracurricular training. San Antonio’s public 
schools have also started a CyberStar curriculum for 
middle school students, designed to teach students 

basic networking and security skills.92 The program 
allows students to participate in competitions, 
training, and internships for up to 10 years and 
graduate from high school with the option to enter 
the information technology workforce or pursue 
higher education.93 

P R I VAT E - S E C T O R L E A D E R S H I P

San Antonio’s Chamber of Commerce has been a 
great source of support to the burgeoning cluster 
and was instrumental in the lobbying effort to 
bring the 24th Air Force to the area. From 2007 to 
2012, the chamber’s cybersecurity focus was on 
connecting local industry to the new units and their 
mission and eventually, on setting up the necessary 
infrastructure to support the classified nature of 
the work. The chamber helped to create industry 
events and forums to facilitate military leadership’s 
connections with the local industry around them 
and help the local, often smaller companies get 
access to the military in ways larger, national 
companies would in Washington.94  

With a receptive Air Force, this line of work 
blossomed, but in 2012, the chamber expanded 
its interest to the commercial industry in San 
Antonio, then an untapped market. The chamber 
commissioned a study of the industry, which upon 
completion helped the chamber to source funding 
to pay for research and launch a series of initiatives, 
some of which are still internally run and some 
have been spun off into their own organizations.95 

The new funding also allowed the chamber to 
elevate one of its employees to run the cybersecurity 
initiative full time, which has helped concentrate 
and focus the chamber’s program.96 

P R OX I M I T Y T O G O V E R N M E N T 

C Y B E R S E C U R I T Y F U N C T I O N S 

The San Antonio cyber industry is made up of two 
general categories of company operating the area: 
large defense contractors serving the military, and 
start-ups formed by retired military personnel 
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San Antonio Chamber of Commerce Cybersecurity Initiatives97

CyberTexas CyberTexas has since spun off into its own independent organization, but originated 
at the Chamber. Since its creation, CyberTexas has supported middle and high school 
students in their cybersecurity studies and helps connect them with mentors in 
the industry. It has since expanded its mandate significantly and is involved with 
the Cyber Patriot program, cybersecurity exercises and training events for the local 
community, and local industry development.

Higher Education 
Engagement

The Chamber has constant contact with colleges and universities in the area to help 
develop curriculum and connect these higher education institutions with the needs 
of the area’s cybersecurity industry.

Experiential Learning The Chamber is supporting the creation of a security operation center (SOC) in the 
port area of San Antonio that will serve as an experiential learning platform for the 
area’s students. Eventually, local municipalities will also be able to use the center for 
their cybersecurity needs.

Smart Cities The Chamber’s smart cities initiative is focused on encouraging partnerships 
between the companies with cybersecurity products and expertise with the 
initiatives currently being run in San Antonio to foster a data-driven and technology 
enhanced approach to governance and services.

Cyber Bootcamp Realizing there was a dearth of cybersecurity product companies in San Antonio, the 
Chamber launched a bootcamp program for military personnel. The bootcamp has 
helped provide business skills for retiring military personnel and help them develop 
their commercial ideas.

BuildSec Foundry Founded by Graham Weston, BuildSec Foundry is the outcome of an initiative to 
foster early stage product cybersecurity companies. Focusing on ground-floor 
startups, the BuildSec Foundry is a 12-24 month program that supports founders with 
assistance in setting up their company, product testing, institutional capital, and 
more. The program will eventually foster six companies per year.

serving the private sector.98 Both benefit from the 
presence of active units from the Air Force and 
the NSA. These government organizations provide 
contracting opportunities for local firms, such 
as IPSecure, which services the 25th Air Force’s 
Computer Emergency Response Team. A study 
commissioned by the City of San Antonio estimated 
that military-based cybersecurity/IT provided more 
than $300 million in local contract opportunities.99

In addition, the military provides a robust talent 
pool with highly skilled technical expertise. Private 
companies hire from this group of well-trained 
outgoing military staff and have developed an 
unofficial but still robust recruitment pipeline. 
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While each cluster described above is driven by 
factors specific to its particular situation, we have 
isolated four (often related) factors that appear 
to contribute to cluster growth: (1) proximity to 
governmental cybersecurity functions, (2) the 
ability to either attract or develop a workforce, 
(3) research centers, and (4) strong industry 
leadership. National and local governments, as 
well as potential private investors and companies, 
can play a role in influencing these factors.

Proximity to Government 
Cybersecurity Functions

The presence of government cybersecurity 
departments, especially military or intelligence 
organizations, drives development for two 
primary reasons. First, cyber units of these 
institutions provide the local economy with a 
trained talent pool. Government cybersecurity 
programs provide strong operational on-the-
job training that can create a core of local 
experts. Government employees cycling out of 
government service can also seed the area with 
local companies, especially if support programs 
such as incubators or bootcamps are available 
to help transition them to the private sector. 

Second, the presence of government cybersecurity 
functions can drive local cluster growth 
because proximity to contractors tends to be 
important to public sector clients, often more 
so than their private sector counterparts. 
Government cybersecurity units attract both 
established companies and startups seeking 
to win contracts and support their clients. This 
seed funding and support then bleeds over to 
the private sector and facilitates growth. 

In addition, defense contractors sometimes co-
locate with their clients, driving development of 
a cluster around government cyber programs.100 
Many businesses that are currently co-located 
with their clients in Tel Aviv and other areas 
in Israel are expected to move all or part of 
their cybersecurity operations to Beersheba 
when the military and intelligence units move 
to the region in the next several years.101 

Proximity to prospective clients allows for 
greater information sharing opportunities and 
allows business leaders to more easily align their 
priorities with those of prospective clients. For 
example, because of its geographic proximity to 
British government cyber units, Malvern cluster 
members regularly attend meetings and form 
personal relationships with decision makers. 

COMMON FACTORS FOR 
CLUSTER GROWTH
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This constant exchange of information has 
been able to facilitate greater understanding 
between the public and private sectors.102 

Private companies in other potential partner 
industries place less emphasis on co-location 
and are more likely to take advantage of expertise 
built elsewhere. As the industry continues to 
evolve and mature, however, clusters may form 
around other complementary sectors to facilitate 
the exchange of information and talent.  

Workforce Development and Attraction

Although more research is needed to truly 
understand best practices in developing a 
cybersecurity workforce, we nonetheless observe 
that local universities, like Ben Gurion University 
(BGU) in Beersheba, which has a working 
relationship most cybersecurity companies in the 
area, play a significant role in helping facilitate the 
development of a local cybersecurity workforce.103 

BGU has strong technical credentials and has 
plans to grow its student body over the next ten 
years. It emphasizes a dual-focused theoretical 
and practical curriculum that it facilitates through 
collaboration programs with major industry 
firms and other companies in the area.104 

In San Antonio, the local nonprofit CyberTexas 
runs the Cyber Innovation and Research 
Consortium (CIRC) that facilitates connections 
between the private sector and academia. The 
effort established an informal internship pipeline 
and provides a channel for local businesses and 
universities to partner with local business to 
meet growing workforce demands.105 Malvern’s 
National Cyber Skills Center (NCSC) likewise 
serves as a training center and conduit to 
academia for companies operating in the area.

Government support for cybersecurity workforce 
development comes in a variety of permutations 
and must be customized to a particular area’s 

features to have good effect. Successful 
government programs include tax incentives 
that help to attract large corporations, direct 
funding to startups and accelerators or incubators, 
and programs that facilitate information 
sharing and close professional relationships 
between government and private industry. 

Successful national-level programs can also help 
to develop education programs. In 2012 and 2013, 
Israel’s National Cyber Bureau allocated funds for 
cybersecurity research and launched the creation 
of university centers of excellence. Although Tel 
Aviv University was the first to be established, 
Ben-Gurion University (BGU) in Beersheba was 
the second. The BGU program (described more in 
detail in the case study above) is heavily focused 
on technology and engineering as opposed to the 
more interdisciplinary program in Tel Aviv.106 

The strong cybersecurity presence in the Israeli 
military also serves to foster the development 
of the industry. The pipeline for cyber talent 
starts at the middle school level, and the various 
military services “graduate” thousands of trained 
professionals every year.107 The British Cyber 
Schools Program, targeted towards 14- to 18-year-
olds is less military-focused, but seeks to provide 
integrated cybersecurity instruction to students 
country-wide. In San Antonio and Malvern, local 
governments have had a strong impact through 
direct funding initiatives and support to education. 

In 2016, the local council in Malvern adopted 
cybersecurity as a key initiative for the county, 
pledging to fund three rounds of cyber education 
for small and medium businesses through the 
“Growing Cyber” program, promoting cyber and 
tech apprenticeships, and providing funding for 
the NCSC.108 The area’s Chamber of Commerce 
also supports the local cybersecurity industry by 
providing human resources support and offering 
access to small pots of government funding to help 
small businesses grow and attract business.109
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Research Centers and Incubators

In addition to degree programs, universities also 
host research institutions, which can contribute 
to sector development. Successful technology 
transfer programs and research partnerships 
support the establishment of new companies 
and expose students to the real-world problems 
and environments they need to function in the 
cybersecurity industry. Technology transfer 
programs are often run by major government 
entities or universities working on cutting edge 
research, but can also be facilitated by providing 
incentives to large businesses to transfer to 
smaller businesses and startups (or vice versa).

BGU’s successful technology transfer program 
uses multiple models, but generally intellectual 
property is shared between the university and 
the faculty member(s) working on the project. 
The university also runs a for-profit company that 
can hold IP developed by faculty and students, 
enabling potential return on investment.110 

The Israeli VC firm JVP has already invested 
in three companies based on technology that 
was originally developed at the university.111 

In San Antonio, Build Sec Foundry is an incubator 
founded and supported by the local Chamber 
of Commerce that leverages an executive 
board comprised of local business owners and 
chamber officials to support newly founded 

cybersecurity companies and encourage long-
term local partnerships. The incubator, which 
is located at the Geekdom co-working space, 
also encourages collaboration between early 
stage companies and ultimately hopes to draw 
on “graduated” companies for support to new 
ones, facilitating knowledge transfer.112 

Recognizing that many local startups were 
run by former military personnel, the San 
Antonio Chamber of Commerce also started the 
Cybersecurity Bootcamp program to support 
the business creation pipeline. The bootcamp 
is a quarterly program that provides men 
and women leaving government service with 
entrepreneurial education; still in its first year 
of operation, the bootcamp has already led to 
the founding of two successful startups.113

Industry Leadership

As with any new initiative, strong leadership 
that can help focus development programs, raise 
public awareness, and help to bring in capital, is 
crucial. Leadership can come from the private or 
the public sector—both have been successful in 
the past—but the individual or organization must 
serve as a focal point for the local cluster, increasing 
the exchange of information and supporting the 
development of cross-organizational relationships. 

As with any new initiative, strong leadership that can help 
focus development programs, raise public awareness, and 
help to bring in capital, is crucial. Leadership can come from 
the private or the public sector—both have been successful 
in the past—but the individual or organization must serve as a 
focal point for the local cluster.
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In Israel, CyberSpark, the “Israeli Cyber 
Innovation Area” was created as a joint venture 
of the Israeli National Cyber Bureau, Beersheba 
Municipality, Ben-Gurion University, and 
other leading companies in the area. Industry 
leaders EMC, JVP, BGNegev, and Lockheed-
Martin also cofounded the CyberSpark Industry 
Initiative to serve as a nonprofit organization 
that could coordinate industry activities and 
lobby for policies that benefit the area.114 

Although cybersecurity companies have been 
operating in the Malvern area for some time, the 
cluster did not begin to coalesce into an effective 
network until Key IQ’s Dr. Emma Philpott formed 
a meet-up in September 2011.115 This meet-up 
has since evolved into a regional institution 
and has inspired various other gatherings of 

British cybersecurity business leaders to help 
foster the growth of the industry in other areas 
around the country. As a leader of the group, Dr. 
Philpott has also played a role in the organization 
efforts to get the British government to enable 
members of the Cybersecurity Forum to get 
clearances and offer SMEs-friendly contracts.116

In San Antonio, the local Chamber of Commerce 
has successfully focused development efforts 
on the startup community, determining that 
the local cluster would need to depend on 
these companies rather than relocating large 
conglomerates. It was able to augment the 
attractiveness of the region (climate, low cost of 
living) with a supportive network and organized 
programs that have allowed the cluster to grow 
and retain the talent that it needs to thrive.117 
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While each cluster is, of course, different, these 
common factors provide a starting point for local 
or national governments looking to expand their 
cybersecurity industry. There is no out-of-the-
box solution, but with proper attention to the 
local considerations and strengths of each area, 
cybersecurity can be an engine for growth in cities 
around the world. Some key recommendations 
for policymakers arising from this report are: 

Partner with the private sector and local nonprofits. 
While government-run programs can inject needed 
capital and provide direction, the private sector 
will need to be the driving forces for development 
to be successful.  Local nonprofits can help to 
target resources and foster collaboration.  

Be creative and develop a program that is customized 
to the particular area.  Each city has its own history 
and resources that can be leveraged in support of 
cybersecurity. How those resources are integrated 
is key to developing such a nascent industry and 
can provide the core of the new community.  

Develop connections between military and 
government units that have use for the local 
talent and the companies that surround them. 
To foster local development, governments should 

think about creative ways to do contracting, 
make sure they attend events and get to know 
the local industry, and support efforts to develop 
the necessary infrastructure. Government 
programs can be lucrative but they often come 
with numerous administrative and capital 
investments above and beyond the base technology. 
Increasing opportunities for regular contact and 
supporting small and medium business needs 
is necessary to develop the local industry.  

Facilitate the local placement of national 
government cybersecurity capacities. The local 
presence of national government cybersecurity 
capacities, like a military cyber command or a 
national cybersecurity center, is one clear driver 
of industry clustering. This presence serves 
two functions. First, it provides a ready-made 
workforce development program as government 
cybersecurity workers get trained while in public 
service and then can take their skills and expertise 
out into the private sector. Second, it creates 
demand for local cybersecurity contractors to assist 
government missions. Local governments should 
do everything in their power to help facilitate the 
placement of these units in their area and help 
foster their connections to the local economy.

RECOMMENDATIONS FOR 
POLICYMAKERS
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Is sector-specificity going to drive the future of the 
cybersecurity industry? Our research suggests 
that localities are more likely to succeed if they 
leverage existing industry. Simultaneously, some 
experts hold that cybersecurity is becoming 
increasingly sector-specific. More research is needed 
to determine whether this is indeed the case, but 
early anecdotal evidence from industries like the 
financial services industry and the medical sector 
seem to fit this trend. Questions then remain 
about what this means for localized cybersecurity 
industries and how cities, states, and countries can 
best position themselves to align with this trend.

What are the best ways to train and educate a 
cybersecurity workforce? We know that workforce 
development is an important component of a 
cybersecurity industry cluster, but the best ways 
to develop a local workforce remain unclear. 
Current workforce development methods like four-
year computer science degrees are an important 
component of workforce development, but alone 
they are insufficient for training the number and 
diversity of cybersecurity professionals needed. 

While innovators are testing new approaches like 
apprenticeships and other work-based learning 
models, very little meaningful data exists on 
where students go after they leave educational 
and training programs. This dearth of data makes 
it difficult to identify and meaningfully predict 
where pockets of effective workforce training 
programs will emerge. By better tracking this data, 
localities may begin to identify good practices 
in cybersecurity workforce development. 

Does making your locality “cybersecure” attract 
other industries and investment? A cybersecurity 
industry may well be an engine for local 
economic growth. However, the impetus for many 
countries, states, and cities making their locality 
cybersecure is a means to an end: attracting 
businesses. However, few empirical studies have 
sufficiently traced whether and how a more 
cybersecure locality leads to greater investment 
and a boon to non-cybersecurity industry.

WHAT WE DON’T KNOW
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