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Executive Summary

Data weaponization has emerged as a key instrument in the toolbox of malicious
actors and individuals who exploit sensitive information and intimate images to
harm their targets. The intersection of data and gender leads to serious
consequences that perpetuate inequality, undermine security, and restrict access
to essential services.

The research follows four factors—data, control, perception, and access—that
explain why and how certain types of data weaponization inflict gender-specific
harm. The observed cascading and compounding dynamics demonstrate how
one form of gendered harm can trigger another, aggravating the overall negative
impacts. As a result, victims can become trapped in a cycle of harm, where the
initial harm leads to deeper and more acute harms. The analysis across all four
factors highlight the following themes:

- Gendered harm is both contextual and intersectional. The context is
formed by policy and legal frameworks, gender norms and roles imposed
by society and the state, access to services, social and family structures,
and the environment. Victims’ gender and intersecting identities, such as
sexuality, race, employment, and visibility, further influence the type,
likelihood, and intensity of harm.

- The online and offline dimensions of gendered harm are deeply
interconnected. Although data exploitation occurs in the digital realm, it
intersects with offline events and experiences. The far-reaching
repercussions extend into both spheres, reinforcing each other. This
interconnectedness underscores the pervasive nature of gendered harm.

- Harm from data weaponization poses critical challenges to
democracy and national security. The increasing frequency, scale, and
impact threaten individual rights and exacerbate broader security risks.
Attacks that exploit gender can hinder participation of women and gender
and sexual minorities in public life, eventuating into a democratic deficit.
Such exploitation can also lead to discriminatory access to services and
mistrust in platforms, further excluding targeted groups and individuals
from engaging in society on equal footing.

Current policies and legal frameworks fail to effectively address the gendered
dimensions of data weaponization. Cumbersome legal responses to rapidly
evolving tactics, lack of state capacity to address harmful practices, and
insufficient victim support mechanisms contribute to the underreporting and
under-addressing of gender-specific harms. Existing frameworks often overlook
the intersectional impacts of data breaches and multiple data exploitations,
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limiting the effectiveness of policy and technology responses. The absence of
disaggregated data and established methodologies further hinders the
documentation, quantification, and qualification of gendered harm, obstructing
to identify and substantiate aggregate trends.
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Introduction

Data weaponization has emerged as a main threat in the current cyber landscape.
Any sector that is the custodian of sensitive data, including those providing
critical services such as health care, can be targeted or affected by data breaches,
ransom demands, and subsequent disruption of services. Similarly, online
applications that collect personal information, and which business model
supports intrusive data collection, such as dating websites, femtech, and smart
devices, risk having user information accessed and shared by third parties. Data
weaponization often does not stop there. Once acquired, information and
content can be employed to manipulate, deceive, coerce, or attack victims—
entrapping individuals in a cycle of harm. As perpetrators aim to maximize
inflicted damage, the pressure on the targets is immense.

Different groups interact with and relate to technology in diverse ways, and not
everyone is impacted equally. Identity shapes perceptions, roles, and access and
can be a parameter amplifying the risk of abuse and violence. Gender and sexual
preference in particular can impact and even determine the nature and severity
of harm. For women and LGBTQ people, data weaponization can exacerbate
existing vulnerabilities and create new ones, leading to more severe, prolonged,
and far-reaching consequences. Several gendered cyber harms have been
acknowledged, including, but not limited to, a disproportionate impact of
technology-enabled gender-based violence on women, cyberstalking, online
harassment, nonconsensual dissemination of information, as well as
disinformation and data breaches. However, the interplay between various types
of data-exploiting attacks and their unique risks to individuals based on gender
remains underexplored.

This paper examines the critical intersection of data weaponization and gender,
evidencing the disproportionate and often devastating impacts it inflicts on

the victims. The research is organized around four factors: data, control,
perception, and access. Each of these factors can lead to gendered harm, while
they often intersect and interact in real life. The limitations of this research
pertain to the paper exclusively focusing on the experiences of women.
Considerations for LGBTQ individuals are included when the nature of the harm
or the type of attack is similar or comparable to those experienced by women.
Intersectional identities such as gender expression, race, socioeconomic status,
ethnicity, and health status, while considered, are not explored in further detail.
The research acknowledges that both men and women can experience harm due
to distinct vulnerabilities, but the analysis does not extend to considerations for
male victims. Further qualitative research, victim testimonies, and quantitative
data are needed to evidence how data exploitation impacts people differently
based on gender, intersectional identities, and other contextual attributes.

newamerica.org/future-security/reports/gendered-harms-of-data-weaponization/



Data Weaponization and Gender

Data weaponization is the act of using data to manipulate, deceive, coerce, or
attack someone or otherwise inflict harm. Data can be acquired and misused in
various ways, depending on whether it is publicly available or restricted, and if
restricted, whether access is authorized or unauthorized. For instance, data
breach occurs when restricted data is accessed without authorization by external
perpetrators. It can also be leaked through unauthorized disclosure when
individuals disclose data either accidentally or with malicious intent. If access to
data is authorized, the authorization may be granted knowingly or under false
pretenses, such as through social engineering techniques and other forms of
manipulation. Additionally, data can be extracted by coercing and intimidating
the targets.

“Data weaponization is the act of using data to
manipulate, deceive, coerce, or attack someone or
otherwise inflict harm.”

In cases when data is given knowingly, using it beyond the scope of authorization
in terms of time or function can constitute data weaponization. This occurs as a
result of excessive data collection and sharing practices, where data is utilized for
unauthorized purposes without the user’s consent.' Publicly available data can be
misused for malicious purposes, including, doxing, stalking, and other forms of
harassment. Additionally, audio and image data that is publicly accessible can be
manipulated or employed in synthetic media to create deepfakes.

Not all data is equally susceptible to misuse. Personal and sensitive data poses
the highest risks of exploitation. Personal data comprises name, address, phone
number, email, and biometrics, while sensitive data includes medical
information and data related to gender identity or sexual history and orientation.
A combination of personal and sensitive data is typically more high-risk than a
single piece of personal information.” For example, data breaches involving
medical data can cause more harm if they are combined with personally
identifiable information.?

Harm can be defined as direct and/or indirect, immediate and /or long-term
adverse effects of an attack on the victim. Serious harm occurs where the harm
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arising from an attack has resulted, or may result, in a real and substantial
detrimental effect on the individual. That is, the effect on the individual is more
than mere irritation, annoyance, or inconvenience. Harm to an individual
includes physical harm; economic, financial or material harm; emotional or
psychological harm; and reputational harm. A person may be impacted by one
type or a combination of different forms of harm.* The gravity of harm depends
on the consequences experienced by the victim, such as irreversibility, duration
of exposure, and extent of damage.’ Both identity and context influence the
nature and severity of inflicted harm, and vary based on the type of personal
information exposed, the level of sensitivity of the data, the duration for which
the information was accessible, as well as personal circumstances, including
vulnerability or susceptibility to harm. Contextual aspects encompass the various
circumstances, conditions, and environment in which the attack occurred, and
the actions taken to prevent and mitigate the harm.

Gendered harms refer to adverse effects to a person based on—and often specific
or exclusive to—their gender. These are often negative impacts, including those
that reinforce existing gender norms, biases, stereotypes, discrimination, power
structures, and other harmful dynamics.® While this paper assesses gender in
terms of vulnerability, women as well as gender and sexual minorities are not
inherently vulnerable groups, meaning they are not vulnerable by nature and in
all times and places. Perceiving them primarily as victims can exacerbate gender
stereotypes and bias, lead to unintended negative consequences, and distract
from the actual structural and systemic causes of gendered harm.”

“Gendered harms refer to adverse effects to a person
based on—and often specific or exclusive to—their
gender.”

Gender can be defined as the attributes and opportunities associated with being
male and female. While definitions of gender vary, it is commonly understood
that gender exists on a spectrum and is socio-culturally constructed. The word

8 Gender norms

“gender” is not synonymous or interchangeable with “women.
are changeable over time; they inform individual identities, social relations, and
the distribution of resources and power in society. Although gender is often
comprehended as expressing expectations regarding appropriate behavior for
men and women, gender is nonbinary and diverse. It refers to people of all

gender identities and expressions. Gender equality therefore refers to equal
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rights, opportunities, and outcomes for men, women, girls, boys, and people of
diverse gender identities and expressions. Gender identity is the deeply felt
understanding of one’s gender.’

newamerica.org/future-security/reports/gendered-harms-of-data-weaponization/
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Four Factors of Gendered Harms

To evidence gender as a point of vulnerability impacting and even determining
the nature and severity of harms caused by data weaponization, this research
proposes four categories or “factors”: data, control, perception, and access.
These categories help to capture the gender-specific aspect of various attacks.
Importantly, the factors interact, cascade, and compound, as observed in a
Chatham House report: “[Gendered harms] are cascading because one form of
gendered cyber harm leads to another. They are compounding because such
cascades increase the impact on the people affected.”*® The intersection of these
factors reinforces the gender dimension of data weaponization and the severity
of experienced harm.

Data breaches and unauthorized disclosure of gender-specific data, such as
information about reproductive health, gender identity or sexual preference, can
result in gendered harms. Weaponization of medical data through hack-and-leak
operations, ransomware attacks, and multiple extortions may inflict reputational,
psychological, and legal harms on victims. The commodification of sensitive data
from fertility apps, or “femtech,” and dating apps fuels abuse by enabling
unauthorized sharing of intimate information, including those relating to
abortions and HIV status, leading to exploitation, stigma, and discrimination,
especially in societies where such behavior is criminalized or stigmatized.

“Data can be weaponized to exert control over
individuals and communities...These dynamics can
be present both in intimate relationships or as part
of broader societal power imbalances.”

Data can be weaponized to exert control over individuals and communities
based on existing gender dynamics. These dynamics can be present both in
intimate relationships—in the form of domestic violence, especially intimate-
partner violence—or as part of broader societal power imbalances manifested in
patriarchal systems. In such contexts, even personal data that is not gender-
specific, such as addresses, contact information, or communication metadata,
can be weaponized in a gendered way to facilitate stalking, surveillance,
harassment, and violence.

newamerica.org/future-security/reports/gendered-harms-of-data-weaponization/
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Perception is inherently gendered, as women’s sexuality and agency have been
viewed differently and measured against different standards than men’s.
Similarly, LGBTQ individuals have faced distinct and discriminatory perceptions.
This factor helps to capture how sexist, misogynistic, biased, and discriminatory
attitudes fuel data weaponization to humiliate, defame, or destroy reputations.
Examples include cases when data and images are fed into defamation and
disinformation campaigns, or used in nonconsensual sharing of intimate images.

Access to essential services can increase gendered harms when data
weaponization leads to operational disruption or otherwise limits the availability
of facilities, assistance, or information related to gender-specific care, such as
those provided by abortion clinics and transgender centers. Gendered harms also
emerge when the operational disruption impacts vital services that women and
queer individuals rely on and already face barriers to access. In addition,
considering the traditional gender roles and social norms regarding caregiving
responsibilities and unpaid domestic labor that are still prevalent in certain
settings, women may be further disproportionately impacted by attacks against a
range of critical infrastructure sectors, including health care, education, and
transportation.

1. The Data Factor

Health Care Data

The protection and confidentiality of sensitive data are essential to safeguarding
an individual’s privacy, personal security, and fundamental human rights, and
ensures their ability to exercise autonomy and agency. Data breaches can have
severe repercussions for the affected people, and their gendered impacts can be
evidenced in the attacks on health care data and information leaks about gender
and sexual identity. When gender-specific data is accessed, even in the case of
indiscriminate attacks that do not target specific individuals or groups, such
incidents can have a distinct and disproportionate impact on women and LGBTQ
people. Breaches of medical data related to sexual and reproductive health,
including details of pregnancy stages and cases of abortion, can affect not only
women’s privacy but also their health, dignity, self-development, societal and
psychological well-being, physical security, and access to services. The negative
consequences are pronounced in countries where abortion is illegal or in
traditional and patriarchal societies, where women and medical practitioners
face serious repercussions. Similarly, data leaks can put people of diverse gender
identities, expressions, and sexualities at risk of being involuntarily outed.
Exposing their identity and sexual preference can lead to family rejection,
societal ostracization, and loss of employment." Moreover, given the precarious
nature of the positioning of LGBTQ communities in society and how vulnerable

newamerica.org/future-security/reports/gendered-harms-of-data-weaponization/
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these individuals are to mental and physical abuse, data breaches can expose
victims to further stigmatization and violence. **

Attacks on the health care sector have intensified, leaving millions of patients
affected by data breaches.” These attacks have a gendered dimension if gender-
specific data is leaked, when gender is weaponized to exacerbate harm, or when
attacks have a gendered motivation in the first place. Even if there is no
immediate evidence of the data resurfacing on the dark web or misused for
ransom demands, once data is hacked, there is no reassurance it will not be
eventually leaked. At the same time, breaches of sensitive medical data can erode
trust in health care services, leading to long-lasting harm. In June 2024, the
Russia-speaking Qilin Ransomware-as-a-Service (RaaS) group, also known

as Agenda, attacked blood matching tests for several health care organizations
operating as part of the National Health Service in London. Breached sensitive
data, including the results of blood tests for HIV, were published online by the
cybercriminal group on a messaging platform."* In May 2023, a ransomware
attack by Russian-speaking RaaS$ group TA505, known as Clop, targeted the
Better Outcomes Registry & Network, a perinatal and child registry in Ontario,
Canada. The incident, caused by vulnerabilities in the MOVE:it file transfer
service, led to a data breach.” The ripple effect impacted hospitals, midwife
practices, fertility clinics, and neonatal intensive care units and compromised
personal information of 3.4 million people seeking pregnancy care between 2010
and 2023. Data of mothers, newborn babies, and parents seeking fertility
treatment were exposed, including names, home addresses, and health card
numbers, along with lab test results, procedures, and outcomes relating to
pregnancy and newborn care.'® The combination of personal data and medical
data aggravated the potential harm."”

A knowledge gap remains regarding the full spectrum of consequences resulting
from data breaches."® Accounts of victims’ personal experience remain anecdotal
and captured in individual testimonies. For instance, in October 2023, a data
breach at a Melbourne hospital led to unauthorized access to medical data of
more than 190 patients treated there. A patient whose details were exposed
shared that she had been affected by other data breaches, but this one has been
the most difficult for her, because “they [the targeted organization] were able to
confirm at this stage what information [of the patient] has appeared on the dark
web, but they said there is no guarantee that it will not appear in the future. My
health records are safe in the hospital vault essentially, but a lot of the other
details have been leaked.”* Once a data breach occurs, the compromised data
may be carelessly stored by actors with little concern for maintaining its privacy.
This highlights the permanence of harm that follows once data is accessed.

Victims of data breaches can experience psychological insecurity, violation, and
trauma. They can also face criminal charges in countries where abortion is illegal.
In July 2016, due to a security failure, a database of the Municipality of Sao Paulo
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in Brazil was published, exposing personal and medical data of an estimated
650,000 patients, including public agents from the public health system. The
medical data comprised sensitive gender-specific information such as pregnancy
stages and abortions. There have not been reported cases of women being
charged in the outcome of this incident, but the data breach raised serious
concerns about the potential for legal repercussions in a country where abortion
is heavily restricted and often criminalized with no exceptions for birth defects.*®

Not only have attacks on health care become more common—patient data
breaches doubled in 2023—hackers have also refined strategies to exacerbate
harm.” As organizations have learnt to retrieve customer data through backups,
hackers have become more aggressive, leaking the stolen data on the dark web
and online platforms and coercing the target organizations and victims through
multiple extortions.** An illustrative case was disclosed in February 2023, when

a Russian-speaking RaaS group ALPHV, known as BlackCat, attempted to extort
a health care network in Pennsylvania by publishing photographs of breast cancer
patients.” Data weaponization can inflict reputational damage and victimize
women for their reproductive health choices. In a ransomware attack against the
Australian health insurer Medibank in October 2022, cybercriminals accessed
records of almost 10 million customers. The Russian-speaking Raa$S group REvil,
also known as Sodinokibi, leaked sensitive medical data on the dark web,
including a spreadsheet listing 303 patients alongside billing codes related to
pregnancy terminations, such as nonviable pregnancies, miscarriages, and
ectopic pregnancies. The dataset sorted patients into “good” and “bad” lists
based on the trimester during the abortion occurred.**

Gender can also serve as the primary motivation behind attacks. In a 2012 case, a
member of the hacking collective Anonymous breached the website of Britain’s
largest abortion provider with the intent to release the personal details of women
who had used its services. The perpetrator stole around 10,000 database records
containing the personal details of women registered on the British Pregnancy
Advisory Service site. This case highlights how the stigma surrounding abortions
can lead to women being disproportionately impacted and deliberately targeted
by data breaches. The perpetrator confessed being motivated by his
disagreement with his two friends’ abortion, the presiding judge describing the
attacker as a “zealot with an anti-abortion campaign.”*

LGBTQ communities face increased risks concerning the privacy of medical data
and information related to gender identity and sexual orientation. In February
2019, the medical records of 14,200 people living with HIV in Singapore were
published online, exposing them to significant harm.”® The perpetrator, the
partner of a Singaporean doctor with authorized access to the database, gained
unauthorized access to confidential information from the country’s HIV registry.
He then threatened to release sensitive and personalized medical data unless his
husband was released from prison and the database was shut down. The medical
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data included information about LGBTQ individuals, many of whom had not
publicly disclosed their HIV status, leaving them vulnerable to stigma and
discrimination. This risk was especially significant in a country where sexual
activity between men was criminalized until 2007 and only fully legalized in

2022. The perpetrator, a U.S. citizen, pleaded not guilty, claiming that his actions
were intended to highlight security lapses in the database, which he argued was
discriminatory. His partner, a Singaporean doctor, was charged under
Singapore’s Official Secrets Act for failing to safeguard the information.””
Following the incident, LGBTQ rights organizations warned of an increase in
hateful comments and heightened stigmatization of individuals living with HIV.*®

Data-Sharing with Third Parties

Medical data can be given knowingly, but used for unauthorized purposes,
undermining the principle of purpose limitation in responsible processing of
personal data. Data sharing with third parties without informed consent, as well
as excessive data collection and data sharing practices, constitutes data
weaponization. The gendered dimension is pronounced in femtech, such as
fertility apps, which collect information on menstrual cycles, sexual activity,
opportunities for conceiving a child, and symptoms and stages of pregnancy.
Femtech engages in widespread data misuse.” According to the Organization for
the Review of Care and Health Apps, most period trackers share data with third
parties.*® Research by Mozilla, examining over 20 pregnancy and period tracking
apps for privacy and security features, concluded that the majority of analyzed
apps collected large amounts of personal data and shared it with third parties.*
Capitalization of reproductive health has become a common business model
facilitated in and through technology at the expense of women.*

The extensive commodification of sensitive data by femtech constitutes
gendered harm. This data is vulnerable to breaches, leaks, commercial de-
anonymization, publication, and exploitation. Unauthorized sharing of personal
information related to sexual and reproductive health can inflict harms ranging
from psychological, such as the distress caused by inappropriate fertility
advertising targeting miscarriage victims, to physical and legal harms for
individuals seeking abortions. App providers may be requested to share this data
with the authorities in places where abortions are illegal or where abortion and
reproductive health care are limited.* The Centre for Feminist Foreign Policy
highlights that without privacy standards in place to protect user personal and
medical information, women are largely on their own to safeguard sensitive
health data that companies routinely collect.’*

Since the U.S. Supreme Court’s decision to overturn Roe v. Wade, privacy
advocates have urged women to delete period tracking apps, citing concerns that
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fertility data could be used against the users.* In addition to gender-specific
femtech data, information about accessing online health services, combined with
location data indicating proximity to sexual and reproductive health facilities,
may be monitored by law enforcement to track and prosecute individuals seeking
abortion.? To support these concerns, the Surveillance Technology Oversight
Project released a report explaining how anti-abortion governments and private
entities surveil women’s search history, location data, and social media content.?”
As a result, privacy violations in femtech, coupled with surveillance practices,
contribute to the broader erosion and stigmatization of women’s reproductive
rights and can interfere with their rights to access medical information and

services.3®

Dating Platforms

Dating platforms that collect sensitive data raise privacy and security concerns. If
a dating app catering to queer individuals suffers a data breach, the exposure can
expose users’ gender identity and sexual orientation without their consent. Since
activities related to gender expression and sexuality are frequently stigmatized
and even criminalized, the repercussions of such incidents can be severe, with
victims finding it nearly impossible to seek justice or recourse. In November
2021, cybercriminals hacked and leaked data from the LGBTQ dating site “Atraf,”
revealing sensitive information such as sexual orientation and HIV status. The
Israeli platform, which primarily serves male clients, left many fearing that
personal data could be exposed, with some victims describing the breach as life-
threatening. The tactics, techniques, and procedures used, including methods of
victim-blaming to coerce ransom payments, led to allegations that the incident
was linked to the Iranian-affiliated threat actor Black Shadow. *°

The overzealous data collection by dating and social apps is accompanied by
weak privacy practices. Mozilla’s 2024 review of dating apps found that unless
users actively opt out, dating websites could be selling their personal data for
profit. The report continues to suggest that the privacy practices of dating apps
have worsened since the initial review in 2021.*° Recorded Future research into
threat activity targeting popular LGBTQ social apps concluded that these apps
can be targeted by actors on the dark web and in underground markets and
forums. Across the five chosen social apps analyzed by Recorded Future, 77
percent of the targeted activity is listings for the sale of compromised account
credentials and associated user data on dark web markets.* This is alarming,
especially in regard to the combination of gender-specific data and location data
that such applications collect and share.

The LGBTQ community is extremely vulnerable when access to sensitive data
intersects with state control, such as when dating apps are used by authorities to
target individuals.** For example, Egypt has a long history of prosecuting queer
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individuals. Domestic law does not directly prohibit “homosexuality,” but a
complex legal structure of interpretations and precedents facilitates continuous
and targeted persecution of queer individuals. Egyptian prosecutors increasingly
rely on digital evidence to prosecute people through online dating app
entrapments. Queer activists and groups in Egypt warned members of the

LGBTQ community to refrain from using apps with built-in location tracking or
social media that can be monitored.*

A 2018 report by Article 19 detailed how dating apps have been weaponized to
enable blackmail and arrests in Egypt, Lebanon, and Iran. The investigation
revealed that cybercriminals, offenders, and even law enforcement use these
platforms to entrap individuals, luring them into offline meetings through
“catfishing” or coercing them into sharing sensitive information and intimate
images.** Despite numerous instances of abuse, dating apps continue to operate,
using a dangerous combination of courting at-risk users and failing to protect
their privacy and security. For example, Grindr, a widely used app, particularly in
the Arab world, was found to have sold users’ location data for years through ad
networks, potentially exposing the movements, work locations, and home
addresses of millions of gay men.* The revelation followed years of Grindr’s data
privacy failures, including allowing anyone to pinpoint users with a triangulation
technique.*® Given the vulnerable position of gender and sexual minorities in
society and how vulnerable they are to abuse, these exploitative data practices
inflict severe gendered harm.

2. The Control Factor

Data Breaches Enabling Gender-Based Violence

Data can be weaponized to exert control over individuals, often reinforcing
existing gender dynamics and vulnerability. Breaches of personal data such as
names, numbers, addresses, or employers, while themselves not gender-specific,
can inflict gendered harms and put women at higher risk of doxing, stalking,
surveillance, harassment, sexual violence, intimidation, and physical abuse.*
For example, in a 2018 case, several women had been contacted following
breaches of personal information at Crosshouse Hospital. The affected
individuals were notified that their personal information, including phone
numbers and addresses, had been accessed by a staff member who had “no
legitimate clinical or administrative requirement.” The perpetrator was charged
in connection with stalking and data protection offenses.*® Data breaches can
result in increased risks of harassment or intimidation to which individuals
impacted by domestic violence may be more susceptible. Personal data of at-risk
persons accessed by ex-partners or other untoward persons can be misused and
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eventuate into psychological or physical harm.*’ In March 2022, the Wakefield
Council in the United Kingdom was handling child protection court proceedings
when it sent documents, including the address, where the victim lived with her
children, to the abuser. As a result of the data breach, the domestic violence
victim and her children had to be urgently rehoused.*®

Indiscriminate leaks of location and contact information also impact women
differently, and more severely, when considering the prevalence of gender-based
violence.’" According to the figures published by the UNODC, some 47,000
women and girls worldwide were killed by their intimate partners or other family
members in 2020, with many more leaving their homes to seek safety from
domestic abuse.’” These numbers are alarming, especially considering that
breaches of personally identifiable data become increasingly common each year.
To illustrate the gendered harms that can arise from personal data leaks, consider
the case in July 2016 when WikiLeaks published extensive databases exposing
the personal information of §o million Turkish citizens, including a near-
comprehensive database of adult women in the country. Although the hackers
were not targeting women specifically, the attack had a disproportionate effect on
women. Their addresses became available to stalkers, ex-partners, or
disapproving relatives in a country recording high numbers of gender-based
violence.*

In January 2018, the data breach of the Aadhaar database, the world’s largest
biometric ID system, exposed the personal and biometric information of over a
billion Indian citizens. The compromised data included names, addresses,
photos, phone numbers, emails, and biometric information. The website’s
application programming interface, which did not have required access controls,
was connected to the Aadhaar database. Hackers exploited this vulnerability and
sold access to the personal data via a WhatsApp group.** Similar concerns arose
from the AT&T hack in April 2024, when hackers compromised six months’
worth of call and text message records for nearly all AT&T cellular network
customers, exposing sensitive metadata related to their communications. The
content of the calls and messages was not compromised, and customers’
personal information was not accessed, but the records included phone numbers.
Metadata revealing information about communications is highly sensitive,
especially when collected and analyzed at large scales to reveal patterns of
behavior and connections between people.

Surveillance Apps and the Internet of Things

Men have been found to be more likely to commit cybercrimes, especially those
associated with hacking and gender-based offenses, such as using spyware
against intimate partners and sharing nonconsensual intimate images online. At
the same time, women are particularly vulnerable to digital surveillance and
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control committed by partners or family members as a form of surveillance,
control, and continuing the cycle of family or intimate partner abuse.’ Though
intimate partner violence impacts all genders, women comprise the majority of
victims in heterosexual relationships. A 2023 Australian study further indicates
that the prevalence of technology-facilitated abuse might be higher in sexual and
gender minority relationships than in heteronormative ones.”

To gain access to their targets’ private data, attackers can use surveillance
applications known as “stalkerware” or “spouseware,” which enable
unauthorized individuals to covertly monitor the digital activities of others. An
entire industry dedicated to developing digital surveillance tools operates largely
unregulated, driven by commercial demand. Monitoring software can be
installed in secrecy through dual-use apps and masked by socially accepted

labels such as “parental control.”*®

Consumer mobile spyware apps are able to
monitor user activity, including text messages, phone calls, and location, and
transmit the information to the abuser. The perception of threat alone can cause
significant harm to victims, as the mere awareness of a pervasive danger serves
as a form of control.*® The Coalition Against Stalkerware reported a significant
spike in the use of the surveillance software during the coronavirus pandemic,
with a 780 percent increase in detections of monitoring apps. This rise correlates
with increased domestic violence reports, as many individuals were confined to
their homes and reliant on technology for communication.®® An Access Now
report highlights that the use of stalkerware can have a “devastating impact on
women targets, especially given the lack of robust legal or social protections
against gender-based violence—which includes physical, economic, mental, and
other harms—and the many hurdles presented by existing political, societal, and

. 96
gender power asymmetries.””"

The Internet of Things (IoT) devices provide further vectors for exerting control.
Attackers can repurpose dual-use applications built for beneficial or innocuous
purposes. For example, anti-theft devices such as doorbell cameras can be used
for stalking.®” Devices like fitness trackers and item-finding software can also
facilitate abusive practices.®® The Department of Computer Science of the
University College London conducted research evidencing that technology-
facilitated abuse flourishes through unauthorized use of phones, trackers, and
other emerging technology, changing the nature of intimate partner violence.’*
Dual-use devices and applications can extend the sense of the perpetrator’s
presence, further isolating, punishing, or humiliating victims and preventing
them from seeking and receiving support.65 Nearly any system that collects and
shares location data can be weaponized against its users. This includes vehicles
that gather extensive information about drivers, including their location and
driving patterns.®® A report by the International Digital Accountability Council
further uncovered that some of these devices and apps sent unencrypted
personal information to third parties.” Data weaponization in its gendered form
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poses a significant public health issue, affecting the target’s mental and physical

health, dignity, self-development, and access to services.®®

Abuse of Spyware and Data Collection by States

The frequency and prevalence of violence against women and gender and sexual
minorities are linked to patriarchal systems of government that politicize gender
and exert control over nonconforming citizens.®® By allowing gender-based
violence in public life, and not providing recourse for victims, states normalize
abusive practices. In this way, gender plays a key role both as a social structure
and a system of power. In this context, collecting private data about the locations,
contacts, and activities of women and queer individuals is often part of a broader
strategy aimed at surveilling, harassing, intimidating, and ultimately silencing
targeted groups. The use of surveillance software for these purposes can inflict
gendered harms, isolating victims and threatening to expose their contacts or
intimate lives. This type of data weaponization is extremely harmful to LGBTQ
individuals and advocates. For example, according to a Haaretz investigation in
2018, the Indonesian government purchased surveillance software to create a
database of LGBTQ rights activists who had been targeted for surveillance.”
Similar to technology-facilitated intimate partner abuse, the mere presence—or
even the perceived presence—of surveillance can result in psychological harm,
privacy and security concerns, and a chilling effect. This often leads targets to
withdraw from social or public life or alter their behavior to conform to imposed
norms. Victims of intrusive surveillance report mental stress, paranoia, social
isolation, and self-censorship for fear of a possible backlash.”

“Collecting private data about...women and queer
individuals is often part of abroader strategy aimed
at surveilling, harassing, intimidating, and
ultimately silencing targeted groups.”

Women with public profiles, such as journalists, activists, human rights
defenders, political candidates, and whistleblowers, are particularly exposed to
threats that instrumentalize their gender. Targeted surveillance, interception of
communications, and confiscation of devices can expose especially women to
continued harm, including doxing, stalking, harassment, and physical violence.”
Data exploitation can expose the target’s private information, communication,
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sources, and contacts, and can even harm their family members. For instance,
Citizen Lab reported that Mexican investigative journalist Carmen Aristegui and
her minor son were targeted, both receiving messages containing spyware exploit
links.”? If a device becomes infected with spyware or a target falls victim to a
phishing attack, it can erode trust within their communities and networks,
undermining their reputation, and negatively impacting their relationships and
work opportunities.

The UN Special Rapporteur on the rights to freedom of opinion and expression
recognized targeted digital surveillance of journalists and media workers as one
of the three major contemporary threats to the safe and free practice of
journalism.”* The Committee to Protect Journalists further concluded that
“gender-based violence and harassment—both online and offline—is used to
intimidate and silence female journalists, posing threats to press freedom.”” A
2021 UNESCO report on global trends in online violence against women
journalists, which surveyed over 9oo female-identifying journalists in 125
countries, found that 20 percent of all respondents said they had been attacked or
abused offline in connection with online violence they had experienced.” In
2022, Access Now and Front-Line Defenders reported that governments in the
MENA region and beyond were using spyware to perpetrate human rights abuses
and suppress activists and journalists.”” The Pegasus malware has been
reportedly used in more than 50 countries worldwide to infect the phones of
activists, journalists, and human rights defenders, amongst others.”® Many
women’s rights defenders have been targeted as part of these campaigns. Access
Now highlighted that the impact of surveillance on women is particularly
egregious and traumatizing, as governments have weaponized personal
information extracted through spyware to fuel smear campaigns, blackmail,
extort, and dox the targets and encourage others to harass them as well.”®
Prominent international cases of surveillance targeted female journalists in
Russia, Azerbaijan, Mexico, and Lebanon.®®

Data breaches, especially in high-risk environments, can eventuate into threats
and physical harm. For example, the personal information of hundreds of
journalists who had registered to cover national events in Mexico was hacked and
posted on a website in February 2024. The leaked information contained
journalists’ full names, their personal identity code, and a copy of a personal
identification document, prompting a call by the Committee to Protect
Journalists for an immediate investigation. In Mexico, which continues to be an
extremely dangerous country for journalists, privacy laws compel any
government agency subjected to a data breach to immediately inform the people
whose information has been leaked. However, the federal government did not
inform the reporters whose information was leaked until it was already widely
publicized.® Journalists in Mexico lack social and institutional protections,
making them vulnerable to threats and aggression. The Global Initiative Against
Transnational Organized Crime stressed that when analyzing violence targeting
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journalists in Mexico, it is also important to highlight the additional layer of
gender impact.®” According to CIMAC, a Mexico-based organization that has
been documenting attacks on women journalists, attacks against female
journalists in Mexico have increased fivefold between 2013 and 2022. However,
gender is consistently ignored despite the additional vulnerability of women in
the field.”

Finally, mass surveillance in public spaces can intersect with gender by
facilitating control over targeted groups of population. Similar to intimate partner
violence enabled by smart technology, data collection in authoritarian and
patriarchal societies can lead to abusive practices that inflict gendered harm.
Research by Azadeh Abkari at the University of Twente reveals that Iran
leverages smart technology to surveil and police women’s clothing.®# Iranian
Special Police Forces, mandated to deal with insurgency, gathered data from
traffic cameras and used the data to identify and penalize women who violate the
country’s strict Islamic dress code. By policing women in public spaces, such
data-exploitative control can severely restrict women’s participation in public
and social life.¥ Iran is among the many governments that utilize intrusive
software and smart technologies as part of their data-driven oppressive practices.¢
This abuse has significant negative impacts on victims due to the cumulative
effects of three distinct factors: the type of data being collected, who has control
over that data, and how it impacts the access of the affected individuals.

3. The Perception Factor

Disinformation and Defamation Campaigns

Women and LGBTQ individuals experience distinct and discriminatory views
compared to men. Misogynistic and sexualized defamation, disinformation,
nonconsensual sharing of intimate images, and the resulting harassment and
abuse represent a distinct form of data weaponization. This weaponization
exploits gender and sexuality to shame, intimidate, and deter targets from
engaging in public or social life.”” For illustration, in the summer of 2020, phones
of female journalists and activists in Saudi Arabia were infected with spyware
and the acquired intimate photos circulated on social media. These coordinated
defamation campaigns also fabricated narratives to accompany the images to
incite outrage among conservative audiences and subject the targets to public
shaming. 88 Attacks that weaponize gender carry a deeply personal impact,
destroying reputations and leading to prolonged harassment and abuse. These
campaigns suppress democratic engagement by preventing individuals from fully
expressing themselves or participating in public life on equal footing. By publicly
attacking women, perpetrators send a message to the entire group they
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represent. When women do not have the necessary tools to participate in
contemporary political life, their absence in government institutions translates
into a democratic deficit.* Since data manipulation in the form of fake visual
content is on the rise, gender identity risks being the difference between full
membership and second-class citizenship in a community of political rights.”®

Gendered data weaponization is a national security problem since gendered
defamation and disinformation have been a distinct part of the foreign
interference toolkit.”* A 2022 European Parliament report on foreign interference
in democratic processes “recognizes that gendered disinformation attacks and
campaigns are often used as part of a broader political strategy to undermine
equal participation in democratic processes, especially for women and LGBTIQ+
people” and stresses that such disinformation fuels hate, both online and offline,
and threatens lives.”” An attack on a Finnish journalist who exposed fake news
operations and a troll farm in Russia shows how sensitive data can be weaponized
through systematic sexualized attacks to discredit people and institutions. In
2014, Jessikka Aro saw her medical information published online after a breach
into archived court files, including data showing her fine for drug use years ago.
The following coordinated defamation campaign framed her as a “NATO drug
dealer,” undermining her reputation and the credibility of her work. The
journalist was subsequently doxed after malicious actors released her home
address, and was continuously the subject of defamation campaigns alleging her
of being a prostitute to CIA and NATO officials. The online abuse eventuated into
death and rape threats.”® This case of multiple data exploitations shows how
disinformation campaigns can use elements of facts and fiction to inflict more
severe reputational damage.”* The cumulative effect of personal data breaches,
sexist defamation campaigns, and an abusive environment illustrates the
cascading and compounding nature of gendered harms—where one form of
abuse leads to another, ultimately intensifying the inflicted harm.

The proliferation of fake videos depicting political figures in compromising
situations poses another significant threat to the openness and fairness of
elections. Sexualized, doctored images and videos purportedly showing female
politicians and candidates have targeted many women, including high-profile
figures in Ukraine, Rwanda, Croatia, and the United Kingdom.> Cara Hunter, a
Northern Irish politician, was a few weeks away from the national legislative
elections in 2022 when she was targeted with a coordinated campaign of AI-
generated deepfake video of her performing graphic sexual acts. Within days, the
false clip had gone viral, and the politician was bombarded with sexual and
violent messages. She later explained her belief that the campaign aimed to

undermine her politically and the deepfake would haunt her for life, because
996

({34

1t
has left a tarnished perception of me that I cannot control.””” Italy’s Prime
Minister Giorgia Meloni became a target of deepfake pornographic videos in

2020 before she took office. According to an indictment, two men were allegedly
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involved in creating deepfake pornographic videos using her likeness, and
uploading the graphic content to an American porn website.””

Political candidates in the country of Georgia were victims of sexualized
disinformation ahead of the 2016 parliamentary elections, targeted by fake
videos depicting them engaging in sexual activities. This defamation campaign
had serious consequences, especially for a female politician accused of adultery
based on fabricated videos, who eventually withdrew from political life. In
contrast, the male candidates targeted by the campaign did not face similar
repercussions. An exception was a man identified by the media as gay, which put
him at significant risk in the predominantly conservative country. While further
comparative research on men and women public profiles is needed, there is
evidence of a gendered dimension of these attacks through the gendered and
sexualized nature of the content, as well as the harassment and intimidation such
campaigns trigger. A report from the Wilson Center explored the direct and
indirect impacts of widespread gendered and sexualized disinformation on
women in public life.*® The researcher highlighted that online gendered abuse is
“intersectional in nature, with abusers often engaging with both sex- and race-
based narratives, compounding the threat for women of color.” For instance, Vice
President Kamala Harris has been subject to a barrage of sexists and racist
attacks, including deepfakes depicting the Vice President as a sex worker
circulating on online platforms.”® The cacophony of gendered defamation and
abuse flooding the comment sections of prominent figures is united in one
shared purpose: to push women out of political life. Women are singled out for
abuse more often, and the nature of these digital attacks is more vicious than
ones directed at their male equivalents. '*°

Nonconsensual Sharing of Intimate Images, Real or Fake

Women globally face disproportionate levels of abuse for their gender.'** The
distorted perceptions and sexualization of women and their bodies is
compounded by the nonconsensual mass circulation of intimate photos.
Nonconsensual sharing of intimate images exploits personal content, and can be
uniquely harmful if such weaponization of data takes place in patriarchal
societies that exert control over women. Unauthorized sharing of intimate
images has a deep impact on victims, whose reputation is tarnished by reactions
characterized by patriarchal morality and victim-blaming. If nonconsensual
image sharing is a method of control, the targets face barriers in reporting crimes
and seeking recourse.'®” The law can be further instrumentalized to perpetuate
patriarchal gender dynamics. For example, cybercrime laws may include clauses
criminalizing online content that violates public decency or morals, usually
defined elsewhere in states’ penal codes or criminal law, and often build on
unequal standards of behavior for people according to their gender.'** When
harmful gendered norms are perpetuated within legal frameworks, it creates an
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environment where victims are systematically marginalized; in other words,
harms are compounded when gendered expectations are codified in a system of
control. Instead of receiving support and redress, targets of such abuse can face
legal consequences from a justice system that should protect them.

The four following cases took place in Egypt, which has a traditionally patriarchal
culture. In 2022, a woman committed suicide after her husband threatened to
share intimate pictures and videos online as a form of revenge.'°* Another
woman committed suicide after being blackmailed by two young men who
hacked her mobile phone, obtained pictures of her, altered the photos, and
republished them.'® In a different case yet another woman committed suicide

after her neighbors fabricated her pictures and blackmailed her for money.'*° I

n
May 2020, Mawada Al-Adham, a social media celebrity, was arrested for publicly
posting “indecent” photos and videos of herself on social media. The
photographs of Al-Adham were shared online after being leaked from one of her
mobile phones, which was stolen in 2019. Al-Adham was charged with violating

the country’s cybercrime law and sentenced to two years in prison and a fine."*”

“The widespread availability of these image-
generating technologies, released without adequate
regulatory safeguards, has amplified existing harms
and raised significant concerns over the lack oflegal
protections, tools, and recourse for victims.”

The exploitation rooted in the sexualization of women’s bodies is intensifying
with the rise of synthetic media, enabled by accessible consumer-level AI tools.
The widespread availability of these image-generating technologies, released
without adequate regulatory safeguards, has amplified existing harms and raised
significant concerns over the lack of legal protections, tools, and recourse for
victims. Women are violated when their personal images—real or fake—are
leaked and shared on privately owned platforms, with limited recourse to remove
harmful material. This is exacerbated by platform reporting systems that fail to
respond effectively to victims’ requests, leaving them exposed and without
means to protect their privacy. Even where legislation exists, law enforcement
and justice systems frequently lack the capacity, resources, and established
practices to address these issues efficiently. Victims may have legal avenues, such
as suing for slander, but the abuse happens fast while the legal process is slow
and cumbersome. Because of the incidence and the permanence of image-based
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abuse, it may re-victimize the target endlessly when harmful content circulates
online.

The use of deepfake technology for sexual abuse disproportionately targets
women. A study on the state of deepfakes in 2023 found that 98 percent of
deepfake videos online were pornographic and that 99 percent of those targeted
were women or girls. Notably, 94 percent of those featured in deepfake
pornography videos work in the entertainment industry.'*® A high-profile
incident took place in January 2024 when AI deepfake pornographic images of
Taylor Swift proliferated on social media.'®® In this case, the concerted action of
her fan base drowned the images out of online space and made online platforms
block searches to curb the spread of the images."® Online communities can be
effective in surfacing, combating, and eliminating harmful content, but in many
instances of online degradation of women, the pressure and burden of redress
falls entirely on the victims. They are left to protect themselves and seek recourse
with limited support or resources.™"

4. The Access Factor

Gender-Specific Care

Loss or restricted access to services can amplify gendered harms, especially
when data weaponization disrupts operations or limits the availability of essential
facilities, assistance, and information related to gender-specific needs. For
example, weaponizing data obtained through data breaches victimizes people by
putting their sensitive information at risk. This further prevents them from
accessing needed services. On the other hand, targeted attacks on medical
facilities providing sexual and reproductive health services, transgender care,
and abortion services—where systems are compromised to punish patients and
staff—can deprive women and queer individuals of vital care. Restricting access
to comprehensive sexual and reproductive health information undermines an
individual’s rights, dignity, self-development, and overall health outcomes.
Gathering and publishing location data about such facilities further endangers
patients and their providers, hampering access to the services. Digital
surveillance of those seeking gender-specific care increases if access to this type
of care is not guaranteed and protected by the state, or when states impose bans
and exerts control over services.

Abortion rights and reproductive health remain a deeply controversial political
issue in many countries, with recent legislative developments in the United
States highlighting the fragility of access to safe and legal abortion for those who
become pregnant. The overruling of Roe v. Wade unleashed a torrent of
regulatory and punitive activity restricting previously lawful reproductive
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options, extending to civil actions and criminal indictments of patients,

"2 Anti-abortion activists have for

providers, and those who facilitate abortions.
years targeted abortion and family planning facilities, hindering access to their
websites, hacking provider and patient information, and using phone location
data to advertise anti-abortion materials to people who visit family planning
clinics." In 2015, Planned Parenthood’s services were hacked, along with the
National Network of Abortion Funds and Abortion Care Network, when a group
of hackers breached an employee database with the intention of decrypting and
releasing personally identifying provider information."* The data breach was
followed by distributed denial-of-service attacks and doxing of Planned
Parenthood’s employees. The attack was intended to be both punitive, by
punishing health care workers who provided reproductive health care, and
disruptive, by hindering women’s access to health care and timely information."*
In October 2022, another attack targeting Planned Parenthood exposed personal
information of 400,000 patients. The data breach included the reproductive
health care center’s network and stole files with patient information such as
names and insurance details along with clinical information including diagnoses

6
and procedures."

Data collecting and sharing practices, coupled with weak privacy and security
protections, are a cause of concern.”” Data brokers have offered to sell location
data that include individuals’ visits to abortion clinics and Planned Parenthood.
Anti-abortion protest groups also used abortion clinic data to target ads at
women inside the clinics, and the same data could be used to identify women
who seek out-of-state abortions in violation of applicable laws in their
jurisdiction. According to a 2022 Vice report, SafeGraph and Placer.ai are among
the data brokers evidenced to sell location data of those visiting abortion clinics,
with Placer.ai even offering “heat maps” of where abortion clinic visitors live, as
well as their ethnicity and average income.”® Trans health care providers face
similar data weaponization. A centralized online list called the “Gender
Mapping” project used the My Maps feature on Google Maps to document the
locations of thousands of establishments around the world that serve trans
people, including LGBTQ community centers that provide social and emotional
support. With the authors’ proclaimed aim of “abolishing the gender industry,”
the map had been gathering location data about specialized services since
February 2021. Despite Google’s initial request of a court order to remove it, it
was not taken down from the application until September 2022, after being
widely shared on social media.™

Gendered harms also arise when operational disruptions affect vital services that
women and queer individuals rely on, especially as they already face barriers to
access. Patient health outcomes can be impacted by spillover effects from
disruptions in other sectors. For instance, electricity disruptions after the energy
sector is targeted with data breach can lead to prolonged power outages, forcing
hospitals to triage the delivery of medical procedures to reduce their energy
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consumption. There is compelling evidence that women’s health outcomes can
be impacted more severely compared to their male counterparts because of
cyberattacks on critical services. Blackouts reduce the likelihood of women
giving birth in hospitals, contributing to higher mortality rates, and significantly
lower odds of skilled birth attendance, which can have acute consequences for
women'’s health. Additionally, power outages increase the risk of pregnancy
complications, including difficult or early delivery and gestational diabetes

mellitus.**°

While gender-disaggregated data on the health outcomes of patients
during power outages remains limited, any disruption of services may
disproportionately impact certain populations. This type of data exploitation has
damaging impacts on marginalized groups who already face discrimination
within and outside the system, including people of diverse gender identities and

. . 121
sexual orientations.

Gender Roles and Critical Infrastructure

Considering traditional gender roles and social norms, women may be further
disproportionately impacted by attacks against a range of critical infrastructure,
as they continue to play a disproportionate part in frontline health and social care
roles and caregiving responsibilities. Following a ransomware attack on
technological platforms of Sanitas, EPS in Colombia in November 2022, research
by Karisma Foundation identified and evaluated the differentiated impacts on
women caregivers.'”” This work shows that gender roles can play an important
role in the gravity of the consequences of cyberattacks causing disruption of
services. Similar considerations relate to other sectors that can intersect with
gender roles, such as education and transportation sectors. For example,
pandemic-caused disruptions to daycare centers and schools disproportionately
affected women, shifting child care and education back to families. This
increased the workload for women, who, in many societies, already bear the
primary responsibility for housework and other forms of unpaid labor.'** Changes
in work-from-home policies following disruptive data breaches might similarly
impact women if they enter unpaid housework and caregiving roles."**

When considering that educational institutions are top targets for cyberattacks,
the likelihood of children sent home due to disruptions and cyberattacks
increases the possibility of women also staying home. Cyberattacks impacting
schools are becoming increasingly frequent and severe. According to the K-12
Cybersecurity Resource Center, over 1,300 cyber incidents involving educational
organizations were publicly disclosed across the United States between 2016 and
2021." Ransomware, phishing, and malware can result in significant data
breaches that cause prolonged disruptions to school operations. For example, a
2023 wave of ransomware attacks against K-12 entities in the United States
disrupted entire school systems, forcing schools to shut down for several days.
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The impact rippled through the communities as students were unable to attend

classes and parents forced to find temporary child care.’*®

Transportation is another critical infrastructure sector that women
disproportionately rely on that is vulnerable to cyberattacks. Disruptions caused
by ransomware or data breaches against other sectors, such as public transit
systems, can have more damaging impacts on women because they are more
likely to rely on public services than men. On average, women use public
transportation more than men due to lower incomes, limited access to household
cars, and lower driver’s license acquisition rates. Women are also more likely to
take on unpaid caregiving responsibilities, either for relatives, elderly parents, or
children, and rely on public transport in times of emergency.'”” Different gender
roles and access to services have also been evidenced in the information and
communication technology, humanitarian, and development sectors.”*® As
malicious actors attack critical infrastructure at growing rates, the worsening

cyber landscape will likely disproportionately impact women.'*’
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Findings: A Cycle of Harm

Harm Transcends Actors, Infrastructure, and Platforms

The evidence of harm in this paper transcends actors, infrastructure, and
platforms, to explain why the inflicted damage is gendered in its nature and
impacts. The four factors—data, control, perception, and access—illustrate how
data weaponization specifically targets and harms women and LGBTQ
individuals and provides categories for different types of attacks. These factors,
while each by itself can eventuate into gendered harms, often intersect and
interact. The cascading dynamics, meaning that one form of gendered harm
leads to another, are aggravating in their impacts, and the harm inflicted on
affected people is usually more severe when two or more factors are present.'*°
Due to the cascading and compounding dynamics of gendered harm, victims can
become trapped in a cycle of harm, where the initial harm leads to deeper, more
acute harms.

Harm Is Both Contextual and Intersectional

Gendered harm is both contextual and intersectional. The context is formed by
policy and legal frameworks, gender norms and roles imposed by society and the
state, access to services, social and family structures, and the environment.
Consequently, gendered and punitive laws, abusive and patriarchal social
structures, and misogynistic, sexist, and discriminatory attitudes increase the
likelihood and severity of gendered harm experienced by victims. Victims’
gender and intersecting identities—such as sexuality, race, employment, and
visibility—further influence the type, likelihood, and intensity of harm. Data
exploitation can incur enduring and potentially perpetual harm, depending on
how long the data was exposed, in which form, how it was abused, who was the
perpetrator, and who was the target.

Online and Offline Harm Reinforce Each Other

The online and offline dimensions of gendered harm reinforce each other. Data
weaponization may occur exclusively online, it may also occur in connection with
offline events, and it almost always has repercussions that are experienced both
online and offline. Gender is not a vulnerability by itself but because it is a target
of discriminatory and abusive behavior, and the higher risk of harm in the online
spaces flows from inequity and exclusion in the physical world. The negative
impacts are extensive and nonexhaustive. They undermine the rights of affected
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people, hinder progress on gender equality, and contribute to abuse, violence,
and insecurity.

Concerns for Democracy and National Security

Data weaponization raises critical concerns for democracy and national security.
Gendered harms lead to mistrust in platforms and services, unequal participation
in public spaces and democratic processes, and discriminatory provision of vital
care. Women will likely experience a disproportionate amount of harm as the
frequency, scale, and impact of cyberattacks continue to rise in the coming years.
Many of these attacks are deployed by state-sponsored, state-affiliated, and
transnational cybercriminal groups for a myriad of financial, political, and
ideological reasons.”" In this context, it is essential to integrate gender

considerations into cybersecurity strategies and policies."*

Current Gaps

This paper identified policy, legal, implementation, accountability, evidence,
support, and research gaps.

Policy and Law

Current cybercrime policy and legal frameworks fail to protect women and
LGBTQ individuals, and may further exacerbate vulnerabilities through gender-
blind or overly expansive provisions. Existing legal frameworks, protection
measures, and redress mechanisms are frequently inadequate, lagging behind
the rapid evolution of data exploitation techniques and tactics.

Implementation

Even if policy and legal frameworks are in place, obtaining justice remains
difficult. Established legal precedents, practices, and attitudes of law
enforcement and prosecutors can hinder the investigation and prosecution.
Barriers such as discrimination against women and the LGBTQ community
further complicate reporting the incidents, making it nearly impossible for some
individuals to seek help. In essence, harm is inflicted rapidly, while legal
remedies—if they exist—are often significantly delayed or entirely out of reach.
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Accountability

Existing accountability mechanisms are ill equipped to obtain justice, especially
in cases where perpetrators are state-supported cybercriminal groups, or when
the state itself'is the attacker. There is little accountability for the public and
private entities that commercialize, mishandle, and weaponize data. This
problem is aggravated by the current lack of accountability for vendors that
develop and market insecure technology, leading to the lack of adequate security
measures and widespread vulnerabilities exploitable by malicious actors.

Evidence

Underreporting is prevalent and coupled with insufficient capacity to evidence
these attacks. Victims experience shame and embarrassment, fear reputational
risk connected to publicizing the attack, lack awareness that victimization has
occurred and where to report incidents, and have low confidence that law
enforcement can assist them. The most vulnerable victims are often unable or
unwilling to report incidents.

Support

Victims are left on their own. Notifications about how their data has been
exploited and the available avenues for redress are routinely neglected. Many
victims do not have the means to pursue recourse, or the knowledge where to
seek assistance. Support programs offering legal assistance and counseling are
often insufficient, poorly integrated, and inaccessible or nonexistent in certain
countries.

Research

The intersection of gender and data weaponization is understudied, primarily
due to the lack of disaggregated data, qualitative analysis, and firsthand
testimonies. This gap limits the ability to conduct thorough and comparative
analysis of how gender and intersecting identities shape the experiences of
different groups facing data weaponization.
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Recommendations

By recognizing and understanding the links between gendered harms in data
weaponization, states, private actors, and civil society can more effectively
prevent, counter, and mitigate these harms. This report offers a set of
recommendations to achieve this.

Incorporate Gender Analysis in Policy and Law

States should mainstream gender into policies, legal frameworks, and
practices, including a commitment to gender equality. Respective agencies
should initiate a process that critically analyzes cyber-related policies from an
intersectional perspective and include a cyber dimension into frameworks
relevant to gender.'®

Current policy analyses are gender-blind and need to include more robust
gender analysis. State agencies should collect sex- and gender-disaggregated
data that meet the standards for evidence-based policy design. Gender analysis
necessitates collecting data on gender and cybercrime more broadly and
disaggregating analysis by gender, age, ethnicity, class, socio-economic
background, and other relevant intersecting identities to identify trends relating
to the types of crimes, victims, perpetrators, and resulting harm."3*

States should develop methodologies that help document gendered harm,
quantify and qualify harms and impacts, and identify macro-level trends. Such
methodologies should consider the range and frequency of vulnerabilities that
are present within the population—or if the breach only affects a particular sub-
group, the range and frequency of vulnerabilities that are present within that sub-

group.

Anti-cybercrime policy and legislation can exacerbate or introduce new
gendered harms. States should draw on resources that help policy makers and
implementers incorporate feminist methodologies, principles, and gender
analyses, promote gender equality, and prevent cyber policies from
unintentionally reinforcing gender disparities.'

Participatory and inclusive approaches help states to fill potential gaps
within the gender analysis, and to understand local and contextual gender
dimensions. This includes engaging with gender and human rights groups,
research institutions, and grassroots organizations with established networks and
proximity to victims to encourage proportional representation of women and
gendered perspectives throughout the policymaking and implementation
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process. Stakeholders should be formally involved to advise and provide
evidence and insight.

Build Capacities and Avenues for Recourse and Justice

The criminal justice system needs substantial capacity to evidence and
investigate the gendered impacts of data weaponization. Specialized training for
law enforcement, prosecutors, and judges is critical to supporting the effective
handling of cybercrime cases, ensuring that they have the technical capacity and
expertise to secure and verify evidence, conduct thorough investigations, and
prosecute offenders in a manner that upholds justice and protects victims of
cybercrimes. States should increase the capacity of the institutions and agencies
responsible for countering and responding to cybercrime and further embed
gender considerations in their mandates, processes, and practices.

Victim assistance services should be systematically funded, and states should
increase the capacity to provide gender-sensitive and responsive assistance that
prioritizes a victim-centered approach to redress and reparations. States should
create specialized cyber victim support units within law enforcement agencies
that focus on supporting victims of cybercrime, with a particular emphasis on
crimes that have a gendered component. Support for victims of gendered
cyberattacks and other forms of technology-facilitated violence is currently
fragmented, relying on a patchwork of civil society organizations and social
justice groups. These organizations remain underfunded to provide
comprehensive assistance, which is essential for addressing the complex needs of
victims. This includes access to legal counsel, psychological support, and
effective remedies that prevent revictimization.

States should create online reporting mechanisms and helplines that are
accessible, safe, and specialized and allow the authorities to initiate investigation
and recourse for victims. Such mechanisms should serve as a gateway to
obtaining protection, accessing counseling, and finding support for removing
harmful materials. States and private entities should prioritize initiatives and
tools that address taking down sensitive data and harmful content. These are
particularly relevant for medical and personal information and image-based
abuse such as nonconsensual intimate images. Coalitions built across
stakeholder groups, leveraging the strengths of states, the private sector, and civil
society, should formalize knowledge and information sharing about cyber
victimization.
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Bolster Data Protection and Retention Rules

Aslong as organizations keep collecting troves of sensitive data, malicious actors
are motivated to weaponize it against the targets. It is imperative that
organizations limit the amount of sensitive data they collect. Data collection
and retention practices must be in line with the principles of necessity,
proportionality, and data minimization. Unless states have included these
obligations directly into their national laws, the private sector has few binding
obligations to follow human-rights-centered and gender-sensitive
considerations.

All entities collecting personal data should adopt a privacy-by-design
approach. Service providers should implement best practices on how to collect,
use, and store data; only collect data that is essential to ensure the provision of
the required service; and use it for purposes for which they obtained user
consent. The sensitivity of data being processed must also be considered and
restrictions increased based on potential risk. Risk analysis should incorporate
social aspects and considerations based on gender and other intersectional
identities."®

Norms and standards for data privacy should be considered in terms of the
individuals and communities they affect. Public and private entities collecting,
processing, storing, or otherwise handling or using personal data should
prioritize working with users from targeted and marginalized communities, and
consider their processes and practices through the lens of gender and
intersectional identities. Designing from the margins can maximize safety,

privacy, and security for all users, particularly those who are the most exposed.'?’

Secure Infrastructure and Design of Technology Products

Although technology design plays a key part in generating and enabling gendered
harms in data weaponization, it also has a role in mitigating them. Technology
should be designed, developed, and deployed with an impact assessment that
considers context and identity.”® Platforms and applications should include
privacy-enhancing tools such as early warning systems through which incidents
can be reported and identified.

Products should be built safely and securely, especially if integrated into
critical infrastructure and services where data breaches have both national
security and individual harm implications. As data breaches exploiting vendors
of technology are increasing, data protection must be addressed already on the
infrastructure and software layer on which the systems operate. Vulnerability
analysis often leads to victim-blaming or attributing cyber incidents excessively
to the “human error.”"*® However, these are symptoms of systemic problems,
rather than individual failures. The Security by Design approach to software
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security pioneered by the U.S. Cybersecurity and Infrastructure Security Agency
provides key considerations for securing vulnerable software before it reaches
people.'*°

Critical infrastructure should be designated in a way that includes services
and facilities essential for people of all genders, gender identities and
expressions, and sexual orientations. States should facilitate inclusive processes
that allow for a critical assessment of remaining gray areas, such as the security
and availability of essential facilities, assistance, and information related to
gender-specific needs. Inclusive and participatory processes help to increase
knowledge and coordination across different agencies and organizations and
avoid contradictions in policy and practice.
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Conclusion

Why and how are we using technology? What happens to us when we do?
How is technology being used against us? And what is the recourse to justice?

Cyber harm is not gender-blind, nor should be the responses that address it. This
paper has argued that several types of data weaponization disproportionately
affect women and gender and sexual minorities—highlighting that cybersecurity
is not merely a technical issue, but also a deeply personal one. Different
perceptions, norms, and roles, along with the systemic inequities reinforcing
discrimination within the structures of states and societies, create and
exacerbate gendered harm. The negative impacts are extensive and
nonexhaustive. While experienced individually, gendered harms affect and
stigmatize whole communities.

Since the nature and impacts of data weaponization are shaped by identity and
environment, law, regulation, implementation, and design must reflect the lived
realities of those affected. Feminist, gender-sensitive, and inclusive approaches
can elevate the views and experiences of targeted and marginalized individuals
to the forefront, offering a broader and, at the same time, deeper analysis that
enables informed and effective interventions. Such frameworks present an
alternative, intersectional analysis beyond traditional policy thinking and
challenge dominant narratives about cybercrime and cybersecurity. Amplifying
diverse voices is not merely a choice; it is essential for forging a safer, more just
digital future.
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