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Executive Summary

The rapid ascendance of generative artificial intelligence (AI) in today’s zeitgeist
has spurred policymakers to prioritize governing Al more broadly. In the United
States, lawmakers and other stakeholders, including developers and civil society,
are considering how Al can better serve democratic institutions, the economy,
and consumers. The Biden administration has acted swiftly in issuing the
Blueprint for an Al Bill of Rights and Executive Order 14110, which imposes
a detailed array of requirements on federal agencies. In addition to executive
action, states have also begun to issue broad and specific laws governing AI, but
Congress has yet to take significant action.

Key Attributes of Openness

Society is in the early years of AI's development and even earlier in the approach
to governing it. This nascent phase of Al governance presents an opportunity to
better understand the concept of “openness” in the context of AL In this report,
we argue that encouraging greater openness in the Al model ecosystem is
essential to shaping AI’s development in ways that serve democratic values and
the public interest.

“Open” and “closed” is not a rigid binary into which AI can be neatly placed. It is
more helpful to envision a spectrum of openness. We identify five key attributes
of openness for Al models:

1. Open code that can be downloaded, modified, shared, and used by people
other than the model’s creators;

2. Open licenses that allow third parties to use the model;

3. Transparency about model inputs (data sources, model weights);

4. Transparency about envisioned threats from models and mitigations
against undesirable downstream effects (e.g., malicious actors fine-tuning
the model to cause clear harms); and

5. Open standards for interconnection and communication among Al
models that allow people and companies to switch between models

(portability) and for models to interoperate with one another.

Because these attributes of openness encapsulate both technical and non-
technical aspects of transparency, they acknowledge that Al models are not
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merely software but broader human projects shaped by deliberate governance
choices.

Key Benefits of Openness

Many policy discussions about open models narrowly focus on the security risks
posed by such models or open weights. A nuanced, empirically grounded
discussion of risks is important, but focusing narrowly on risk fails to fully
account for the other benefits of openness. Specifically, in the case of Al,
promoting the five attributes of openness identified above can create the kind of
Al ecosystem that better serves public transparency and democratic
accountability, innovation and competition, education and research, and even
security. The report discusses the ways in which promoting greater openness in
the Al model ecosystem furthers each of these societal benefits.

Recommendations for Promoting Openness

A variety of stakeholders in the United States can play vital roles in creating a
more open Al model ecosystem.

- Policymakers should continue to build governmental capacity to
monitor and mitigate the marginal risks posed by open models. They
should also craft legislative and policy requirements that promote
transparency about a model’s technical elements, as well as its design and
governance, and encourage and incentivize developers and companies to
build model interoperability. Lastly, they should avoid placing broad
restrictions on open models, including through means like export
controls, licensing requirements, or broad imposition of liability on
developers for downstream harms.

- Researchers should comparatively study the organizational structures
and practices of teams developing open-source models to identify best
practices in development and governance of Al modes. Doing so will
enable them to identify resource gaps, prioritize areas of research in the
public interest, and articulate use cases private companies or Al labs are
unlikely to address because of a lack of commercial interest.

- Al companies should embrace openness along multiple axes (code,
model weights, model training data, and model interoperability) when
developing models. They also should participate and invest in the
maintenance of open-source Al projects to help ensure that popular model
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projects have adequate resources to find and quickly address security
vulnerabilities.

- Developers should use best practices in software development that
promote both secure code and better insight into a model’s structure and
training, as well as the decision-making behind those components. In
addition, they should explore the design of open protocols and standards
for promoting model interoperability.

- Civil society organizations should continue to creatively explore the
ways in which openness in Al models can further democratic
accountability and public-interest objectives and widely communicate
these benefits. They should also invest in in-house Al expertise to enable
critical insights into how the technology functions and an opportunity to
interact with and evaluate open model projects.
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Introduction

Since OpenAT’s large-language model ChatGPT burst onto the scene in
November 2022, society has seen generative artificial intelligence (AI) rapidly
shape conceptions of work and life online. Large-language models are an
example of generative Al that is built on the recent technical advances in large,
multi-purpose “foundation models.” But Al encompasses not only the generation
of content but also a variety of analytical and predictive tools. Al is a broad
umbrella term that people have used for decades “to refer to both a field of study
and the machine-based systems that use mathematical models to analyze inputs
to complete specific tasks, such as making predictions, recommendations,
content, and decisions.”

Generative Al's rapid ascendance in the current zeitgeist has spurred
policymakers to focus on governing Al more broadly. In the United States, the
Biden administration responded swiftly by issuing a Blueprint for an AI Bill of
Rights” and requirements for federal agencies in Executive Order 14110 on “the
Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence.”
As a new presidential administration and Congress prepare to take power, it is
critical that—in this time of experimentation—the United States determines how

it wants the Al model ecosystem to shape its democracy.

The history of the internet’s evolution contains an important example of the
consequences of failing to prioritize openness. The internet’s early years were
deeply “generative,” not in the currently popular use of the word as in
“generative Al,” but rather with the following definition: an environment that
fosters wide-ranging creativity and innovation.* But due to a confluence of
factors>—including a lack of prioritizing the promotion of openness—that
relatively open era has given way to dominance by a few large companies. This
current era of consolidation has eroded the power of internet users, reduced
space for new competitors, and constrained the potential for unexpected
innovation to emerge from diverse corners. Many of the companies that have
dominated this phase of consolidation are now at the center of rapid advances in
Al and society is now at another important juncture in the internet’s evolution.
How broadly accessible and competitive does the United States want the Al
landscape to be? What choices will help ensure that Al best serves democratic
institutions and norms globally?

Three broad categories of intervention receive persistent attention in the
discourse about how to accomplish this goal: (1) governmental regulation and
oversight of AL® (2) developing “public AI” models controlled by non-corporate
actors,” and (3) ensuring that the Al model ecosystem is sufficiently open in terms
of code and other transparency measures. While we point out some of the
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intersections between these categories, this report focuses on the ways in which
openness can better align Al with serving the public interest.

Many of the policy debates around openness in AI models have focused narrowly
on the risks posed by unpredictability in the downstream uses of open-source
models. It is indeed important to study the marginal risk posed by open models,®
but most of the current discourse around risk does not fully account for the
benefits that openness can provide. Which lessons about the many benefits of
openness in Al models should the United States draw from the long history of
open-source software? Which aspects of openness beyond code or model weights
should be encouraged? Looking at examples in open-source software can help
clarify some of the benefits that openness can bring to Al development. While
open Al models and open-source software are not perfectly analogous—in fact,
there are important differences between Al and open-source software—many key
benefits found in open-source software will transfer to AL

We do not argue for a reductive one-to-one equation of open-source software
development and open societies, but the principles of open software and open
models do reflect the ethos of open societies foundational to democracy.’ The
long history of open-source software has demonstrated the importance of
openness to several societal benefits that reinforce democratic principles. These
benefits include promoting transparency and public accountability, fostering
unexpected and iterative innovation, promoting educational and research uses of
technology, and bolstering security. All of these benefits are key elements of open
societies.

Importantly, the concept of openness in AI models should extend beyond
publicly available code or model weights to also encompass the importance of
transparency in understanding how technical decisions for models are made and
an understanding of who makes them. This broader conceptualization underlies
how we use the terms “openness” and “open models.”

If policymakers continue to focus disproportionately on the risks of open models,
they will help keep the bulk of Al innovation in the hands of a few powerful
companies that already dominate social media, cloud, and search capabilities.
But this trend is not inevitable. If U.S. policymakers want the benefits of Al to be
broadly and equitably distributed and to serve democratic values, then they must
consider what kind of AI ecosystem to incentivize and build. An Al ecosystem
characterized by open models able to thrive alongside proprietary ones can
promote public transparency and accountability, innovation from unexpected
corners, new avenues for education and research, and security. To imagine how
such an Al ecosystem might look, we first must define the key attributes of an
open model.
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The Spectrum of Openness

There is no easy binary that opposes “open” and “closed” in the case of artificial
intelligence (AI) models. Instead, openness should be viewed as a spectrum."’
This more flexible understanding of openness fosters productive conversations
about both the varied benefits of openness and the marginal risks associated with
open models relative to closed models or what is already publicly available
online."

“Open-source AI” is a term with a definition that is still in flux and likely to be
defined differently by different stakeholders. The Open Source Initiative (OSI), a
nonprofit that advocates for the benefits of open source and acts as a
multistakeholder standards body that maintains a widely-used definition of open
source software as a public benefit, just released its first definition of the term
“open source AL”"* The OSI definition clarifies that to be open, an entire Al
system must be considered—both in its “fully functional structure and its discrete
structural elements.” OSI further notes that “the requirements are the same,
whether applied to a system, a model, weights and parameters, or other
structural elements.”*

Efforts such as OSI’s to align on a specific definition of open-source Al that is
based on certain criteria are helpful, as different actors are currently using the
term in different, often self-serving, ways. In a paper last year, David Gray
Widder, Sarah West, and Meredith Whittaker described this phenomenon of
“openwashing,” in which a model developer misleadingly claims the mantle of
openness for public relations gains while actually providing access to their model
in a way that “should be understood as ‘closed.”** They suggest that models fall
on “gradients of openness” in which the term “open” can describe models that
“offer vastly differing levels of access.”

The authors offer three attributes for understanding the openness of models: (1)
transparency, (2) reusability, and (3) extensibility. Transparency denotes “the
ability to access and vet source code, documentation and data;” reusability is
“the ability and licensing needed to allow third parties to reuse source code and/
or data;” and extensibility is “the ability to build on top of extant oft-the-shelf
models, ‘tuning’ them for one or another specific purpose.”” These attributes are
a useful framework for examining a model’s software components.

These attributes also highlight many of the same principles required by OSI’s
definition. For OSI, an open-source Al system must allow use “for any purpose
and without having to ask permission,” the ability to study how the system works,
the ability to modify it, and to share it “with or without modification.” These
overlaps suggest a growing agreement around the term “open,” particularly the
need to include transparency, access, and modification in the definition.

newamerica.org/oti/reports/openness-in-artificial-intelligence-models/ 10



Relevant to the ongoing discussions about how to define open models is the
question of access to training data. While some models describe themselves as
open and provide code and model weights, they do not provide access to the data
used when training the model. A group of scholars recently suggested using the

€«

term “open-access Al” in this context, arguing that “‘open-source Al is a

misnomer for such models” due to “meaningful differences in access, control,

”»16

and development.”’” OSI’s definition similarly regards access to training data as

an essential test in determining whether or not a model is truly open source.

We believe there are at least five key ways in which a model
manifests openness, whether it is a large foundation model or a
more narrowly tailored one:

1. Open code that can be downloaded, modified, shared, and
used by others;

2. Open licenses that allow third parties to use the model;

3. Transparency about model inputs (data sources, model
weights™);

4. Transparency about envisioned threats from models and
ways to mitigate against undesirable downstream effects
(e.g., malicious actors fine-tuning the model to cause clear
harms); and

5. Open standards for interconnection and communication
among Al models that allow people and companies to
switch between models (portability) and for models to
interoperate with one another.

To illustrate the concept of a spectrum of openness, we offer a simplified
breakdown with examples. We have chosen this range of attributes as an exercise
in illustratively drawing the line between models, recognizing that the spectrum
could consist of many more attributes and reflect greater nuance.

newamerica.org/oti/reports/openness-in-artificial-intelligence-models/
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The Spectrum of Openness in Al Models

Attributes Model Example(s)

Open Open code + published model weights + Mistral
transparency about model inputs (sources, training,
methodology, etc.) + transparency about
downstream effects

Open code + published model weights + limited/no Llama
transparency about model inputs (sources, training

data, etc.) + some transparency about downstream

effects

Open code + no published model weights + no Grok
transparency about sources and training

Closed code + no published model weights + public ChatGPT, Gemini, Claude
access + some transparency about model inputs and
downstream effects

Closed Closed code + proprietary access + no transparency Many companies’ internal systems (e.g., for
about model inputs or downstream effects warehouse management and distribution)

NEW AMERICA

The exercise of defining open-source Al or even placing Al models along such a
spectrum, demonstrates that the emerging requirements for an Al model to be
considered open are similar to those in earlier free and open-source software
projects. To examine—as OSI suggests—the entire system of an AI, we must
investigate more attributes than simply the code or the weights. We must think
more broadly of models as software projects. The history of open-source
software is full of instructive examples of how to (and not to) structure and
maintain large software projects, and it is also full of examples of unintended
consequences that have shaped tech.

The term “open source” is used throughout this report in a way that includes
consideration of all software licensing that meets both the Free Software
Foundation’s definition of free software'® and the Open Source Initiative’s “Open
Source Definition.” (OSD)." We have chosen to use “open-source” to refer to
code as it resonates with the current discourse around open models and not
because of a particular preference or recommendation for existing open software
licenses. We use the term “open model” throughout this report to echo that
discussion but recognize that the lexicon around AI and openness is changing
and may ultimately need more terminology—like “open access”—to
meaningfully distinguish among model types in the future.

Much of the prevailing discourse around open models focuses on risks and fails
to fully account for the significant societal benefits of open models to public
transparency and accountability, to unexpected innovation and competition, to
education and research, and to security. The following sections explore each of
these benefits in further detail.

newamerica.org/oti/reports/openness-in-artificial-intelligence-models/



Benefits of Open-Source Al

Public Transparency and Democratic Accountability

Artificial intelligence (AI) decision-making can be inscrutable in ways that
frustrate democratic accountability. The inability to understand how a model
reached a decision on any given question presents problems for any process that
needs to be auditable, repeatable, and generally subject to external scrutiny.*®
The inability to understand why a model gave the answer it did makes Al
unreliable for use in critical applications. By offering access to both the technical
components of a model and transparency into the decision-making process of
model developers, increased openness in Al offers part of the solution to this
inscrutability.

While the technical aspects of this problem, known as explainability, are an
important unsolved issue requiring attention, good transparency practices
implemented by model developers can help in understanding how certain biases
appear in a model and can keep developers accountable for the choices they
make in designing and training Al models. Generative Al models trained on data
scraped from the public internet often embody the errors and biases in that data,
which exacerbates long-standing concerns about algorithmic bias and its
discriminatory effects.”' Increased access to information about data used for
training is a vital first step in understanding how bias arises in an Al model.

The risks of Al stem from more than the models—they include the whole systems
in which those models are used. As Benjamin Brooks, a fellow at Harvard
University’s Berkman Klein Center, recently observed in a filing before
Australia’s Department of Industry, Science, and Resources, “the risk posed by
the system will depend on a range of factors, including the intended use-case,
specific deployment environment, the extent of human oversight, and the
possibility of correction and redress.” Similar to the Open Source Initiative,
Brooks suggests thinking of Al as a complete system and a model as “a

component: a prediction engine.”*

In other words, the details about how a model
is set up influence what possible risks it poses. Those risks can be introduced in a
variety of ways that extend beyond the model itself, from insecurities in the
deployment environment to having no system for correcting the Al when it
makes a mistake. An Al system consists of both a model and a software project

run by the people who maintain it.

Transparency and accountability comprise one part of addressing Al
explainability by offering a framework for evaluating non-technical aspects of a
model, such as project management, oversight, and decisions about technical
design. Moving beyond what a model is doing technically enables a shift from

newamerica.org/oti/reports/openness-in-artificial-intelligence-models/
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only focusing on Al as a new, mysterious technology to helpfully identifying the
aspects Al shares with other software. There are many lessons in open source
about how to structure and organize a large, globally distributed, technical
project in fair and transparent ways. The types of lessons that an AI model project
could emulate range from community implementation of best practices for
managing code, tracking bugs, codes of conduct, or even building a nonprofit’s
organizational or legal structure around a single software project.

In addition, open models can be more easily modified and deployed in service of
specific public-interest goals than closed models. As Divya Siddarth and Saffron
Huang of the Collective Intelligence Project—an initiative that aims to direct
technological development toward the collective good—and Audrey Tang,
Taiwan’s first Minister of Digital Affairs, state, “The open-source community can
play a large role here, partnering with democratic innovation organizations to
train open models that align with public perspectives.”** They emphasize that the
key features of transparency and open innovation also bolster trust in Al and
broaden the base of people who participate in shaping AI's impact on society.**

Open code can deliver some transparency benefits on its own, but given the
explainability challenge facing all of Al—open code, model weights, and training
data should not be misconstrued as a silver bullet for achieving fully explained Al
decision-making. Understanding how Al systems arrive at any given answer is
still a puzzle that must be solved to build trust in AI. Open models, accompanied
by other mechanisms of transparency, make more freely available all of the
pieces that Al researchers will need to solve the puzzle of explainability.

But openness alone cannot democratize Al or equitably distribute its benefits
throughout society, partly because of the concentration of power in the
technology industry” and also because privately run Al models cannot perfectly
align with specific democratic or public-interest objectives. This realization has
increased calls for the development of a “public” Al infrastructure. Like the
spectrum between the concepts of open and closed systems, it is also possible to
think of a spectrum that spans the concepts of wholly private and wholly public
Al models.”® Proponents of public Al define the term differently but consistently
note that government-owned or other non-corporate models can be made
democratically accountable in ways that privately owned models cannot.” While
a public Al infrastructure could be built with closed Al models, in most contexts,
the transparency that accompanies open models is aligned with many goals of
public AL

Unexpected Innovation and Competition

In 2008, Jonathan Zittrain, an American professor of internet law and the George
Bemis Professor of International Law at Harvard Law School, published The

newamerica.org/oti/reports/openness-in-artificial-intelligence-models/
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Future of the Internet and How to Stop It. In it, he warned that the internet was
losing the “generative” potential of its earlier years and growing increasingly
controlled by a few powerful, private gatekeepers. Zittrain wasn’t using the term
“generative” as many people now do with generative artificial intelligence (AI).
He defined generativity as “a system’s capacity to produce unanticipated change

928

through unfiltered contributions from broad and varied audiences.”” He issued a

warning that the internet’s generativity was under threat:

“The serendipity of outside tinkering that has marked that generative
era gave us the Web, instant messaging, peer-to-peer networking,
Skype, Wikipedia—all ideas out of left field. Now it is disappearing,
leaving a handful of new gatekeepers in place, with us and them
prisoner to their limited business plans.... Even fully grasping how
untenable our old models have become, consolidation and lockdown

need not be the only alternative. We can stop that future.”*’

Those ideas “out of left field” proved profoundly transformative. The generative
internet was worth protecting, but Zittrain’s prescient warning became a reality.
“Web 2.0,” or the social media era of the internet, was dominated by the rise of
large social media companies that became intermediaries for much of society’s
online activity. The resulting environment is less generative. Internet
monocultures have spread. A few corporations with access to massive amounts of
data enjoy an outsized ability to determine the boundaries of online privacy,
shape content creation and consumption, and narrow the range of experiences
readily accessible online.

These same companies are at the forefront of today’s Al innovation race, and
they are poised to extend their consolidation. But an ecosystem in which open
models thrive alongside proprietary ones can culturally diversify the technology
landscape, promote competition, and spur the kind of unexpected innovation
that made the early internet such a powerful force for serving a variety of public-
interest objectives.>®

The past three decades of free and open-source software development have
produced examples of lasting innovative impact in large, well-known projects,
like the Linux kernel, and in smaller software projects built around the needs of
specific communities. Time and again, the insights of people modifying open-
source code to fit their own needs and open source’s tested value as a cost-
effective foundation on which to build have advanced technological
developments. The ability to examine and modify code has catalyzed innovative
new technologies and changed the landscape of how software vulnerabilities are
found and fixed.

Open source’s success, and the open standards that make up the internet, provide
lessons that can make it easier for Al innovation to be generative in the way

newamerica.org/oti/reports/openness-in-artificial-intelligence-models/
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Zittrain meant it. As Leslie Daigle, former chair of the Internet Engineering Task
Force Board’s oversight committee and internet architecture board, stated in a
2019 white paper: “The more proprietary solutions are built and deployed instead
of collaborative open standards-based ones, the less the internet survives as a

platform for future innovation.”*"

A more recent essay makes a similar point by
invoking an ecological imperative “to rewild the internet” in ways that allow
spontaneity and broad-based innovation to flourish again.’* Encouraging the
development of more open Al models can play a vital role in such a process.
Society cannot foresee the specific innovations that open Al models will create—
that is precisely the point—but the lessons of open-source software demonstrate

that they will occur and that some will have broad, transformative impacts.

“Society cannot foresee the specific innovations that
open Al models will create—that is precisely the
point—but the lessons of open-source software
demonstrate that they will occur and that some will
have broad, transformative impacts.”

The Linux kernel serves as an illustrative and concrete example of how open
source can have a broad yet unforeseen impact. Linux is everywhere in modern
computing and is far more than a platform for tech enthusiasts; billions of non-
technical users interact with Linux systems every day. Not only does Google have
along history of running Linux on its servers® and having its own customized
version of Linux for its developers,** but both Google’s mobile operating system,
Android, and its laptop operating system, ChromeOS, are built using Linux at
their core. All Chromebook and Android users are running Linux. Many web
hosting providers also use Linux-based systems that run a whole stack of open-
source software to provide internet services, including web servers, databases,
and remote code processing. These providers run the gamut in size, from small
hosting providers to some of the biggest players in hosting, like Amazon Web
Services. Open-source web servers make up roughly half of all web servers on the
internet.” Without Linux and popular open-source projects for tasks like running
websites, the internet as we know it may have taken shape differently.

While Google, Amazon, Meta, Microsoft, and Apple certainly all have proprietary
“closed source” software, those private tools are often built on top of or interact
with open-source software. Recognizing the broader value of an open ecosystem,
all of those companies have contributed code, paid labor, and financial or

newamerica.org/oti/reports/openness-in-artificial-intelligence-models/
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material support to open-source communities. Even one of the largest historical
players in the closed-source software market, Microsoft, has deepened its
embrace of open source over the last decade. Notably, the company has
simplified the process of running certain open-source software in Windows and
purchased GitHub, arguably the world’s largest repository of open-source code.
There is a shared understanding in tech—from developers of small software
projects to large corporate players—that open source has created a solid
foundation on which tech innovations, both open and proprietary, are more easily
built.

In 1991, when software engineer Linus Torvalds first released the Linux kernel,
he could not have predicted that in over three decades, the software would be a
cornerstone of the internet or run on billions of smartphones. The year 1991 was
still relatively early in the personal computing revolution and the internet was in
its commercial infancy; the future was not clear. To the extent that society is in
the midst of an Al revolution, that revolution is still in its early days. While
experts can speculate about possible paths in AI’s development, they should do
so with an acknowledgment that unexpected paths are inevitable. By analogy to
the 1990s, people are using thirty-pound desktop PCs on dial-up internet and
trying to imagine the era of smartphones. There is simply no way to clearly
forecast all the surprising ways in which people will use Al over the next 20 years,
but based on historical trends, it is very likely that open models will sit at the
foundation of some of the biggest advancements in Al

Importantly, open models built for all sizes and purposes—not simply large
foundation models dominating discussion today—will spur critical innovation.>®
As smaller, bespoke models emerge and have transformative impact, the
generative potential of open-source innovation in the Al context will become
increasingly clear. Open models can be designed and modified to address needs
in fields as diverse as medicine, cybersecurity, urban planning, and climate
change. A few dominant proprietary models can perhaps be adapted to tackle a
subset of these problems, but the interests of large corporations may not
naturally align with context-specific applications that serve the public interest. A
healthy open-source ecosystem is far more conducive to communities’ ability to
define problems and solutions on their own terms.

As has been the case with open-source software, open Al models can allow
people from various means and backgrounds to respond to use cases in their
communities that aren’t being considered by the private sector and fill the
technical gaps they identify. For example, the OpenCellular project is an open-
source effort aimed at allowing communities that are not currently served by
mobile network operators (MNOs) to form their own MNOs by distributing both
the software to build them and hardware schematics.’” Open-source models can
similarly provide a toolset for people who find uses for Al in places where larger
Al companies like OpenAl, Anthropic, or Google may not be looking or
incentivized to look.

newamerica.org/oti/reports/openness-in-artificial-intelligence-models/
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This kind of innovation requires enough time and space to take shape and scale.
While the impact of many innovations—like Linux—that are attributable to open
source can easily be identified in hindsight, they were not obvious when created.
Given the space to develop and the ability to interact with real-word use cases,
open-source Al models can follow a similar trajectory as software and catalyze
creative new uses.

We must acknowledge that while open models’ innovative potential can
contribute to a more competitive Al software ecosystem, they will still exist
alongside market concentration elsewhere in the Al supply chain. This is
particularly true at the infrastructure level, where there are large players who
dominate in hardware and cloud computing. Proponents of open models should
understand the resource challenges that smaller players currently face in building
and training A but research toward less resource-intensive model training®®
combined with open-source software’s history of enabling competition will
produce a more innovative Al ecosystem.

We should not overstate open Al models’ ability to serve as a panacea for
stopping the consolidation of Al But the history of open-source software has
shown that openness leads to a more innovative environment and brings
competitive benefits to the entire tech ecosystem. This lesson should find an
analog in Al. Open-source Al models can draw from the history of open-source
software, anticipating that the iterative creativity that has brought hard-to-
foresee innovation in open-source software for decades will bring about
impactful new uses for Al, particularly because those contributions might come
from the most unexpected places.

Educational and Research Purposes

One of the key benefits of open source has been its ability to lower the barriers
people face when learning how technologies work. The ability to download,
study, and freely modify code has led to a wide availability of open-source
programming languages and training materials. This has made possible both new
forms of training, like coding bootcamps, as well as new avenues for computer
science research. Lowering barriers is not only about cost, but also about the
ability to freely use and modify code for both training and research purposes.

Open-source models are vital to democratizing education about artificial
intelligence (AI) as a technology and avoiding the concentration of knowledge
among a small group of people granted access by a few companies to their closed
models. Open models and code empower a wider range of people to access these
technologies in ways that allow them to gain a hands-on understanding of how
they work. Enabling a wider variety of researchers, students, technologists, and
hobbyists—along with companies—to examine, run, and modify AI models in
unrestricted ways will lead to greater insights about the technology. Such insights
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are possible when people are equipped with access to a technology and can form
deep knowledge of that technology based on their experiences using it.

Consolidating A around a few large players with closed-source models runs the
risk of confining most high-level Al skills and expertise within the walls of the
large tech companies that build those models. Without open models, there would
be fewer opportunities for those who are not employed by an Al company—or in
that company’s approved training pipeline—to learn about the fundamentals of
Al technologies. Open models can create multiple pathways to learning AL

Furthermore, the ability to examine and modify how model code works will
lower barriers to academic research on Al. A wider variety of people researching
the technology will produce active exploration about a larger and more diverse
set of questions about Al

Indeed, open models may already be impacting Al research, where researchers
have already designed experiments using existing open-source AI models to
advance the general understanding in the field. For example, Carnegie Mellon
and Apple researchers, in 2024, used Mistral’s open-source models to explore
ways of creating higher quality training regimens for large-language models
using synthetic data.’* What they found was a method for producing more
accurate models, using a smaller training corpus and spending less overall time
training. This type of research, which could make model training more efficient
(and thus less resource intensive), was only possible because the researchers
could conduct experiments using an open model. Because they used open tooling
and clearly described their methodologies, their more efficient method for
producing more accurate models can be replicated, expanded, and used
collectively to strengthen Al models for everyone.

In a seminal 1999 article, Lawrence Lessig, the Roy L. Furman Professor of Law
and Leadership at Harvard Law School, described the “Open Source Software
Moment” taking shape at the time.*° Laying out the ideals of open source, he
observed that “putting into the commons one’s work product—of giving away
what one makes” might seem “alien to our tradition” but actually functioned
much like science where “progress [is] made and given to the next generation.”*!
Open models can create multiple pathways to learning Al, and they become a
critical part of ensuring AI knowledge is more accessible to people who want to
learn about it, whether they are hobbyists or professional researchers. They also
make it easier for all of those people to share what they learn with others.

Mitigated Security Risks

Commentary about security in artificial intelligence (AI) often simplistically
equates greater model openness with greater risk. Some commentary goes
further, claiming that open-source Al is “uniquely dangerous”# when compared
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to closed models like ChatGPT. All Al models carry security risks, but imprecise
claims about open Al models miss the greater nuance required when discussing
the security risks of Al and how those risks differ between open and closed
models. As the National Telecommunications and Information Administration
(NTIA) noted in a report required by Executive Order 14110 on “the Safe, Secure,
and Trustworthy Development and Use of Artificial Intelligence,” it is more
appropriate to analyze the marginal risks that open models present when
compared to closed models and information that is publicly available online.*’

There is a broad list of harms that could come from Al, including widespread
disinformation, but researchers have concluded there is much less evidence
about the marginal risks posed by open models.** Academic researchers have
highlighted certain areas, like the computer generation of child sexual abuse
material,* where there is evidence that open models pose concerning extra risks.
We do not suggest that developers, policymakers, or researchers should take a
cavalier approach to such risks but instead propose that they should rigorously
study, monitor, and mitigate against marginal risks that do emerge in open
models.

The NTIA’s report espouses this view, concluding that “the government should
not restrict the wide availability of model weights for dual-use foundation

models at this time.”*¢

Instead, the NTIA calls for building governmental
capacity for monitoring risks and better understanding the benefits of open
models. The NTIA report highlights open models’ ability to benefit security,
including in cyber deterrence and defense, advancing safety research and
identifying vulnerabilities, and promoting transparency and accountability

through third-party auditing.*’

Al comes with security concerns, and a responsible approach to building and
maintaining any Al model requires vigilance in monitoring potential security
vulnerabilities. Security concerns germane to Al fall into three broad categories.
The first consists of security concerns that resemble the vulnerabilities that have
long been present in other kinds of software development. The second consists
of concerns about the downstream uses of Al, which concern how the technology
is used rather than how it is developed. The third consists of Al models that could
be used to fuel novel cyberattacks.

All code is at risk of having vulnerabilities, regardless of whether developers use
an open or closed model for licensing it, and this is likely to hold true even in AL
As researchers at the Wilson Center have noted, “Vulnerabilities can come from
dependency management (what, how, and which software packages are pulled
into a new software project) to bad-faith actors (people that intentionally break
into systems, or contributors intentionally changing the software to be

exploitable) whether the software is developed internally or in the open.”*®
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An additional source of vulnerability that could be added to this list is simple
human error. For example, in some coding languages, an error as small as
forgetting to put quotes around a single variable (e.g., $FOO versus “$FOO”)
could create a vulnerability in the code. The more complex a project’s codebase
becomes, the more likely that human error will appear somewhere in that
project’s code or even in one of its dependencies (and this risk increases with
every new dependency).

Software vulnerabilities can occur whether or not the source code is open or
closed. With AI, as with all software, there is a strong chance that some of the
code running it will have errors that introduce vulnerabilities, regardless of the Al
model’s licensing. However, discourse around open-source models must also
account for the ways in which they will confer key security benefits long
recognized in open-source software.

Actors from the U.S. private and public sectors have long recognized the ways in
which open-source software is central to security. Microsoft’s 2023 Digital Defense
Report emphasizes open-source software’s benefits to cybersecurity, noting that
the nature of open-source collaboration is key to mapping the threat landscape
and scaling responses to those threats.*’ Notably, open-source software has long
been critical to the Department of Defense, and military modernization efforts
call for broadening the use of open-source software and properly securing it.>°
The Cybersecurity and Infrastructure Security Agency has also highlighted open
source’s relationship to strong security in the context of open-source Al models,
that “the general consensus among the security community is that the benefits of
open sourcing... outweigh the harms that might be leveraged by adversaries.”"

The ability to modify codebases and run AI models independently of their
creators is something unique to open models. While some closed models may
allow “red teaming” and have a method for bug reporting, security testers may
still face constraints on what they can inspect about the model or restrictions on
the types of attack they can simulate and when they can simulate them.

By contrast, running code on machinery that is not owned by a model’s writer
allows security researchers to use a number of security analysis techniques and
methods (such as simulating brute force attacks) that might not be available or
allowable when evaluating a publicly available closed model like ChatGPT or
Gemini. Such independent security research could uncover ways to manipulate
model outputs or alter how an Al system makes choices, which would then make
future versions of those models more impervious to such attacks.

In addition to allowing researchers to improve models, the ability to examine an
Al'model by completely accessing its model weights, training data, and code also
allows for formal security vetting by independent third parties. Third parties,
whether governmental or private, bring their own goals and lend their reputation
to such reviews, which can increase public trust in a model.
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Bugs and vulnerabilities will exist in Al code, as they do in all code, but given the
strong track record of security in open source, there is a whole class of risks that

aren’t substantially new or different—such as the environment where the model
is run—and there are many well-established methods for addressing them.

The risks that are novel with Al generally manifest “downstream” from the
technology itself. That is to say, the harm happens as a result of the application of
Al rather than the Al itself. There is much well-founded concern about the use of
Al in supercharging disinformation campaigns, but thus far, there is no clear
evidence of differential impact based on whether the Al used in such campaigns
are open or closed models. Indeed, Microsoft’s own research team notes that
large-language models like ChatGPT, which runs on a closed foundation model,
have been weaponized by adversary governments, including China.>

There are legitimate security concerns when it comes to Al These concerns
deserve attention and action that addresses them. However, to ensure that a
narrow security lens isn’t used to hinder the development of an open Al
ecosystem, experts must precisely identify where open models present risks
beyond publicly available closed models or information that is publicly available
online.
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Recommendations and Areas for Further Study

There is already a trend toward consolidation of artificial intelligence (AI) in the
hands of the largest players currently in tech. The more concentrated the Al
industry becomes, the fewer opportunities will exist for learning about how the
technology works. There will also be fewer avenues for insight into why a model
works the way it does. Models that are more open can help combat the negative
effects of an Al market dominated by closed-source models.

Open-source models can build on the open-source principles that have brought
so much innovation in tech. Thankfully, this is widely understood by many
influential players in tech. Encouragement for open Al models has come from
sources as varied as the Cybersecurity and Infrastructure Security Agency, which
warns Americans to apply the lessons of open source to open models,*® and Mark
Zuckerberg, who noted that “the bottom line is that open source Al represents
the world’s best shot at harnessing this technology to create the greatest
economic opportunity and security for everyone.”*

Diverse stakeholders can play vital roles in ensuring that open models thrive in
ways that further transparency and accountability, spark innovation, democratize
technical education and research, and bolster the security of Al models and
systems. They should appreciate the importance of a healthy open Al model
ecosystem to transparency and democratic accountability, innovation,
competition, and community-driven applications. What follows are specific steps
that U.S. policymakers, researchers, Al companies, developers, and civil society
organizations can take to promote those objectives.

Policymakers

Legislators and policymakers should incentivize the development of models that
maximize openness along its multiple axes and establish rules that require
further transparency and accountability of all models, wherever they fall on the
spectrum of openness. Taken together with a serious study of marginal risk, the
implementation of laws, policies, technical standards, and meaningful
transparency norms can produce public accountability and a good governance
race to the top.

- Continue to build governmental capacity to monitor and mitigate
the marginal risks posed by open models.”

- Craftlegislative and policy requirements that promote
transparency about model design and governance. These should
include access to training data and other inputs that shape model
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decision-making, as well as information about how developers and
deployers address the risks of model misuse.

- Encourage and incentivize developers and companies to build
model interoperability that promotes standard communication
protocols among models. Doing so promotes collaborative research and
the free flow of data and enables people to port data among training
models.

- Avoid placing broad restrictions on open models, including through
means like export controls, licensing requirements, or broad imposition of

liability on developers for downstream harms.’®

Researchers

Research communities are essential to examining and monitoring the openness
and health of model systems as well as in identifying Al applications that serve
the public interest. Technical researchers also play a role in evaluating the
relative efficacy of Al technologies.

- Engage in comparative studies of the organizational structures and
practices of teams developing open-source models. Which
approaches to governance represent best practices? Are they modeled on
the structures of other open-source software projects? Are they
sustainably resourced?

- Identify areas of research that the private sector is unlikely to
undertake and articulate use cases private companies or Al labs are
unlikely to develop because of a lack of commercial interest. Such
research could include improving the efficiency of model training or
lowering the hardware thresholds required to run it.

Al Companies

The choices companies developing Al make will have profound impacts on the
nature of the Al ecosystem. Al companies that wish to promote greater openness
in Al should do the following.

- Embrace openness along multiple axes when developing models.
The axes include technical elements such as access to code, model
weights, and transparency about training data and interoperability among
models.
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- Participate and invest in the maintenance of open-source Al
projects to ensure that popular model projects have the resources they
need to find and address vulnerabilities in a timely fashion.”” Addressing
resource gaps—perhaps most urgently, compensation for maintainers—
builds a foundation on which open-source Al projects can grow.

Developers

Developers have always been critical to the existence and flourishing of open
source, and they are essential to building and maintaining a vibrant ecosystem of
open models in the age of widespread Al Al developers can choose how much
they share about what goes into the models they are producing and how those
decisions are made. They also will be central in developing the protocols and
standards that allow for model interoperability, a key feature of promoting
competition and consumer choice. Furthermore, developers must understand
both the use cases for their Al and the concerns around its overuse and abuse.

- Use best practices for software development, particularly security
practices, that promote both secure code and better transparency
and insight into a model’s structure and training.

- Study and experiment with designing open protocols and
standards for moving data between models, primarily so that models
can interoperate more easily. Other uses, such as moving specialized
knowledge between models, should also be explored. An appropriate
venue for such standards would either need to be found in an existing
standard developing organization (SDO), or a new SDO may need to be
created along the lines of existing bodies like the Internet Engineering
Task Force. Open standards and protocols can help limit anti-competitive
lock-in effects and promote research and education.

Civil Society

Civil society plays an indispensable role in monitoring and shaping AI’s many
uses. Civil society organizations can focus both on identifying the risks that Al
systems pose and the benefits of responsible Al use. Civil society can additionally
use open models as powerful tools to further their own research, as well as to
identify concerns with the technology or its uses.

- Creatively explore the ways in which openness can further
democratic accountability and other public-interest objectives.
They should continue to view Al through a broad lens, taking into account
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both risks and possible benefits. Civil society must continue its effective
advocacy for the aspects of openness that translate to better
accountability and democratic governance, but they also should
emphasize the wider range of societal benefits, including innovation,
education and research, and security.

- Investin in-house AI expertise to enable critical oversight of

models, open or closed, that is based on a better hands-on understanding
of how these technologies work.
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Conclusion

For the benefits of Al to be broadly and equitably distributed and to serve
democratic values, an Al ecosystem must allow open models to thrive alongside
proprietary ones. This kind of ecosystem can promote public transparency and
accountability, innovation from unexpected corners, new avenues for education
and research, and security.
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