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EXECUTIVE SUMMARY

The Internet, and the global free flow of data
that it has enabled, has undercut long-standing
legal, normative, and procedural arrangements
governing the control of information. Across the
globe, governments and multinational companies
alike are discovering that the prevailing geographycentric approach to data and jurisdiction is simply
incompatible with the world of globalized digital
communications. They are finding that prior
methods of controlling information—such as
those used to protect privacy, enforce intellectual
property rights, and provide law enforcement
access to information for criminal cases—are
increasingly being challenged by the hard reality
that data today recognizes no national borders.

jurisdictional and operational frameworks that are
geography-agnostic and premised instead on data
flow “control points,” the levers of control over a
particular information system. The paper offers a
control point framework for digital policymaking,
which the authors derive from control point analysis
and the contextual integrity model, two analytic
methodologies designed to allow for technical
policy discussions in computer engineering and
digital privacy law, respectively. Finally, it proffers
some recommendations for how the international
community might harmonize various national
approaches to digital law and policy in a way that is
consistent with a control point approach.

Through an analysis of the most notable legal,
policy, and diplomatic challenges emerging out
of the globalization of data—and the various
responses to those challenges—this paper makes
the case that the international community ought to
reject geographic-based data control frameworks.
Alternatively, it argues, nations should adopt
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INTRODUCTION

The Internet and the spread of modern digital
communications have fundamentally upended the
rules, norms, and mechanisms governing the flow
of information around the world. From the first
moment in time when governments kept written
records of taxes levied and paid, and merchants
kept records of buyers and sellers of goods, the
information contained in those records occupied a
known physical place, for example, at the business,
or in the counting house. If one wanted to review
those records, the task was simple—go to the
physical place where the records were kept. Records
may have been hidden, but they would generally be
found near where they were made or used.
Today, however, with the advent of the Internet (and
other global digital networks), digitized information
(hereafter, simply “data”) is regularly stored by
multinational companies on computers that are
physically located far away from the places from
which the data originated or is used. Data is often
copied and then stored and/or cached in multiple
servers in disparate locations in several countries
simultaneously. And, through use of modern data
storage methods, data is increasingly being sliced
into small portions and then distributed out across
the world, shifting from one geography to another
(often on an automated basis), as more efficient
storage space becomes available elsewhere on the
globe.1
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This sea-change in the way data moves, is stored,
and is distributed around the world is challenging
longstanding approaches to controlling information
flows. The interrelated questions—who “owns”
what data, which sovereign laws apply to which
data overseas, and when and how governments
should assist one another with law enforcement
investigations seeking to obtain data—have
quickly become some of the most vexing and
persistent questions of law and policy in the
Internet age. Governments, tech companies, and
legal experts across the world are struggling to
reconcile the Internet’s globalization of data with
the often-competing demands of privacy, national
sovereignty, global trade, and the desire to maintain
longstanding notions of international comity and
cooperation.
What is emerging is a set of highly complex
and intertwined international disputes that are
threatening the growth of the Internet and the
broader information economy, while simultaneously
undermining international cooperation on other
pressing global issues.2 These are disputes that
have become more frequent and more contentious
over time; and the responses by governments
have become increasingly assertive. Around the
world, governments are advancing new legal and
policy regimes seeking to address aspects of the
problem, such as new privacy legislation. But many
(if not most) of these regimes are premised on the
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geographic location of data as the basis for asserting
legal jurisdiction, which only serves to further
exacerbate the underlying problem.3 It is becoming
clear that the current piecemeal response by the
international community needs to be radically
rethought.
In this paper, we describe these various challenges
as a means of illustrating the need for a new and
comprehensive approach to data flow controls,4 an
approach that can allow for the harmonization of
the various national approaches in use today. As a
first step, we propose a framework and ontology for
mapping data flow controls which we derive from
control points analysis (CPA)5 and the contextual
integrity model (CIM),6 two established analytic
methodologies designed to allow for technical
policy discussions in computer engineering and
digital privacy theory, respectively. Critically, we
note, neither CPA nor CIM use geography as a
primary factor in their analytic approaches. Finally,
we offer some potential avenues for advancing
international cooperation on several of the more
troublesome international data flow conflicts,
consistent with a control point framework.

When reading this paper, it is important not to
interpret our advocacy and proposed framework as
an endorsement of any new omnibus international
legal instrument, such as a global treaty on
cybercrime. On the contrary, given the complexity
of the problems and the diverse set of interests
and stakeholders involved, we suspect that any
solution will require multiple arrangements—some
legal, some normative, and some procedural.
Nevertheless, we maintain that absent a
harmonized approach to data flow controls, the
escalating fragmentation of the Internet will
further split the global Internet into separate,
semi-sovereign networks.7 This fragmentation, we
argue, would fundamentally degrade the Internet’s
future potential for innovation, economic growth,
and the other social, scientific, and democratic
advancements we have come to expect from today’s
global network.8 The status quo of conflicting
data flow controls is no longer sustainable; a
fundamentally different approach to data and
jurisdiction is required.

Absent a harmonized approach to data flow controls,
the escalating fragmentation of the Internet will further
split the global Internet into separate, semi-sovereign
networks.
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THE CHALLENGE OF
EXTRATERRITORIAL DATA

The Challenge to Law Enforcement
One of the core functions of any government is
the enforcement of law, particularly criminal
law.9 However, this core function is challenged by
modern transnational data flows and the resulting
inability of governments to access or control
the information necessary to effectively enforce
their laws. In the pre-Internet era, there were
comparatively few and limited circumstances in
which law enforcement officials needed to exert
their legal authorities overseas.10 Police might have
needed to track a murder suspect escaping to a
neighboring country, or to investigate an organized
crime group laundering money through an
overseas bank. However, with the rise of globalized
information flows and commercial data storage
practices, information necessary to investigations
and prosecutions is now located all over the world,
generally under the control of private companies.
Even routine investigations of an entirely domestic
nature often today require law enforcement officials
to seek out critical digital evidence stored beyond
their borders.

The Problem With MLATs
Cross-border law enforcement information sharing
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has historically been provided through negotiated
assistance amongst national governments, most
importantly through the mutual legal assistance
treaty (MLAT) system. MLATs are broadly worded
bilateral (and occasionally multilateral) treaties
that are designed to allow for cooperation on a
specified range of law enforcement issues, such
as locating and extraditing individuals, freezing
assets, requesting searches and seizures, and taking
testimony.11
In recent years, the MLAT system has struggled to
keep pace with the growth of globalized data and
the expansion of cloud-based services and data
storage.12 As data critical to domestic investigations
has moved overseas, the total number of MLAT
requests has skyrocketed. The United States
Department of Justice (DOJ)—which both processes
MLAT requests from other governments and issues
MLAT requests for overseas assistance with its
own investigations—estimated in 2014 that over
the past decade, the “number of MLAT requests for
assistance from foreign authorities has increased by
nearly 60 percent, and the number of requests for
computer records has increased ten-fold.”13
Compounding the problem, the issues falling under
MLAT provisions have grown vastly more complex
in recent years, exceeding the scope of treaty
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language. This is because most of today’s MLATs
were drafted prior to the Internet’s widespread
global adoption and therefore few of the treaties
address core questions of data and jurisdiction,
such as how to treat data held overseas by a
subsidiary of a domestic parent company. Perhaps
most significantly, MLATs frequently do not specify
what constitutes “protected data” or under what
conditions “content” differs from “metadata” for
the purposes of information sharing.14 This lack
of clarity and agreement on terminology hinders
cooperation between states with differing domestic
legal regimes and understanding of these terms.
The increase in MLAT requests, and the
accompanying legal uncertainty surrounding how
and when privacy and data protection regulations
apply in investigations, has caused significant
delays in responding to requests for legal assistance.
The President’s Review Group on Intelligence and
Communication Technologies (the independent
review board tasked with assessing U.S. intelligence
collection practices following Edward Snowden’s
disclosures) estimated in 2013 that it takes an
average of ten months for the DOJ to process MLAT
requests, and can take years.15 Foreign countries’
processing of MLAT requests are similarly drawn
out, and can take far longer.16

Most of today’s MLATs were
drafted prior to the Internet’s
widespread global adoption and
therefore few of the treaties
address core questions of data
and jurisdiction.
Further adding to the MLAT backlog, various
so-called “blocking features” in domestic privacy
law often prohibit or constrain online hosts and
providers from responding to requests for data
from foreign authorities directly. These blocking
features, such those as contained in the Electronic
Communications Privacy Act (ECPA) in the United
States,17 are intended to provide privacy protections

6

to domestic citizens by preventing companies
operating domestically from being compelled to
transfer data to foreign law enforcement without a
preliminary domestic government review to ensure
that the overseas request is valid.18 But as more
and more of the world’s data is stored outside of
national jurisdictions—most critically in the United
States, where the blocking provisions of ECPA
are in force—governments around the world are
finding that legal provisions designed to protect
privacy are forcing law enforcement agencies to
operate exclusively through the MLAT system.
This is significantly delaying, or even preventing,
otherwise lawful government access to data critical
to domestic criminal matters.
Expectedly, such delays are unacceptable to
law enforcement officials who urgently need
information for their cases. As former U.K.
Independent Reviewer of Terrorism Legislation
David Anderson QC summarized in his 2014 report,
“there is little dispute that the MLAT route is
currently ineffective. Principally this is because it
is too slow to meet the needs of an investigation,
particularly in relation to a dynamic conspiracy;
a request to the United States, for instance, might
typically take nine months to produce what is
sought.”19
For example, the Brazilian government has been
frustrated by extended delays in the MLAT system,
especially pertaining to its request for information
from Google’s U.S.-based servers for several cases
pending before the Brazilian Supreme Court.20
India too has found the MLAT process with the
United States to be ineffective. It has often invoked
the U.S.-India MLAT to request that America serve
summonses on Google, Facebook, Twitter, and
others for failing to prevent the dissemination of
online speech prohibited under Indian law. But
these requests have been repeatedly rejected due
to U.S. civil liberties requirements and privacy
protections enshrined in ECPA.21 The United
Kingdom, France, China, and many others have
faced similar obstacles to receiving data or enforcing
domestic laws.
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U.S. law enforcement has likewise found that
the MLAT system can be an ineffective means of
acquiring data stored overseas. This is despite the
United States’ unique position as the home of the
lion’s share of stored electronics communications
data maintained by U.S.-headquartered technology
companies. Rather than wait months for an
MLAT request to be fulfilled, the United States
has regularly relied upon court orders to compel
providers to produce data directly, regardless of
where that data might be stored. Yet, even with
court orders in hand, U.S. law enforcement officials
are experiencing challenges. Most famously, in the
Microsoft v. United States case,22 the DOJ is seeking
data from a Microsoft Outlook account based in
Ireland for a criminal investigation in the Southern
District of New York. Prosecutors obtained a
Stored Communications Act (SCA) warrant
instructing Microsoft to produce information from
the Ireland-based account directly. However,
Microsoft challenged the warrant, based on the
legal assertion that the SCA does not permit
extraterritorial application to data stored outside
of the United States.23 This argument persuaded
the Second Circuit panel when it heard the case,
ruling that a warrant issued under Section 2703 of
the Stored Communications Act could not compel
American companies to produce data stored
in servers outside the United States.24 The U.S.
government has subsequently sought review by the
Supreme Court,25 which on October 16, 2017 agreed
to take up the case.26
However, one policy consideration was also central
to Microsoft’s position: the company argued that
circumvention of the MLAT process sets a troubling
precedent for future extraterritorial data requests.
Meanwhile, the Irish government both noted that
they would consider an MLAT request made by U.S.
authorities, and that under Irish law their courts
have the authority to compel the production of
documents stored abroad, but should seek to avoid
violating the law of a foreign sovereign. However,
the Irish government was silent on the question of
whether there would be a violation of their domestic
laws if Microsoft were compelled to produce data
stored in Ireland.27
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The Microsoft case is hardly unique. Other cases
touching on similar transnational data access
challenges have gained widespread attention. These
cases often involve exigent matters, which the
MLAT process is particularly ill-suited to address
in a timely matter. For example, in January 2017, a
Mississippi investigator obtained a search warrant
for an email account of a suspected criminal
involved in exchanging and viewing images of child
exploitation. As of June 2017, the contents of the
account—which are stored outside of the United
States—had not been provided to law enforcement.28
In California, likewise, investigators have waited
months to receive the contents of an overseas
account pertaining to the disappearance and
suspected murder of a young child.29
It is also worth noting here that MLATs and existing
legal regimes have, at times, been ineffective not
because they are slow or because their language
fails to account for digitized information, but
because the data required by law enforcement
is not located in any specific single geographic
location. This has been the situation in a number
of prominent court cases involving Google,
which as a regular practice stores data in a cloud
architecture through a process called “sharding.”30
This is a process whereby data is split into small
portions that are in turn spread out and stored in
multiple servers, which are themselves often spread
across several countries. In such a data storage
architecture, it is impractical to identify what
government has jurisdiction over the information
when using a geographic basis for such issues. As
of September 2017, at least eleven magistrate and
district judges, outside of the Second Circuit, have
ruled that Google is required to reassemble the
needed data and turn it over to law enforcement in
the United States, irrespective of where those pieces
of information are located.31
These Google rulings do little to resolve the
underlying international policy questions
surrounding jurisdiction over data, nor do they
resolve the underlying questions contained in the
Microsoft-Ireland case. However, they do represent
a pragmatic recognition by the U.S. courts that
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the geographic location of data should not be a
predominant question. The cases were decided,
consistent with U.S. law governing subpoenas,
on the grounds that the entity (here, Google) was
lawfully subject to the government’s subpoena
process, and had it in its power to produce the
information. The courts did not focus on the
location of the stored data as the particularly
relevant factor.32 Yet while this pragmatic
interpretation may be advantageous to prosecutors
and regulators in the United States, it provides
no assistance to their foreign counterparts whose
governments have no such robust authority over
Google and the other American Internet giants.

Alternative Approaches to MLATs
It is clear that the MLAT system has, in many ways,
failed to address the challenges of transnational
law enforcement cooperation in the modern
Internet era.33 Reform of the MLAT system (i.e.,
efforts to modernize the mechanisms by which
data requests are processed, to increase funding
to speed up processing of MLAT requests, or to
renegotiate the treaties to take into account modern
digitized evidentiary requirements) has become the
elementary fix and the topic du jour of academics
and justice ministries around the world looking to
address this problem.34
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are now looking for alternative approaches, or
bypasses, to MLATs as a means of acquiring the data
they need. One seemingly straightforward solution
has been to simply enable expanded reach into
overseas jurisdictions for domestic law enforcement
authorities. For instance, lawmakers in the United
States have been exploring whether or not to amend
the Stored Communications Act (SCA) to clarify that
court orders, issued pursuant the act, can compel
the production of data stored outside of the United
States; thus, by statute, effectively overturning the
Second Circuit’s ruling in Microsoft-Ireland.36
Some governments are expanding their police
power in a more problematic direction, however, by
seeking to provide their law enforcement agencies
with authority to forcefully infiltrate (i.e. to hack)
the computer systems of companies overseas.
State-authorized hacking allows law enforcement
agencies to directly access the data without going
through an MLAT, and without obtaining the
cooperation of the private company with access to
the data.37 Troublingly, these authorities are often
granted with little regard for the laws of other
countries or the privacy and property rights of
foreign companies and individuals.

But while discussions of MLAT reform have
proliferated and have raised a number of potentially
fruitful improvements to the existing system,35 the
reality is that little substantive progress has been
made to date. MLAT modernization efforts have
been lethargic. In fact, the problem seems only to
be getting worse, as governments are finding that
today’s MLAT system simply does not allow—and
indeed may not be structurally designed to allow—
for the kind of rapid international cooperation
that is required in today’s globalized digital
environment.

Of the countries pursuing this approach, China
appears to be acting most conspicuously and
aggressively. There, regulations issued in 2016 by
the Supreme People’s Court, the Supreme People’s
Procuratorate (China’s prosecutor), and the
Public Security Bureau, appear to authorize “the
unilateral extraction of data concerning anyone (or
any company) being investigated under Chinese
criminal law from servers and hard drives located
outside of China.”38 Others describe this regulation
as merely restating what has been longstanding
Chinese law enforcement practice.39 Either way,
the 2016 regulation makes it clear that Chinese law
enforcement agencies are permitted, under Chinese
law, to remotely access any computer system
anywhere in the world.40

As a result of glacial progress on MLAT reform,
and in recognition of the increasing demand for
transnational access to evidence, governments

But the Chinese are not alone. In the United States,
recent revisions to Rule 41 of the Federal Rules of
Criminal Procedure has clarified that magistrate

CYBERSECURITY INITIATIVE

judges have the jurisdiction to issue search warrants
authorizing law enforcement to “lawfully hack”
computer systems that are in unknown locations—
an authority that may lead to U.S. authorities
unwittingly searching computers located overseas.
Specifically, under Rule 41 magistrate judges have
the power to issue search warrants to U.S. law
enforcement in situations in which the location
of the computer “has been concealed through
technological means,” or in the case of a botnet
where computers “have been damaged without
authorization and are located in five or more
districts.”41

More promising efforts have
focused on creating new
diplomatic arrangements
separate from, but
complementary to, MLATs, which
would allow law enforcement
agencies to directly request
data from overseas firms in the
participating countries.
It can be argued that these readings of these
Chinese and American approaches (or at least
authorities) are vastly divergent in their scope, with
the U.S. powers much more narrowly tailored and,
of course, subject to review of judicial officers not
subservient to law enforcement or political interests.
But as many prominent computer security experts
have noted, the “lawful hacking” approach (which
has been discussed in other settings at length,
often in the context of the “going dark” debate)42
risks further undermining global cybersecurity by
adding law enforcement agencies to the already
crowded cadre of militaries,43 intelligence agencies,
and cyber-criminals that are routinely hacking
overseas computer systems and stockpiling software
vulnerabilities and offensive exploits, rather than
working with technology providers to correct those
vulnerabilities.44
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Some observers have proposed a hybrid model that
considers a number of factors to determine what
process the governments should use to obtain data.
For example, a July 2017 paper published by the
Information Technology & Innovation Foundation
(ITIF) proposed a model that focuses first on the
location of the stored data, with the location of the
business itself a secondary factor.45 However, such
a model fails to consider where a crime occurred,
the nature of the offense, or situations where a
business intentionally obscures its location. And,
like the other alternatives to MLATs, the approach
seems to reinforce the longstanding notion that
the geographic location where data is stored is a
particularly relevant consideration, ignoring the
reality that the geographic location of data is often
unknown.46
More promising efforts have focused on creating
new diplomatic arrangements separate from, but
complementary to, MLATs, which would allow law
enforcement agencies to directly request data from
overseas firms in the participating countries.47 Most
notably, the U.S. and U.K. governments have been
exploring a new diplomatic and legal instrument,
the U.K.-U.S. Bilateral Agreement on Data Access,48
as a potential path forward. If accepted by both
nations, the agreement would provide law
enforcement agencies in the two countries with
an effective alternative to the MLAT system (under
certain specified conditions and subject to new
oversight mechanisms) and make requests for data
to the providers holding the data directly. Adoption
of the proposed agreement would require that
the United States amend ECPA to allow American
companies to fulfill U.K. requests for data without
violating ECPA’s “blocking features” that now
prevent American companies from complying with
foreign law enforcement requests that have not
gone through the U.S. justice system.49 Negotiators
on both sides of the Atlantic are hoping to extend
this system to additional countries as well, but it
is currently unclear how this kind of arrangement
might expand beyond the United States and United
Kingdom to countries with less similar or less welldeveloped legal systems with fewer comparable
oversight mechanisms.50
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The Challenge to Regulators
While law enforcement’s inability to access data
stored overseas may be the primary driver of the
debate surrounding data jurisdiction, there are
other unresolved questions of extraterritoriality
that are presenting similar challenges and
placing additional pressure on existing systems of
international cooperation. These span sectors, from
financial regulatory issues to divergent notions
of intellectual property protection. But perhaps
most importantly, the regulation of online speech,
content, and privacy have emerged as the some of
the most contentious and impactful in matters of
public policy and international cooperation.

Content and Speech
From the earliest days of the Internet and the
digitization of global media, governments have been
encountering significant difficulties in curtailing the
production and distribution of illegal, illicit, and/or
harmful content online. However, as an increasing
percentage of the world’s content becomes digitized
and made available globally, thus allowing Internet
users in one country to view or host content
that may be illegal in another, the challenges
surrounding the control of content and speech have
greatly proliferated and intensified.
This is primarily due to the fact that the rules
covering the control and access to information vary
widely from country to country. In the United States,
for instance, while the First Amendment protects
most forms of speech, there are still forms of
information and content, such as child pornography
or defamatory speech, which are prohibited or
actionable under U.S. law. For democracies without
American-style First Amendment protections, the
range of restricted speech and content is generally
broader and more fluid. Domestic laws and
regulations in these countries may prohibit such
content as hate speech or radicalizing propaganda
(categories of speech generally protected in the
United States). Limitations are often even more
expansive in non-democratic countries or in
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countries with strict religious laws, where broad
categories of content that challenge the state or
insult religious figures or symbols are strictly
prohibited. In all these countries, democratic or
otherwise, there are specific intellectual property
rules which limit what movies, music, and other
protected material Internet users may access.
These rules are often rendered toothless when the
proscribed material is hosted overseas.

Companies are caught in the
middle of intersecting legal
systems and contradictory
demands from regulators,
constantly being forced to decide
between two sets of government
rules or to weigh the legal merits
or human rights implications of a
particular request.
These disparate national approaches to speech and
content are challenging anachronistic notions of
national sovereignty based primarily on geography.
Regulators are often unable to force providers
and hosts to take down content that is prohibited
under their nation’s domestic laws. Companies are
caught in the middle of intersecting legal systems
and contradictory demands from regulators,
constantly being forced to decide between two sets
of government rules or to weigh the legal merits or
human rights implications of a particular request.51
Often, providers are unable to remove content in
response to the demands of one country without
potentially violating the laws of another. They are
frequently left with no option but to take no action
at all.
The recent Canadian case of Google v. Equustek
provides an instructive example of how the
enforcement of domestic content rules can have
significant extraterritorial impacts. The case stems
from a dispute between Equustek, a Canadian
company, and Datalink, an American company,
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over Datalink’s allegedly unlawful acquisition of
Equustek’s confidential information and trade
secrets and subsequent sale of counterfeit Equustek
products. Equustek obtained an injunction from a
British Columbia court that ordered Google (which,
while not a party to the underlying litigation,
provided search results linking to Datalink
websites) to remove the infringing websites from
its search index. This was an order to remove links
to the infringing websites not just for searches
initiated by persons located in Canada, but by all
searchers across the globe. Google challenged the
court order, but its appeal was ultimately denied by
the Court of Appeal for British Columbia, a ruling
which was then upheld by the Canadian Supreme
Court.52 Google has subsequently filed a complaint
in the Northern District of California challenging
the enforceability of the Canadian ruling,53 arguing,
among other things, that enforcement in the United
States would violate the First Amendment.54
Google and others have noted the potentially
calamitous precedent the Equustek cases present.
55
As Andrew Woods notes, “[t]he parties [did] not
dispute Canada’s authority to settle the underlying
lawsuit between Equustek and Datalink, nor do
they dispute Canada’s authority to enjoin Google
from displaying content that violates Canadian law.
Rather, the parties dispute the territorial reach of
that authority” (emphasis added).56 By requiring
Google to delist Datalink websites worldwide, the
Canadian Equustek ruling has set a precedent
that, if adopted in other jurisdictions, could result
in forcing Internet intermediaries like Google to
remove any offending material globally at the
order of any court in any country. As Daphne
Keller writes, “[t]he [Equustek case] was closely
watched in part because of the message that it
sends to other courts and governments, which are
increasingly asserting their own appetites for global
enforcement of national laws.”57
The issues raised by court rulings that purport to
have a global reach are similar to those seen in
the so-called “right to be forgotten” debate, which
concern the question of whether Internet users
have a right to “de-index” certain information
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about themselves from Internet search results.
This debate traces its roots back to 2013, when the
European Court of Justice ruled58 that European
Council Directive 95/46 (the 1995 Data Protection
Directive)59 gives Europeans who feel they are being
“misrepresented by search results that are no longer
accurate or relevant” (for instance, information
about crimes committed as a minor) the authority
to “force search engines, like Google or Bing, to ‘deindex’ that information from their search results.”60
The information remain online at the original
website, “but would no longer come up under
certain search engine queries.”61
De-indexing in this context presents search engines
with a significant challenge, one similarly raised
in the Equustek case: Can a search engine remove
or de-index a particular web page in one country
without deleting that information globally? In
response to this challenge, Google and others
have tried to limit de-indexing measures to those
searches made within the jurisdiction of a particular
request through the use of geolocation techniques
and by only de-indexing searches made within
specific country-code top-level domains,62 such
as www.google.de for de-indexing requests made
in Germany, for example. According to Google,
regulators (in Europe, in particular) have found
this limited approach unacceptable,63 noting that
Internet users can easily circumvent these measures
by visiting www.google.com, and thus have insisted
that results be removed on a global scale. In light of
the push by countries in Latin America,64 Asia,65 and
elsewhere for their own de-indexing requirements,
the growth of the “right to be forgotten” trend seems
likely to continue, and the conflicts surrounding
the extraterritorial application of domestic law
and incompatibility of national approach likely to
intensify.

Privacy and Data Protection
We are witnessing a similar conflict between
divergent national approaches with respect to
online privacy. Lawmakers around the world
have been working to modernize national privacy
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and personal data protection rules to keep pace
with developments in the collection, control, and
sharing of personal information. Often contained
within these modernization efforts are regulatory
provisions that, as a prerequisite for the crossborder transfer of personal information to another
country, require a third country receiving personal
data to have its domestic privacy protections
deemed “adequate.”66 This has been the approach
taken by the European Union,67 most notably, but
it is also being adopted as a generalized model
in other large markets, such as Brazil.68 China69
and Russia70 have imposed even more onerous
requirements on personal data transfers.

(whether or not such policies are actually disguised
attempts at trade protectionism, or a backhanded
effort to enable law enforcement access to data,
is another important question beyond the scope
of this paper) the incompatibility of the various
national approaches runs the risk of fracturing the
Internet by preventing data flows to countries with
perceived “inadequate” data protection rules or
oversight. Indeed, when in 2015 the European Court
of Justice invalidated the longstanding E.U.-U.S.
Safe Harbor Agreement,71 which had previously
provided a core legal mechanism for European
personal data to travel to the United States, this
risk of a catastrophic fissure in the Internet nearly
became a reality.72

Yet, while these kinds of arrangements might be
well-intentioned efforts to protect personal data

THE THREAT OF DATA LOCALIZATION

In response to these various, interrelated
challenges—law enforcement access to evidence,
conflicts over intellectual property protection,
content regulation, online privacy, etc.—a number of
governments have implemented, are implementing,
or are considering implementing, so-called “data
localization” requirements. These are rules that seek
to limit the storage, movement, and/or processing
of data to specific geographies and jurisdictions, or
that limit the companies that are legally permitted
to manage data based upon the company’s nation
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of incorporation or principal situs of operations and
management. To date, more than 20 countries have
implemented or are considering implementing such
restrictions.73
One of this paper’s authors wrote a lengthy piece
on the motivations behind the data localization
movement and the many reasons why it is deeply
problematical.74 But in short, through data
localization measures, governments are seeking
to address their difficulties in obtaining what they
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believe is appropriate relief in foreign jurisdictions
(principally in the United States), as well as the
inability of their law enforcement and regulatory
agencies to control data or access the data they
want in one fell swoop. But once again, while
efforts to put in place such measures might in many
cases be well-meaning (although, it must also
be noted that there is a protectionist incentive at
play here as well, with some governments offering
security and privacy concerns as a pretext for
erecting trade barriers through these policies), data
localization rules are problematic on a number of
fronts. By restricting data flows and competition
between firms, data localization policies raise
costs for Internet users and businesses and reduce
technological innovation. In countries with
underdeveloped oversight mechanisms, they may
enable domestic surveillance and abuses of power.
And perhaps most worryingly, data localization
policies, if implemented on a wide international
scale, risk profoundly fragmenting the Internet,
turning back the clock on the integration of global
communication and commerce, and putting into
jeopardy the myriad of societal benefits that a
globally integrated Internet has engendered.
Moreover, data localization policies actually do
little to improve security or to protect privacy.
The global nature of Internet communications
has made data security or privacy almost entirely
independent of location. Data breaches can and do

occur anywhere and privacy violations happen in
every country. Security and privacy are primarily
functions of the quality and effectiveness of the
mechanisms and controls maintained to protect
the data in question, not where the data physically
resides. What matters is not where data is stored,
but how it is stored. Even with respect to law
enforcement access, data localization policies
are generally not an effective means of providing
access to data, as recent criminal cases involving
encryption have demonstrated.75
Ultimately, data localization policies should be
viewed as an understandable—however deeply
flawed and problematic—reaction by governments
unable to cope with the diverse set of challenges
presented by the globalization of data described
above (as well as others that were not discussed).76
But data localization policies are not a viable
solution to the range of problems governments are
facing and are likely to do far more harm than good.
They present a host of unintended consequences
and only serve to further institutionalize, and thus
perpetuate, outdated notions of geography and
jurisdiction that do not comport with the realities
of data in the twenty-first century.77 An alternative
to data localization, such as restrictions on data
transfers predicated the notional protection of
privacy, is desperately needed.

Data localization policies, if implemented on a wide
international scale, risk profoundly fragmenting the
Internet, turning back the clock on the integration of
global communication and commerce, and putting into
jeopardy the myriad of societal benefits that a globally
integrated Internet has engendered.
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A NEW APPROACH TO
DATA FLOW CONTROLS

The diversity and complexity of the legal and policy
challenges described above, and the requisite
international policy coordination required to
address these challenges, are unquestionably
daunting. It has become clear that an entirely new
framework for thinking about data and jurisdiction
is needed, as well a renewed global effort to
harmonize the rules, norms, and mechanisms of
international cooperation.
Considering the inherent contradictions of
geography-based controls78 described above,
we propose a common framework for data
flow controls that uses a limited set of relevant
premises for data flow controls that are applied
based on a state’s relationship with certain control
points, rather than the physical location of data.
This proposed policy framework does not itself
harmonize data flow controls among nations,
rather, it provides policymakers with a common
lexicon and ontology to discuss and formulate
agreed-upon standards. It is a framework that could
be leveraged as the basis for new or expanded
international agreements, regulations, and/
or statutes, and even could help facilitate the
automation of data flow processes, such as MLAT
requests.
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Control Points Analysis
National governments have consistently
demonstrated that they have robust means of
exerting sovereign control over communications,
irrespective of the location of that data.79 This
sovereign control is exerted through control
points, the levers of control over a particular
information system.80 These include such entities
as telecommunications providers, search engines,
Internet service providers, hosting companies, and
payment service providers, as well as technical
infrastructure over which those entities have
control. Control point analysis (CPA), as described
by MIT’s David Clark, is a methodology for
identifying the elements of an Internet system
and the entities with power and control over those
various elements.81
Thus, CPA provides a practical methodology for
identifying the full set of entities involved in
a data flow on the Internet and helps identify
options for impacting that data flow. By focusing
on the full set of control points, rather than on
the physical location of data storage or hosting,
governments can identify opportunities to exert
appropriate sovereign influence within a broader
system. They can do this through the actors that
have control of key components mechanisms of a
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data flow, independent of the geographic location
of the data in question. Accordingly, any effort to
establish a data flow control should begin with an
analysis of the available control points as a means
of identifying the full range of actors and options
capable of achieving the desired effect. Based upon
that analysis, policymakers can determine the most
appropriate action in a particular circumstance. In
this approach, geography is no longer the primary
analytical consideration.
With all that said, adopting a non-geographic
jurisdiction model based upon CPA in no
way renders geography irrelevant to policy
considerations. The physical location of companies,
where their employees live and work, and where
infrastructure and customers are physically located,
all remain critical factors and determine the control
points.

Any effort to establish a data
flow control should begin with an
analysis of the available control
points as a means of identifying
the full range of actors and
options capable of achieving the
desired effect.
Moreover, CPA does not resolve the critical
normative and policy question of the appropriate
legal obligations to impose on the various control
points. Rather, it provides policymakers the full
range of options by focusing on their relationship
with, and influence over, the various control
points. Policymakers must still identify which
control points are the most appropriate to leverage,
how and when to restrict actions taken towards
actors which maintain influence over specific
control points, and what enforcement and appeal
mechanisms should be available for achieving the
desired impact. Throughout this entire process—
from control point identification to selected
government action—it is necessary to ensure that
such determinations are grounded in sound legal,
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ethical, and normative principles, rather than a
nationalist or populist political considerations.
Here, leveraging processes that involve a diverse
collection of stakeholders can help to ensure a more
fulsome consideration of the merits of a particular
control.
As an example of this process in action and the
kinds of constraints governments need to weigh,
consider the challenge of the “right to be forgotten”
highlighted above. In addition to identifying which
controls points are available to enforce de-indexing
orders, governments need to decide whether the
search engines (which have the ability to de-index
certain search results), the platforms (that supply
the data), the domain registrars (that host the
data), or the ISPs (that serve the data to a particular
audience), are the most appropriate control point
over which to exert influence. In certain cases,
perhaps all four control points—search engines,
platforms, domain hosts, and ISPs—should be
leveraged in tandem. Again, CPA alone does not
help government actors determine which actions
should be taken against which control point or
points. Rather, it aids in identifying the full set
of control points and associated entities involved
in the data flow, thus enabling policymakers to
identify the most appropriate control point and
action for achieving a particular effect.

A Common Framework for Data Flow
Controls
In order to help governments decide when and
how to utilize the control points available to them,
we suggest employing a policy framework derived
and abstracted from Helen Nissenbaum’s popular
contextual integrity model (CIM).82 CIM provides
a common set of factors for determining privacyappropriate data flow controls based upon both
the normative and the legal privacy standards
of a particular “context,” such as healthcare or
finance. It “ties adequate protection for privacy
to norms of [those specific contexts], demanding
that information gathering and dissemination be
appropriate to that context and obey the governing
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norms of distribution within it.”83 Like CPA, it
does not include a reference to the location of the
information.
Nissenbaum describes the fundamentals of CIM
norms based upon five independent parameters
or criteria. These five factors help policymakers
identify, based upon contextual information norms,
whether or not data flows or data flow controls
are appropriate from a privacy perspective. They
include:
• The data subject (such as a hospital patient, a
customer, or a viewer of a movie)

(2) The Nature of the Data85

• The information type (such as email contents,
metadata, or social security numbers)

The nature of the data refers to a wide variety of
specified categories of data. For example, this
could be health information of a patient, sensitive
personally identifiable information, hate speech,
child pornography, or evidence of a crime. Data
may fit within multiple categories, and nations will
certainly disagree over how to scope the categories
of data and the associated controls they should
leverage over such categories.

• The transmission principle (such as consent,
coercion, theft, or sale)

(3) Ownership, Access, or Other Rights to the
Data86

• The sender of the data (such as a bank, the
police, an online retailer, or a friend)
• The recipient of the data (such as a bank, the
police, an online retailer, or a friend)

While the CIM was designed specifically to address
privacy of digital communications, by generalizing
Nissenbaum’s model, we seek to address the full
range of data flow issues through a single ontology.
Our aim here is that this ontology is interoperable
and consistent with the existing CIM framework
(which is already widely used and recognized by
privacy practitioners and theorists).

Ownership or access rights to the data refers to
who has lawful authority or right to the data. For
example, the copyright holder possesses certain
rights to the data, law enforcement authorities
have legal authority to access to data in particular
circumstances, and the person who is the subject
of the data may have some rights related to the data
flow.

Accordingly, we propose our own three-factor
model for instituting data flow controls, which is
premised on: (1) an entity’s role in the data flow,
(2) the nature of the data, and (3) the ownership,
access, or other rights to the data.

These three factors could serve as the legal or
policy basis by which a government authority
could compel an entity involved in the data flow
process to take a particular action. For example,
a government may require a bank to: (1) preserve
information about a customer’s account, (2) keep
records of who created or sent particular funds
relevant to that account, (3) provide account data
to a third party (for example, a law enforcement
agency), (4) implement particular security
protections to safeguard that account data, or (5)

(1) An Entity’s Role in the Data Flow84
An entity’s role in the data flow includes not just
the sender and recipient, but also the creator,
transmitter, storage provider, transporter, software
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system provider, platform owner, and domain
name registry, among others. Essentially, this factor
encompasses any entity which may be identified
through CPA that has a role, and therefore ability,
to directly affect the data flow from creation to
reception, rather than simply the sender and
recipient specified in the CIM. States have a variety
of means to exert sovereign control or influence
upon such entities, often independent of their
physical location, and often seek the assistance of
foreign states to do so.
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Figure 1 | Three-Factor Model for Data Flow Controls

1. Entity’s Role in the Data Flow

(Identified through control points analysis)

Action Entity is Required to Take to
Effect the Data Flow

(e.g. retain, produce, delete, limit access to)

2. Nature of the Data

(e.g. PII, health data, financial information)

Data Flow
Control Rule
Procedural, Enforcement, and Appeal
Mechanisms

(e.g. apply for warrant, notice and take down)

3. Who Holds the Rights to the Data
(e.g. Ownership, access, subject of the
data, search)

ensure the integrity of the data in question. All
such requirements are applied to an entity involved
in the data flow (the bank) to a specific nature of
data (account records), and based upon their rights
to the data (information in the bank’s possession).
The geographic location of the entities being
compelled still matters, but the location of the data
itself is irrelevant.
Again, this policy framework does not itself
harmonize data flow controls across nations.
Rather, it provides policymakers with a common
vocabulary and ontology to discuss and formulate
agreed-upon standards for specific control points
and actions and could allow for the development
of systems for automated requests. The legal
and normative particulars of the various types of
controls (for instance, requirements that a request
go through independent judicial review or receive
the consent of the owner or subject of the data)
will, in each country, generally be based upon
the laws and norms of its particular legal system.
Nations are certain to maintain differences on the
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categories of data and actors upon which they
impose these controls, the entities upon which
they exert those controls, and the types of controls
that they implement. These differences present
their own risks. Less democratic countries will
likely maintain a far more flexible interpretation
of governmental powers than those countries
in which the rule of law is robust. There will be
opportunities for authoritarian governments to
abuse a control point framework, such as we
have described, towards undemocratic ends.
Nevertheless, it is not clear that a control point
framework would be any worse in that respect than
the existing geographic-based system, and it could
potentially could be significantly better. After all,
the process of harmonization would necessarily
embed less democratic countries into global
diplomatic arrangements that would promote and
reward domestic reforms. In any case, it is difficult
to imagine that working towards harmonization,
based upon our three factor model, would not
substantially improve the effectiveness of today’s
deeply flawed efforts at controlling data flows.
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RECOMMENDATIONS

Fostering a harmonized international system
that supports appropriate transnational data
flows under a common framework will require
engagement on numerous contentious issues,
including international law enforcement
cooperation, online privacy, intellectual property,
and even cybersecurity. Many, if not most, of
these negotiations will need input and buy-in
from lawmakers, various government ministries,
industry, and civil society stakeholders. We
recognize that there is unlikely to be broad
international consensus on the key normative
obligations and constraints that determine the
appropriateness of data flows, or the suitable
set of state controls to enforce new normative or
legal agreements. Nevertheless, progress can be
made by taking incremental steps and by using
the framework we have described as a basis for
additional harmonization efforts.

Recommendation #1: Establish a
common framework for data flow
controls through the development of
international standards, norms, and
principles.
As a first step towards harmonization, states
will need to arrive at a baseline agreement on
terminology, norms, and the scope of data flow
policy issues, including for both control points
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and the policy considerations that determine
the appropriateness of particular government
actions. One potentially useful example of such a
baseline agreement is the Asia-Pacific Economic
Cooperation (APEC) Privacy Framework,87
which has been used by the APEC member
economies since 2004 to fashion comprehensive
privacy legislation, and by industry groups and
individual companies to implement self-regulatory
standards.88
The privacy framework comprises a set of nine
guiding principles and accompanying guidance
on implementation to assist APEC Economies in
developing consistent domestic approaches to
personal information privacy protections. Unlike
the EU Data Protection Directive, referenced above,
the privacy framework is not binding and explicitly
notes that APEC member economies will vary their
implementation of the principles contained in the
framework based upon “differences in [their] social,
cultural, economic, and legal backgrounds.”89
By providing this kind of flexibility, the privacy
framework seeks to reconcile digital privacy with
business and societal needs, and at the same
time, accords due recognition to cultural, legal,
and other diversities that exist among member
economies. The privacy framework was modelled
upon the OECD Guidelines Governing the Protection
of Privacy and Transborder Data Flows of Personal
Data (“OECD Guidelines”), which at that time
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represented the most widely-shared international
consensus on “what constitutes fair and
trustworthy treatment of personal information,”90
and has since been updated to take into account of
additional business and consumer input.
A similar approach to the privacy framework could
be developed to address other thorny jurisdictional
issues, such as cross-border law enforcement
cooperation, using a CPA-type methodology.
Government officials, companies, and civil society
groups could come together and create a list
of principles, implementation guidelines, and
enforcement and arbitration mechanisms to govern
law enforcement requests for data outside of the
MLAT context, for instance, or for best practices for
hate speech and intellectual property violations.
The United Nations Group of Governmental Experts
on Developments in the Field of Information and
Telecommunications in the Context of International
Security (UNGGE), which has since 2004 has sought
to develop international norms for responsible
State behavior for offensive cyber activities, could
also provide some lessons for how to, or how not
to as the case may be, reach broad international
agreement on baseline standards for cyberspace
issues.91

“Law enforcement requests for
digital evidence should be based
on the location and nationality of
users, not the location of data.”
Some of the largest Internet companies have
already endorsed and indeed have sought to
substantively advance this kind of standards-based
approach to data flow controls.92 For instance,
Google, focusing specifically on the question of
law enforcement’s extraterritorial access to data,
has proposed that “countries that honor baseline
principles of privacy, human rights, and due
process should be able to make direct requests
to service providers for user data that pertains to
serious crimes that happen within their borders
and users who are within their jurisdiction.” They
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go on to recommend that “United States and
foreign governments…sign new agreements that
could provide an alternative to the MLAT process,”
based upon adherence to those principles, and
identify categories of standards for the U.S.
government to promote, pertaining to such
criteria as notice, redress, and reciprocity. Most
importantly, they note “[l]aw enforcement requests
for digital evidence should be based on the location
and nationality of users, not the location of data”
(emphasis added).93
In its proposal, Google does not attempt to offer
its own set of standards. It instead relies upon
those standards identified by the U.S. Department
of Justice in its effort to develop the U.K.-U.S. data
access agreement. Yet, while DOJ’s set of baseline
standards might serve as a starting point for further
discussions, a far broader range of stakeholders
beyond government officials ought to be included
in the discussion and decision-making process
for a standard or group of standards to be viewed
as broadly legitimate. Such stakeholders should
consider how the U.K.-U.S. data access agreement
could be modified to accommodate participation
from a broader set of countries.
Encouragingly, a number of groups are already
taking on this task. One in particular, the Internet
and Jurisdiction Policy Network (I&J),94 based
in Paris, has been seeking to bring in such a
broader coalition. Since 2012, the I&J has been
convening multi-stakeholder dialogues to advance
collaboration on a number of the jurisdictional
challenges highlighted above95 and has established
three working groups (one addressing questions
of data and jurisdiction, one focused on content
and jurisdiction, and another on Internet domains
and jurisdiction) to develop standards for user
notification, authentication of requesters, and
the establishment of single points of contact for
various data flow issues. Notably, among the
preliminary policy recommendations of the process
is an acknowledgement of “the strong benefit in
moving away from [geographic-based] criteria and
replacing it by the notion of control.”96 The work of
the I&J is still in its early stages, but the initiative
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and others like it have the potential to help
facilitate the kind of baseline agreement needed to
harmonize national approaches.

Recommendation #2: Formalize agreedupon standards, norms, and principles
through the adoption of voluntary and
treaty-based international agreements.
Reaching agreement on standards and principles
based upon a common framework, such as
the one we have proposed, is just one piece of
the harmonization puzzle. Those agreed-upon
standards and principles must in turn be inserted
into domestic law and policy and formalized
through international agreements of various kinds.
Implementation can take place in a number of
venues, both internationally and domestically, and
can be carried out through voluntary and binding
agreements between states.
Here again the APEC Privacy Framework provides
an instructive example of a voluntary, principlesbased approach. Since 2011, the privacy framework
has served as not just a baseline agreement on
principles and guidelines for data privacy, as
described above, but also as the basis for the APEC
Cross Border Privacy Rules (CBPR) arrangement,97
a voluntary, accountability-based system designed
to facilitate privacy-respecting data flows among
APEC economies. The CBPR system creates baseline
standards that companies and governments can
follow and reference, as well as mechanisms for
enforcement and dispute resolution. It has allowed
for interoperability on personal data protection
regulations across vastly different national
environments.
Under the CBPR system, companies and
organizations that have a presence in the member
countries, and that have adopted the system and
chosen to implement privacy policies and practices
consistent with the APEC Privacy Framework, gain
certain regulatory protections when transferring
certain private information to and from member
countries. Once an organization has been certified
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for participation in the CBPR System by an APECrecognized “Accountability Agent,” these privacy
policies and practices become legally binding
domestically and enforceable by a domestic
government authority to ensure compliance. For
instance, in the case of the United States, the
Federal Trade Commission (FTC) can levy penalties
against companies for failing to meet their CBPR
obligations. We believe similar voluntary, yet
domestically enforceable, arrangements could be
developed in other areas as well and in such venues
as the G7 and G20 forums.
In certain cases, even more formalized approaches
to harmonization may be necessary. For instance,
international trade agreements such as the TransPacific Partnership (TPP) (from which the United
States has now withdrawn from negotiations),98
the proposed Transatlantic Trade and Investment
Partnership (T-TIP), or the Trade in Services
Agreement (TiSA) might provide constructive
avenues to cement standards and principles based
on a common frame for data flow controls into law.99
A number of these agreements already contain draft
language addressing questions of data localization.
But trade agreements could also serve as a
vehicle by which countries can reach agreement
on broader issues of data flow governance. By
linking data flow questions to matters of trade,
harmonization could substantially improve the
global digital economy, similar to the impact
on international business provided by the 1958
“Convention on the Recognition and Enforcement
of Foreign Arbitral Awards” (also known as
the “New York Convention”), which provides
common legislative standards for the recognition
of arbitration agreements, court recognition, and
enforcement of foreign and non-domestic arbitral
awards.100 However, trade negotiations often take
decades to complete,101 if they are completed at all,
and generally do not include non-governmental
participants in the process of negotiations. Thus,
they may not be the most appropriate means
of reaching agreements on quickly moving and
geopolitically complex digital issues.
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Recommendation #3: Reform domestic
law and policy frameworks consistent
with agreed-upon standards, norms, and
principles.
To ensure that new data control agreements
and mechanisms are consistent with a common
framework, a wide range of domestic laws will
also need to be re-examined. For example, in the
United States, ECPA will likely need to be amended
to remove or reduce the general prohibition on U.S.
companies responding to requests from foreign law
enforcement (its “blocking features”). In addition,
the scope of the Stored Communications Act, one
of ECPA’s three titles, needs to be clarified to ensure
that law enforcement has the means to compel
providers to produce data regardless of where the
data is stored. The Department of Justice’s May 24,
2017 proposal for “Secure and Privacy-Protective
Access to Cross-border Electronic Data for Law
Enforcement to Combat Serious Crime Including
Terrorism,” is an example of such a clarification.
The proposal suggests measures to simultaneously
reduce an existing geographic-based data flow
control, while creating a structure that can be used
to incentivize similar actions by foreign partners.102
The major aspects of the proposal have received
broad and strong support from Microsoft103 and
Google,104 and should be seriously considered.105
Of course, the United States is not the only country
with blocking provisions preventing foreign
law enforcement officials from access to broad
categories of data absent an MLAT request. A recent
survey of the European Commission revealed that
the majority of European member states’ laws “do
not cover/allow that service providers established
in a Member State respond to direct requests
from law enforcement authorities from another
EU Member State or third country.”106 In fact, it
appears that “only two Member States” allow for
such cooperation. The United States could use its
own privacy law update process to coax European
governments to follow suit. This could happen
by passing some form of federal legislation that
would purport to address both baseline protections
for privacy, sufficient to mollify other countries
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who perceive inadequacy, while simultaneously
establishing a workable framework for access to
data under legitimate circumstance. Irrespective
of the specific laws in question, as domestic
rules are reformed, governments should look
for opportunities to leverage the reform process
to incentivize other states to take similar and
reciprocal actions.

Recommendation #4: Focus first
on specific policy matters of broad
international consensus, then move on to
the more contentious issues.
An issue-specific approach could also provide
significant opportunities for incremental progress
and examples that can spread laterally to other
issue areas. For example, the importance of
countering child exploitation is already a matter of
broad international agreement,107 and swift progress
on combating it may be possible by working to
ensure that law enforcement can rapidly obtain
the digital evidence necessary to conduct child
exploitation investigations, including identifying
and rescuing children who are being abused. Other
issues subject to broad international rapprochement
and interest, such as the use of the Internet by
international terrorist organization or domain
specific matters like the Anti-Money Laundering
(AML), are potential areas for establishing an issuespecific, harmonized international data flow control
framework. Starting with issues of broad consensus
can provide an initial basis for subsequent bilateral
or multilateral efforts to expand a harmonized
framework to other forms of proscribed activity,
or where there is otherwise a shared interest in
establishing harmonized data flow mechanisms.
Of course, critical to all these efforts will be
sequencing. Most likely, agreement amongst likeminded countries with similar legal regimes (as is
the case with negotiations on a U.K.-U.S. Bilateral
Agreement on Data Access) will need to precede
agreements with more divergent worldviews. For
instance, the United States, United Kingdom,
Canada, Australia, and New Zealand, given
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their similar legal regimes and history of close
partnership, could reach agreement on a common
framework for data flow controls, and then expand
the set of countries committed to this common
framework.108
At the same time, there may also be opportunities to
start negotiations between countries that often do
not see eye-to-eye. For instance, the 2013 agreement

between U.S. President Barack Obama and Chinese
Premier Xi Jinping limiting government-enabled
theft of intellectual property, which appears to have
had some success,109 could provide a useful example
of how agreement between the largest and most
powerful global actors can establish norms that can
be expanded to other countries. In all cases, issue
selection and sequencing will necessarily depend
upon the political and policy environments at play.

ADDITIONAL CHALLENGES

This paper identified the central challenge to
transnational data flow controls—the lack of a
harmonized international framework—and provided
recommendations for how the international
community might work towards a more harmonized
system. However, additional issues remain. Chief
among them is the question of cooperation between
major technology providers and national law
enforcement and regulators.
In order to ensure that governments are able to
effectively enforce their laws and regulations,
a reasonable level of cooperation between
government agencies and companies is essential.
The reality is that absent effective cooperation,
governments are far more likely to implement laws
and regulations that risk greatly impeding the
growth and potential of the information economy.
This risk is most substantial in nations where
domestic commercial interests align with the
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imposition of strict rules and requirements on large,
often foreign, providers. Accordingly, governments
and providers alike must cooperate on a range of
issues impacting global data flows, including on
such matters as encryption, provider compliance
with court orders, and the question of retention and
provision of data to law enforcement. Multinational
providers will undoubtedly face challenges in
doing this, as their services are used by highly
diverse communities and cultures, requiring them
to understand the societal and legal norms in the
jurisdictions in which they operate and to make
appropriate accommodations. However, providers
that do not make reasonable accommodations are
more likely to be adversely impacted by laws or
regulations that seek to compel them to take actions
to abide by local norms. This is particularly the case
when providers are unable to propose reasonable
compliance alternatives to local authorities.
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Further, while harmonizing data flow controls
is clearly important to the future of the Internet
and the information economy, it remains unclear
precisely how important this issue is within the
intersecting policy questions of trade, cybersecurity,
and differing notions of appropriate state control
of activities occurring in cyberspace (so called,
“cyber sovereignty”). It is thus critical that
governments, companies, and concerned citizens
work to identify where and how data jurisdiction
questions might be most effectively raised within

multilateral or bilateral negotiations, or within
debates about broader matters of international
cooperation. Finding the right venues, the right
cultural and diplomatic approaches to politically
sensitive questions, and the most suitable timings
for all these discussions will be essential, as the
international community seeks to make progress on
these most pressing policy questions.

CONCLUSION

We hope this paper has demonstrated that the
current approaches to international data flow
controls and the geographic-based framework for
data jurisdiction are failing and need dramatic
reworking. We have aimed to make the case that the
solution to the problem lies in the harmonization
of international data flow controls based upon
flexible modes of cooperation between states and
companies, without using the location of data as a
primary consideration. The task is for governments,
technology companies, civil society groups,
and academia to foster shared global norms for
appropriate data flow controls and to inject those
shared principles into domestic law and policy,
as well as international agreements. Absent such
an effort, the situation will only become more
intractable, jeopardizing the Internet’s continued
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potential as a platform for communication,
innovation, and commerce.
We recognize the many challenges at hand, yet we
believe the international community today has an
opportunity to begin the process of harmonizing
data flow controls around a common framework
and common set of standards. By doing so, the
world can help preserve an Internet that spurs
innovation and grows the economy; an Internet
that allows the world to freely communicate across
borders, thus advancing the fundamental human
right, enshrined in Universal Declaration of Human
Rights, “to seek, receive and impart information
and ideas through any media and regardless of
frontiers.”110 That is a goal we believe is worth
striving towards.
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