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Major Announcements, Statements, General News Coverage

Rule 41 has Silicon Valley, FBI Arguing Again Over Hacking Powers
Sean Sposito, San Francisco Chronicle, June 27, 2016
http://www.sfchronicle.com/business/article/Rule-41-has-Silicon-Valley-FBl-arguing-again-

8324318.php

DOJ's Refusal to Expose Software Hack Complicates Child Porn Cases

Gene Johnson, The Seattle Times, June 24, 2016
http://www.seattletimes.com/seattle-news/dojs-refusal-to-expose-software-hack-complicates-
child-porn-cases/

FBI's Use of Tor Exploit Is Like Peering Through "Broken Blinds"

Cyrus Farivar, Ars Technica, June 24, 2016
http://arstechnica.com/tech-policy/2016/06/fbis-use-of-tor-exploit-is-like-peering-through-broken-
blinds/

Judge: FBI Didn't Need Warrant to Hack Child Porn Suspect's Computer
Katie Bo Williams, The Hill, June 24, 2016
http://thehill.com/policy/cybersecurity/284772-federal-judge-fbi-didnt-need-warrant-to-hack-child-

porn-suspects

The FBI Is Classifying Its Tor Browser Exploit Because 'National Security’
Joseph Cox, Motherboard, June 24, 2016
http://motherboard.vice.com/read/the-fbi-is-classifying-its-tor-browser-exploit

FBI Did Not Need Warrant to Hack Child Porn Suspect's Computer -Court
Nate Raymond, Reuters, June 23
http://www.reuters.com/article/us-usa-cyber-searchwarrant-idUSKCN0Z920Y

Google, Privacy Groups Urge Congress Not to Expand Federal Hacking Power

Joshua Eaton, Christian Science Monitor, June 22, 2016
http://www.csmonitor.com/World/Passcode/2016/0622/Google-privacy-groups-urge-Congress-
not-to-expand-federal-hacking-power

OTI Joins over 45 Groups & Companies for Day of Action to Say No to Rule 41 Changes
Robyn Greene, New America’s Open Technology Institute, June 21, 2016
https://www.newamerica.org/oti/blog/oti-joins-over-45-groups-companies-day-action-say-no-
rule-41-changes/

Morning Cybersecurity: Rules of Engagement
Tim Starks, Politico, June 20, 2016



http://www.politico.com/tipsheets/morning-cybersecurity/2016/06/export-controls-on-
cybersecurity-products-back-on-the-agenda-214908

Tor Is Teaming up with Researchers to Protect Users from FBI Hacking
Joshua Kopstein, Motherboard, June 19, 2016
http://motherboard.vice.com/read/tor-is-teaming-up-with-researchers-to-protect-users-from-fbi-

hacking

Ex-White House Officials Criticize Vague Rules around Disclosure of Hacking Tools
Jenna McLaughlin, The Intercept, June 17, 2016
https://theintercept.com/2016/06/17/ex-white-house-officials-criticize-vague-rules-around-
disclosure-of-hacking-tools/

Morning Cybersecurity: A Vulnerable Process

Tim Starks, Politico, June 17, 2016
http://www.politico.com/tipsheets/morning-cybersecurity/2016/06/surveillance-vote-
foreshadows-bigger-fight-ahead-214881

Overnight Cybersecurity: House Votes down Surveillance Reform Effort

Katie Bo Williams and Joe Uchill, The Hill, June 16, 2016
http://thehill.com/policy/cybersecurity/overnights/283817-overnight-cybersecurity-house-votes-
down-surveillance-reform-effort

The FBI Needs Better Hackers to Solve Encryption Standoff, Research Says

Joshua Eaton, The Christian Science Monitor, June 16, 2016
http://www.csmonitor.com/World/Passcode/2016/0616/The-FBI-needs-better-hackers-to-solve-
encryption-standoff-research-says

House to Vote on Curbing NSA Surveillance in Wake of Orlando

Billy House, Bloomberg, June 15, 2016
http://www.bloomberg.com/politics/articles/2016-06-15/house-to-vote-on-limiting-nsa-
surveillance-in-wake-of-orlando

NSA Couldn't Hack San Bernardino iPhone, Official Say
Joseph Cox, Motherboard, June 10, 2016
http://motherboard.vice.com/en_ca/read/iphone-san-bernardino-nsa-hack

Software as Weaponry in a Computer-Connected World

Nicole Perlroth, The New York Times, June 7, 2016
http://www.nytimes.com/2016/06/09/technology/software-as-weaponry-in-a-computer-
connected-world.html?ref=technology

FBI: Our Malware Sends Unencrypted Evidence, and That's a Good Thing



Joshua Kopstein, Motherboard, June 5, 2016 http://motherboard.vice.com/read/fbi-our-malware-
sends-unencrypted-evidence-and-thats-a-good-thing

FBI: Exploit That Revealed Tor-Enabled Child Porn Users Wasn't Malware

Cyrus Farivar, Ars Technica, June 4, 2016
http://arstechnica.com/tech-policy/2016/06/fbi-exploit-that-revealed-tor-enabled-child-porn-
users-wasnt-malware/

Congress Must Pass the Stopping Mass Hacking Act
Robyn Greene, New America’s Open Technology Institute, June 1, 2016
https://www.newamerica.org/oti/blog/congress-must-pass-stopping-mass-hacking-act/

Ron Wyden Q&A

Tim Starks, Politico, May 31, 2016
http://www.politico.com/tipsheets/morning-cybersecurity/2016/05/ron-wyden-g-a-stolen-
password-news-for-tumblr-myspace-cybercrime-technique-is-hitting-businesses-hard-214556

A Judge Just Made It Harder for the FBI to Use Hacking
Joseph Cox, Motherboard, May 25, 2016
http://motherboard.vice.com/read/playpen-tor-browser-exploit

Once More, a Judge Rules against Gov't in Tor-Enabled Child Porn Case

Cyrus Farivar, Ars Technica, May 25, 2016
http://arstechnica.com/tech-policy/2016/05/once-more-a-judge-rules-against-govt-in-tor-
enabled-child-porn-case/

Senate Panel Advances Spy Policy Bill, after House Approves Its Own Version

Julian Hattem, The Hill, May 24, 2016
http://thehill.com/policy/national-security/281136-senate-panel-advances-spy-policy-bill-after-
house-approves-its-own

Pressure Mounts on FBI to Reveal Tor Browser Exploit
Joseph Cox, Motherboard, May 24, 2016
http://motherboard.vice.com/read/pressure-mounts-on-fbi-to-reveal-tor-browser-exploit-playpen

House to Offer Bill Blocking Government Hacking Powers

Katie Bo Williams, The Hill, May 24, 2016
http://thehill.com/policy/cybersecurity/281066-house-to-offer-bill-blocking-government-hacking-
powers

It's Not 'Malware' When We Have a Warrant, FBI Says
Joshua Kopstein, Motherboard, May 22, 2016
http://motherboard.vice.com/read/its-not-malware-when-we-have-a-warrant-fbi-says




Senators Put Forward New Bill to Halt Expansion of Gov't Hacking Powers

Cyrus Farivar, Ars Technica, May 19, 2016
http://arstechnica.com/tech-policy/2016/05/senators-put-forward-new-bill-to-halt-expansion-of-
govt-hacking-powers/

Dem Introduces Bill to Block New Government Hacking Powers

Katie Bo Williams, The Hill, May 19, 2016
http://thehill.com/policy/cybersecurity/280568-wyden-introduces-bill-to-block-expanded-
government-hacking-powers

How a Child Porn Case Became a Battle Over Government Secrets

Joseph Cox, Motherboard, May 19, 2016
http://motherboard.vice.com/read/how-a-child-porn-case-became-a-battle-over-government-
secrets-playpen-hack

Judge Says Suspect Has Right to Review Code That FBI Has Right to Keep Secret

Cyrus Farivar, Ars Technica, May 19, 2016
http://arstechnica.com/tech-policy/2016/05/judge-says-suspect-has-right-to-review-code-that-fbi-
has-right-to-keep-secret/

New Bill Aims to Stop Judges from Authorizing Mass Hacking
Joseph Cox, Motherboard, May 19, 2016
http://motherboard.vice.com/read/stop-mass-hacking

Second Republican Joins Push to Block Federal Hacking Powers
Katie Bo Williams, The Hill, May 18, 2016
http://thehill.com/policy/cybersecurity/280325-daines-to-join-dem-bill-on-government-hacking

Court Docs Confirm FBI's Child Porn Hack Was International
Joseph Cox, Motherboard, May 17, 2016
http://motherboard.vice.com/read/court-docs-confirm-fbis-child-porn-hack-was-international

Judge Won't Force Government to Disclose Vulnerability to Mozilla

Mario Trujillo, The Hill, May 17, 2016
http://thehill.com/policy/technology/280139-judge-wont-force-government-to-disclose-
vulnerability-to-mozilla

An Admin's Foolish Errors Helped the FBI Unmask Child Porn Site 'Playpen’
Joseph Cox, Motherboard, May 16, 2016
http://motherboard.vice.com/read/an-admins-foolish-errors-helped-the-fbi-unmask-child-porn-

site-playpen

Week Ahead: Feds' Hacking Powers under Scrutiny
Katie Bo Williams, The Hill, May 16, 2016



http://thehill.com/policy/cybersecurity/27987 1-week-ahead-feds-hacking-powers-under-scrutiny

Everything We Know about How the FBI Hacks
Kim Zetter, Wired, May 15, 2016
https://www.wired.com/2016/05/history-fbis-hacking/

Judge Changes Mind, Says FBI Doesn't Have to Reveal Tor Browser Hack

Joseph Cox, Motherboard, May 13, 2016
http://motherboard.vice.com/read/judge-changes-mind-says-fbi-doesnt-have-to-reveal-tor-
browser-hack

Mozilla Wants Heads-Up from FBI on Tor Browser Hack
Dan Froomkin, The Intercept, May 12, 2016
https://theintercept.com/2016/05/12/mozilla-wants-heads-up-from-fbi-on-tor-browser-hack/

FBI Head Expects More Government Litigation over Locked Phones
Katie Bo Williams, The Hill, May 12, 2016
http://thehill.com/policy/cybersecurity/279646-comey-expects-more-government-litigation-over-

locked-phones

Mozilla Urges FBI to Disclose Potential Firefox Security Vulnerability
Joseph Cox, Motherboard, May 12, 2016
http://motherboard.vice.com/read/mozilla-urges-fbi-to-disclose-firefox-security-vulnerability

Mozilla Enters Court Fight over FBI Hacking Technique

Mario Trujillo, The Hill, May 12, 2016
http://thehill.com/policy/technology/279676-mozilla-enters-court-fight-to-press-fbi-to-disclose-
hacking-technique

Senator Rand Paul to Back Bill Blocking FBI Hacking Expansion
Dustin Volz, Reuters, May 12, 2016
http://www.reuters.com/article/us-usa-cyber-warrants-idUSKCNOY32YC

Congress Can Put iPhones Back within Reach of Law Enforcement
Cyrus R. Vance Jr., Jackie Lacey and Bonnie Dumanis, Los Angeles Times, May 11, 2016
http://www.latimes.com/opinion/op-ed/la-oe-vance-congress-act-on-iphones-20160511-

story.html

Week Ahead: Senate Fight Brews over Feds' Hacking Powers

Katie Bo Williams, The Hill, May 9, 2016
http://thehill.com/policy/cybersecurity/279015-week-ahead-senate-fight-brews-over-feds-
hacking-powers

Lawyer Scrambles to Withdraw Plea after FBI Mass Hacking Case Collapses



Joseph Cox, Motherboard, May 6, 2016
http://motherboard.vice.com/read/playpen-hack-FBI-child-pornography-investigation

LAPD Used 'Expert’ to Hack into iPhone of Actor's Slain Wife

Katie Bo Williams, The Hill, May 6, 2016
http://thehill.com/policy/cybersecurity/278990-lapd-used-expert-to-hack-into-iphone-of-actors-
slain-wife

New Rule Allows Feds to Hack Millions of Computers More Easily

Erin Kelly, USA Today, May 6, 2016
http://www.usatoday.com/story/news/politics/2016/05/05/new-rule-allows-feds-hack-millions-
computers-more-easily/83832690/

DOJ: Wyden Misunderstanding Law in Fight over Secret Cyber Memo
Julian Hattem, The Hill, May, 6, 2016
http://thehill.com/policy/national-security/278979-doj-hits-senate-dem-in-standoff-over-secret-

cyber-memo

LAPD Hacked into iPhone of Slain Wife of 'Shield’ Actor, Documents Show

Matt Hamilton and Richard Winton, Los Angeles Times, May 5, 2016
http://www.latimes.com/local/lanow/la-me-In-lapd-locked-iphone-actor-wife-michael-jace-
20160504-story.html

So... Now the Government Wants to Hack Cybercrime Victims
Kim Zetter, Wired, May 4, 2016
https://www.wired.com/2016/05/now-government-wants-hack-cybercrime-victims/

Wyden to Introduce Bill Fighting New Fed Hacking Powers

Katie Bo Williams, The Hill, May 4, 2016
http://thehill.com/policy/cybersecurity/278722-wyden-set-to-introduce-bill-fighting-new-fed-
hacking-powers

Secret US Spy Court Approved Every Surveillance Request in 2015

David Kraveta, Ars Technica, May 2, 2016
http://arstechnica.com/tech-policy/2016/05/secret-us-spy-court-approved-every-surveillance-
request-in-2015/

US Foreign Intelligence Court Did Not Deny Any Surveillance Requests Last Year
Reuters, The Guardian, April 30, 2016
http://www.theguardian.com/law/2016/apr/30/fisa-court-foreign-intelligence-surveillance-fbi-nsa-

applications

Can Courts Order You to Provide a Fingerprint So the Cops Can Unlock Your Phone?
Matt Hamilton and Richard Winton, Los Angeles Times, April 30, 2016



http://www.latimes.com/nation/ct-iphone-fingerprint-encryption-battle-201604 30-story.html

Supreme Court Grants FBI Massive Expansion of Powers to Hack Computers

Danny Yadron, The Guardian, April 29, 2016
https://www.theguardian.com/technology/2016/apr/29/fbi-hacking-computers-warrants-supreme-
court-congress

Overnight Cybersecurity: Fight over Feds' Hacking Powers Moves to Congress

Cory Bennett, The Hill, April 28, 2016
http://thehill.com/policy/cybersecurity/overnights/278095-overnight-cybersecurity-doj-hacking-
request-moves-to-congress

FBI Computer Searches Expanded under New U.S. Supreme Court Rule

Chris Strohm, Bloomberg, April 28, 2016
http://www.bloomberg.com/politics/articles/2016-04-28/fbi-computer-searches-expanded-under-
new-u-s-supreme-court-rule

Supreme Court Gives FBI More Hacking Power
Jenna McLaughlin, The Intercept, April 28, 2016
https://theintercept.com/2016/04/28/supreme-court-gives-fbi-more-hacking-power/

FBI Confirms It Won't Tell Apple How It Hacked San Bernardino Shooter's iPhone
Danny Yadron, The Guardian, April 28, 2016
https://www.theguardian.com/technology/2016/apr/27/fbi-apple-iphone-secret-hack-san-
bernardino

With Finality, F.B.l. Opts Not to Share iPhone-Unlocking Method

Eric Lightblau and Katie Benner, New York Times, April 27, 2016
http://www.nytimes.com/2016/04/28/technology/with-finality-fbi-opts-not-to-share-iphone-
unlocking-method.html

FBI Makes Official Its Decision to Keep Apple iPhone Hack Secret

Chris Strohm, Bloomberg, April 27, 2016
http://www.bloomberg.com/politics/articles/2016-04-27/fbi-makes-official-its-decision-to-keep-
apple-iphone-hack-secret

FBI Decides against Taking Steps to Tell Apple about iPhone-Hacking Method

Devlin Barrett, Wall Street Journal, April 27, 2016
http://www.wsj.com/articles/fbi-decides-against-taking-steps-to-tell-apple-about-iphone-hacking-
method-1461791007

FBI Says It Won't Tell Apple How Hackers Got into Terrorist's iPhone Because It Doesn't
Know
Del Quentin Wilber, Los Angeles Times, April 27, 2016



http://www.latimes.com/business/technology/la-fi-fbi-iphone-hack-20160427-snap-story.html

How the FBI's Approach to Hacking Affects the Future of Vulnerabilities Research

Andi Wilson, New America’s Open Technology Institute, April 26, 2016
https://www.newamerica.org/oti/blog/how-fbis-approach-hacking-affects-future-vulnerabilities-
research/




