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Executive Summary

Global data center demand is predicted to triple by 2030, with nearly 70

percent of the demand being driven by artificial intelligence (AI) workloads.

The surge in AI data center demand is fueled by the exponentially increasing

use of AI at work and integration into daily lives as well as the recognition that

the technology can influence geopolitics, reorder the global economy, drive

scientific discovery, and transform human lives and society.

Two barriers to supporting this increased demand for AI data centers are the

required energy and security. While the energy concern has been highlighted

and publicized, the security gaps have been understated: AI data centers have

mostly been considered as a part of traditional data centers and critical

infrastructure, with no separate or focused effort for AI data center

cybersecurity requirements.

However, AI data centers face an expanded set of threats. A successful

cyberattack on an AI data center could enable threat actors to extract

information about the AI model and weights, risking loss of sensitive training

data as well as the integrity and confidentiality of the AI model. When AI

models are exfiltrated, hackers can create vulnerabilities in AI models and

bias outputs, as well as more easily and cheaply replicate AI models.

Thus, this report recommends a comprehensive framework for AI data center

security that spans six layers of security and three types of approaches. The six

layers of security are (1) hardware & compute, (2) network & storage, (3) model

& data, (4) software & application, ( 5) physical access, and (6) geopolitical.

Given the complexity, these six layers also require three approaches: technical,

corporate policy, and national governance. Under this framework, the report’s

recommendations are as follows:

Bridge the gaps between the technical, corporate policy, and national

governance approaches with a framework that maps the threats to AI

data centers across the six layers of security.

Implement existing research and standards for technical requirements

in an AI data center.

Require technical measures across the six layers of security in corporate

policies.

Focus national governance measures on incentivizing operators to meet

the technical and corporate policies needed for a cyber-secure AI data

center.

1. 

2. 

3. 

4. 
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Introduction

Despite the over 10,000 data centers already existing around the world, global

data center demand is predicted to triple by 2030, with nearly 70 percent of the

demand being driven by artificial intelligence (AI) workloads.  This surge in AI

data center demand is fueled by the exponentially increasing use of AI at work

and integration into daily lives as well as the AI race prompted by the

recognition that AI technology can influence geopolitics, reorder the global

economy, drive scientific discovery, and transform human lives and society.

Beyond the predictions, 2025 started with announcements of investments into

AI data centers: Project Stargate—supported by the Trump administration—

pledged a $500 billion investment for AI infrastructure; and Meta announced a

$60–65 billion pledge to AI and an AI data center.  Globally, France announced

that MGX, Bpifrance, Mistral AI, and Nvidia are collaborating on building

Europe’s largest data center campus; EDGNEX Data Centres by DAMAC

announced a $2.3 billion investment into a 144-megawatt AI data center in

Indonesia; and Chinese tech firms plan to build more than 30 AI data centers

with 115,000 Nvidia chips in the Xinjiang region.

Two barriers to supporting this increased demand for AI data centers are the

required energy and security.  Yet while the energy concern has been

highlighted and publicized, the security gaps have been relatively neglected.

Data centers already make up 1 to 2 percent of global energy demand, and data

center energy demand is projected to increase to 21 percent by 2030 due to AI.

The International Energy Agency reported that in 2024 AI servers drove 15

percent of electricity demand from data centers, and it projected that data

center electricity consumption will more than double by 2030, with AI as the

most influential factor.  Recognizing the energy demand, President Biden

issued the Executive Order on Advancing United States Leadership in Artificial

Intelligence Infrastructure in January 2025, which heavily focused on federal

support for AI data center energy needs and clean energy.  Unfortunately,

President Trump revoked this executive order six months later.

1

2
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On the security front, though, AI data centers have mostly been considered as

a part of traditional data centers and critical infrastructure with no separate or

focused effort for AI data center cybersecurity requirements. For example, the

Biden administration issued its National Security Memorandum on Critical

Infrastructure Security and Resilience (NSM-22), which designated data

centers as a critical part of U.S. infrastructure, indicating the importance of

defending the critical infrastructure sectors from cyber activity led by nation-

states.  Beyond the United States, China’s 2016 Cybersecurity Law required

data centers to have cybersecurity measures against domestic and foreign

threats.

However, AI data centers face an expanded set of threats. A successful

cyberattack on an AI data center could enable threat actors to extract

information about the AI model and weights, risking loss of sensitive training

data as well as the integrity and confidentiality of the AI model.  When AI

models are exfiltrated (stolen), hackers can create vulnerabilities in AI

models, biased outputs, and similar AI models with fewer resources.

Thus, this report recommends a comprehensive framework that identifies

requirements for implementing sufficient cybersecurity measures in AI data

centers. This report will first provide the methodology, followed by a brief

history of traditional data centers and AI data centers. This background will

help build a necessary foundation for the discussions of cyber threats to AI data

centers. Finally, the report concludes with a framework and recommendations

for a comprehensive cybersecurity approach.

9
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Methodology

The findings in this report are based on a combination of open-source

research, expert interviews, and analysis. The open-source research and

expert interviews were conducted in parallel. Technical information was

selected from technical reports, cyber and technology companies’ work and

articles, as well as interviews with experts in AI hardware and software, threat

intelligence, engineering, and cybersecurity. Information on policies, recent

news, and data on AI or data center trends was derived from news articles,

think tank reports and briefs, and interviews with governance, cybersecurity

policy, and foreign and domestic policy experts. In total, over 100 sources and

five expert interviews contributed to this report’s findings.

newamerica.org/future-security/reports/securing-the-backbone-of-ai/ 8



The Evolution of Data Centers

A Brief History

The prototypes of data centers have been around since the 1950s and 1960s

and were called mainframes. Mainframes were single, isolated

supercomputers that processed data and executed complex calculations.

Mainframes were not connected to a network until the 1990s, when multiple

microprocessor computers—later servers—started replacing mainframes.  The

modern data center is a physical facility with servers, networking equipment,

storage devices, redundant power, and cooling infrastructure to store or

process a large amount of data and to compute calculations. Data centers are

critical information technology (IT) infrastructure because they store,

distribute, and interpret data that is foundational to organizations’ day-to-day

operations.  As data centers get increasingly complex due to evolving

technologies, operators deploy smart control systems and management

software to optimize performance and energy efficiency.  Figure 1 illustrates

the increasing size of data centers to help envision the evolving complexity.

Source: “Data Centers: A Timeline of Growth and Expansion,” Datacate, accessed July

13, 2025, https://www.datacate.net/data-centers-a-timeline-of-growth-and-

expansion/. Graphics by Alex Briñas/New America. 

Data Centers

The Telecommunications Industry Association (TIA) has a system that

classifies data centers into four tiers based on data center design—including

the center’s architecture and topology, environmental design, power and

13

14

15
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cooling systems, cabling systems, redundancy, and safety and physical security

—which affects resiliency. Tier 4 data centers are the most resilient, and Tier 1

centers are the least resilient as represented in Figure 2 below.

Source: Graphic by Alex Briñas/New America. 

In addition to the tier system, latency also factors into data center performance.

Latency refers to the time it takes for the data center to receive and process a

user request. Low latency signifies high performance with less delay and time

spent before the data center responds to the request.  While Tier 4 data

centers with the lowest latency possible may sound like the goal for all data

centers, not all centers require this level of capability because they vary in their

specific purposes and critical requirements. To highlight this point, Table 1

16

17
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provides a high-level summary of different types of data centers and a sample

set of critical requirements.18



Given limited resources and the tradeoff between productivity and security, 
data centers prioritize different requirements when planning, constructing, 
and operating depending on their main purpose. Supporting AI is an emerging 
purpose for data centers. While there are still many unknowns about the 
related requirements, experts believe that AI data centers require high 
efficiency, significant power and electricity, high compute power, and low 
latency.19

newamerica.org/future-security/reports/securing-the-backbone-of-ai/ 11



centers.  Training AI data centers process large amounts of data to train AI

models and conduct machine learning training, while inference AI data

centers deliver AI-driven insights and support the deployment of AI models

into applications for end users.

Like traditional data centers, AI data centers have five major components: (1)

compute resource, (2) data storage system, (3) network infrastructure, (4) power

or energy capability, and ( 5) cooling system—but in the AI context, all five

components need to demonstrate high performance and productivity.  (Table

A1 in the appendix summarizes the differences between AI and traditional

data centers across these five major components.) Of these five components,

this report focuses on the differences in compute resources due to the different

impacts they have on AI data center cybersecurity.

Traditional data centers typically utilize central processing units (CPUs) that

use logic circuitry to process data and execute commands. CPUs can have

multiple cores that can support multiple software types, but they cannot

process operations simultaneously. CPUs also do not have enough memory to

support AI data centers’ workloads.  Therefore, AI data centers use more

powerful compute resources:

Graphics processing units (GPUs) allow for parallel operations. They

are often used for AI training data centers and sometimes in other types

of large-scale data centers.

Field-programmable gate arrays (FPGAs) and application-specific

integrated circuits (ASICs) can be customized to efficiently process AI

workloads.

Google’s tensor processing units (TPUs) are a type of ASIC that

optimizes performance for specific frameworks and effectively supports

deep learning.

A key tradeoff when opting for the more powerful compute resource, such as

GPUs, is that they may require much more power and create more heat than

20

21

22

23

• 

• 
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AI Data Centers

An AI data center is commonly defined as an emerging type of data center built to 

support the high computational requirements of AI workloads. They can be 
divided into two subcategories: training AI data centers and inference AI data
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in Indiana, Iowa, and Wyoming—to be closer to power plants and farther from

cities due to concerns of draining power grids.  AI inference data centers can

be closer to cities and users: Cerebras AI is planning to build them in Santa

Clara, California; Atlanta, Georgia; and Montreal, Canada.  The location of

AI data centers—which often depends on latency and power—can increase

risks, especially if AI data centers are built in countries with cheap energy and

land, as in Southeast Asia.  This risk will be further detailed in the Changing

World Threats section.

Given that AI data centers require the same five components as traditional

ones, the two types of centers face similar cybersecurity threats. However, AI

data centers face unique or increased threats due to different hardware

requirements and location. Additional threats from evolving technologies and

changing geopolitics also heighten security requirements.

27

28

29
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CPUs. Also, while CPUs and the more powerful compute hardware options 
face similar cyber threats, such as side-channel attacks, GPUs are vulnerable 
to additional cyber threats, which will be further detailed in the AI Data 
Center Threats section.

Beyond the five major components, supplementary considerations exist, such 
as facility location. As of April 2024, about 50 percent of the over 2,500 data 
centers in the United States are in Northern Virginia, Northern California, and 
Dallas, Texas, to prioritize low latency.26 Yet new AI data centers, especially 
training ones, are now being constructed in more remote areas—for example,

25
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Cyber Threats

The different pieces of a data center—the purposes or types, the five key

components, and additional considerations—influence a data center’s

vulnerabilities and risks, and all need to be secured for a cyber-secure AI data

center. This includes the requirements of AI workloads: the models, weights,

and training data.

Additionally, while not a foundational requirement, increasingly complex and

large data centers utilize data center infrastructure management (DCIM)

software to efficiently maintain and manage the facilities. DCIMs will be

useful for AI data centers in the following capacities:

Intelligent capacity search enables quickly finding which device or

rack has the capacity for additional AI deployment.

Predictive analysis predicts the impact of AI workloads on rack

capacity and power usage.

Automatic server power budgeting calculates the required power for

servers.

Dynamic single-line power diagrams depict power capacity and load

to support redundancy planning and protect against break trips.

There is also newer software designed specifically for certain hardware mostly

found in AI data centers, such as Trend Vision One—Sovereign and Private

Cloud (SPC) for GPUs and TensorFlow for TPUs, further emphasizing the

importance of cyber-secure software and applications deployed in AI data

centers.

30
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• 
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→ A SECURITY FRAMEWORK FOR AI DATA CENTERS

In considering all the pieces inside an AI data center, this report
proposes the following framework with six layers of security: (1)
hardware & compute, (2) network & storage, (3) model & data, (4)
software & application, (5) physical access, and (6) geopolitical.

Some elements may require cybersecurity considerations at
multiple layers depending on the threats they face. For example,
training data in AI data centers requires security at the model &
data layer from cyberattacks, at the physical access layer from
infiltrators who physically enter the facilities to steal the data, and
at the geopolitical layer from state-sponsored actors who are
targeting AI training data for their own AI sovereignty. Figure 3A
below maps the data center pieces at risk at each of the security
layers.

newamerica.org/future-security/reports/securing-the-backbone-of-ai/ 15



Traditional Data Center Threats

Data centers are high-value targets because they can store important data,

provide critical services, and run networks, applications, security, and virtual

machines. As previously mentioned in Table 1, data centers support mission-

critical applications at banks and health care systems, allow cloud-based

services to be scalable, process data for autonomous vehicles and the Internet

of Things, and enable communication services. It is not an understatement to

say that data centers are the backbone of all online services. Thus, a disruption

or outage at data centers—whether caused intentionally by threat actors or

unintentionally by human error or process failures—can be costly for data

center operators, risking financial loss, reputation damage, regulatory

and data breaches.  Four common cyberattacks on data centers are listed in

Table 2 along with examples of incidents.

32penalties, and loss of customers. For example, in 2021, when data center

outages cost companies an average of $100,000 per incident, Amazon Web

Services experienced a five-hour data center outage due to a failure in network 
devices in the US-EAST-1 Region, costing the company $34 million in revenue.

Both sophisticated nation-state actors and financially motivated cyber criminals 

target data centers with disruption attacks, ransomware incidents,
34

35
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This section of the report will dive into the different threats faced by both 
traditional and AI data centers and map them to the six-layer framework.

Distributed denial of service (DDoS) attacks rely on network connectivity to be

able to target and overload a system or service, making defense at the network

& storage layer critical.  A ransomware attack targets and encrypts data,

highlighting the importance of cybersecurity at the model & data layer.  A

supply chain attack can make both hardware and software inside a data center

vulnerable, proving hardware and software layers to be crucial.38
 Social

engineering attacks depend on threat actors gaining a form of access into the

data center whether through calling and deceiving the target’s customer

support or manipulating employees to install remote access Trojans (RAT)—

malware that gives hackers remote access into and control of a targeted system

—or through backdoors into data center components.
39

 Social engineering

attacks necessitate model & data as well as physical access layers of security.

Furthermore, the 2017 DDoS campaign against Google and the 2018

Supermicro supply chain attack referenced in Table 2 involved actors in China,

36

37

requiring consideration of the geopolitical layer that will be further detailed in 
the Changing World Threats section.

33
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Threat actors can also combine these types of attacks in one operation. For 
example, in 2024, the German data center power supply company Bender 
experienced a ransomware attack in which hackers infiltrated its operating 
systems and gained unauthorized access to account, financial, and banking

data.  This incident, which affected the power and operations of a data center,

was a combination of ransomware and supply chain attacks.

Beyond the four common types of cyberattack, there is another type of attack

that data centers are particularly vulnerable to: side-channel attacks, a

cybersecurity attack that collects information from a system’s process and

execution or attempts to influence a system’s program.  In data centers, side-

channel attacks include measuring or surveilling fan power or the sounds a

CPU makes, or using sensors that measure the electromagnetic field. These

attacks can show threat actors CPU-level activity, the data architecture, and

data usage, requiring security at the hardware & compute layer. In July 2025,

global semiconductor company Advanced Micro Devices reported that four

new processor vulnerabilities could allow hackers to conduct timing-based

side-channel attacks, and cybersecurity company CrowdStrike labeled these

weaknesses as critical threats.

Finally, there are two specific types of risks also critical to data center security.

The first is insider risk, defined by the Cybersecurity and Infrastructure

Security Agency as “the potential for an insider to use their authorized access

or understanding of an organization to harm that organization,” whether

intentional or unintentional.  Insider risk can be mitigated by limiting access

to trusted people, and it requires cyber defense at the physical access layer. The

second is supply chain risk. Beyond supply chain attacks described earlier in

this section, there is an added risk because a majority of the components in a

data center are developed by third-party suppliers. At the hardware layer, data

centers rely on a global network of hardware suppliers, which creates risks of

counterfeit and flawed hardware even without a threat actor’s interception or

attack.  At the software layer, third-party tools and applications hosted on data

centers can have vulnerable code, making the selection of third-party suppliers

as well as secure design of applications and code critical.  Figure 3B below

maps traditional data center cyberattacks and risks to the proposed six layers of

security.

40
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Source: Graphic by Alex Briñas/New America. 

AI Data Center Threats

In addition to all the threats that traditional data centers face, AI data centers

face unique threats. Specifically: (1) The hardware & compute layer needs to

consider ASIC and AI-specific hardware-level attacks, such as memory-

level and TPU-specific attacks, and (2) the data layer needs to expand to

include model security since AI model weights and training data are in AI

data centers.

newamerica.org/future-security/reports/securing-the-backbone-of-ai/ 19



At the hardware & compute layer, defending against supply chain attacks and

vulnerabilities, as well as side-channel attacks, are still critical. AI data centers

need trusted and secured GPUs and ASICs, which, like CPUs, rely on a global

supply chain.

Once the hardware is inside the AI data center, the sounds from GPUs can

reveal information to threat actors about those GPUs, model architecture, and

architecture weights.  A common GPU side-channel attack is keystroke

inference, through which hackers monitor GPU-based rendering workloads to

get access to keystrokes and user inputs.  Tim Fist, director of emerging

technology at the Institute for Progress, highlighted that “GPUs are more

vulnerable than CPUs to memory-level attacks.”  GPUs do not always have

sufficient memory isolation, which means that memory can be carried from

one process to another and allow threat actors to get access to model weights

and training data.  There is also GPU-specific malware that can execute

malicious code on a GPU’s memory and could bypass traditional CPU security

tools. Notably, in January 2025, Nvidia announced that seven new

vulnerabilities were found in its GPUs, with three of them being of high

severity.

GPU vulnerabilities can be found in traditional data centers because large-

scale centers deploy GPUs. On the other hand, TPUs—which are also subject to

the side-channel and memory-level attacks mentioned above—are uniquely

designed for AI and were first deployed internally by Google in 2015.  In early

2025, a TPU-specific side-channel attack, TPUXtract, was discovered.

TPUXtract exploits unintentional TPU data leaks to enable a threat actor to

infer an AI model’s parameters, essentially allowing AI model exfiltration and

intellectual property (IP) theft.

Given that the hardware & compute layer threats enable hackers to extract

information about the AI model and weights deployed in the AI data center,

the threats at the data layer can extend to the model layer. When data is

exfiltrated from a traditional data center, the impacts can include the loss of

sensitive data, regulatory issues, and reputational damage.  When AI model

information and IP are accessed and stolen, the impacts expand to include

risking the integrity and confidentiality of the AI model. Threat actors can

manipulate exfiltrated models to create vulnerabilities and bias decision-

making.  Additionally, as it becomes increasingly evident that AI will

influence geopolitics, the global economy, national security, and human lives,

the importance of protecting models becomes critical.  This point will be

further described in the Changing World Threats section.
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Data poisoning attacks: accidentally or purposefully including

incorrect data in the AI training dataset, leading to erroneously trained

AI models

Model inversion attacks: recovering training data from AI models by

querying models, examining the outputs, and extracting information

Model stealing attacks: querying AI models and using the outputs to

train a replacement model trained like the original model

Model poisoning attacks: modifying model parameters or architecture

to create a backdoor or change the model’s behavior

At a high level, AI hardware-specific cyber threats and model threats expand

cyber threats to AI data centers. Figure 3C below maps cyberattacks specific to

AI data centers to the proposed six layers of security.

Model threats include AI training and model weight exfiltration through 
traditional ransomware and social engineering attacks. Furthermore, AI 
models face specific model-level threats: 57

• 

• 

• 

• 
58
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Source: Graphic by Alex Briñas/New America. 

Changing World Threats

As data centers and their components change to meet the requirements of AI

data centers, the world continues to transform as well, introducing new or

enhanced threats for emerging AI data centers.

The first type of change is in volatile geopolitics. While traditional data centers

also face geopolitical threats and are targeted by nation-state actors, these

threats are heightened for AI data centers due to AI’s significance for national

security and economic competitiveness. With the advent of the AI race, the

concept of sovereign AI—the ability of a nation to develop, use, and govern its

own AI models and related infrastructure—is on the rise, and many believe

newamerica.org/future-security/reports/securing-the-backbone-of-ai/ 22



infrastructure.  In terms of economic competitiveness, technological

innovation results in high-level economic improvement, and with AI

specifically, automation of routine tasks and AI-supported creative and

technical work are predicted to further innovation, allow for strategic tasks,

and improve a nation’s economy.

These uses for AI indicate that if actors stole AI models, weights, or training

data, sensitive data related to the military, economy, critical infrastructure, and

more would be leaked. Additionally, stolen AI models can help hackers create

deepfakes or convincing phishing emails for enhanced psychological warfare

and disinformation campaigns, election interference, cybercrime and

financial fraud, and critical infrastructure attacks.

As AI becomes a key component of national security and economic

competitiveness, AI data centers become key assets to protect from foreign

adversaries, especially from sophisticated cyber threat actors sponsored by

Russia, China, Iran, and North Korea. Nation-state threat actors are well

resourced and sophisticated, posing a serious threat to even the biggest U.S.

companies and critical industries, as CrowdStrike’s chief security officer Shawn

that sovereign AI is crucial for national security and economic competitiveness.

In April 2025, the U.S. Department of Defense highlighted that the Joint Staff is 
implementing AI to improve military operations, to improve a commander’s 
decision-making and responsiveness, and to streamline processes.60 The

potential for AI technologies to help counter threats across all sectors, including 

critical energy infrastructure, will only embed AI deeper into critical
61

62

63

64Henry stated in 2023. For example, the Chinese state-sponsored hacking group 

Salt Typhoon successfully gained access to an unprecedented amount of 
information from the largest U.S. telecommunications companies and accessed 

information on high-value targets like Donald Trump and JD Vance.

Unfortunately, like most businesses and companies, AI data centers’ 
commercial operators are typically not equipped to defend against such 
sophisticated operations. In 2024, OpenAI emphasized the importance of 
increasing AI data center and infrastructure security.66

Even before an AI data center is operational, there is potential for sabotage 
attempts, given that Chinese companies exclusively manufacture many AI data 
center components, such as most transformer substations critical for power 
systems. This means that Chinese companies could install backdoors into the 
hardware components. In addition, most AI-specific GPUs are made in Taiwan, 

which is threatened by China as part of a larger national sovereignty debate. 

Historically, Taiwan Semiconductor Manufacturing Company (TSMC) 
technologies and products have been unlawfully transferred to mainland

newamerica.org/future-security/reports/securing-the-backbone-of-ai/ 23
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China. There are also concerns and a strong suspicion that the Chinese

Communist Party (CCP) has infiltrated TSMC and U.S. labs with spies.

Once an AI data center is operational, geopolitical threats continue as AI data

centers are vulnerable to state-sponsored disruption and exfiltration attacks

due to an insufficient level of cybersecurity.  For example, Russia has

sophisticated cyber capabilities to infiltrate AI data centers, steal models, and

potentially run a model in its own infrastructure.

Despite the potential state-sponsored targeting of AI data centers, companies

and nations are risking increased threats by building AI data centers abroad

and joint centers shared with other countries. Figure 4 below shows the

number of AI data centers in different countries, and also reveals that Asia has

the most.  In January 2025, the United States and the United Arab Emirates

(UAE) announced a partnership to build a data center in Abu Dhabi, which will

be the largest AI data center outside the United States.  Concerningly, the

Persian Gulf is a part of China’s Digital Silk Road 2.0, and the UAE has

adopted Chinese 5G technology and city-wide surveillance programs,

potentially giving the CCP access to the AI data center. Companies also choose

to build AI data centers abroad in locations that have cheap energy and land,

such as Malaysia.

The second type of change is evolving technologies. As previously mentioned,

the capabilities of AI data centers have conversely enabled an increasingly

robust system, which wielded by U.S. competitors, increases risks to critical

data center infrastructures. Threat actors are using AI tools to enhance

phishing campaigns, research target networks, conduct post-compromise
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activities, and support coding tasks.  They are also using AI-generated

deepfakes to bypass multifactor authentication.

AI models themselves can also pose a threat to data centers through AI self-

exfiltration. Traditional data centers face threats from backdoors installed into

data center components, allowing a threat actor to exfiltrate or access sensitive

information. AI data centers face an additional threat of backdoors installed

into AI models through model poisoning, which could enable threat actors to

steal the model weights and information. In addition, model self-exfiltration is

a novel threat that refers to AI models deceiving the user and cybersecurity

measures in place in order to self-leak its model weight and sensitive data.

Typical methods to protect model weights—such as air gaps—may not stop

model self-exfiltration because the model may take over the system.  This

new threat—a novel form of data exfiltration and leakage—further necessitates

enhanced model security.

Besides AI, there are other technological evolutions in the works that will

enhance threats to AI data centers, such as quantum computing, which will

soon require next-generation cryptography.  Figure 3D below maps changing

world threats to the proposed six layers of security, and Figure 3E compiles

Figures 3B–3D to map the different types of threats across the layers.
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Source: Graphic by Alex Briñas/New America. 
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A Framework for Cyber-Secure AI Data Centers

Given the threats and high-value nature of the target, the cybersecurity of AI

data centers needs to be top tier. As Tim Fist commented, “AI data centers used

to train and run the most powerful models will likely need to be secured with

nation-state-level adversaries in mind—this will likely require taking some of

the measures typically only used on government data centers used to store and

process highly classified information, as well as many additional measures

specific to AI performance and security requirements.”  In line with this

comment, this report suggests that each of the six layers of security require

three approaches: technical, corporate policy, and national governance (see

Figure 5). Bridge the gaps between the technical, corporate policy, and national

governance approaches with a framework that maps the threats to AI data

centers across the six layers of security.

Source: Graphic by Alex Briñas/New America. 

Technical Measures

Recommendation 1: Implement existing research and standards for
technical requirements in AI data centers.

Informing the security approach from a technical perspective, RAND published

a report in May 2024 that created security levels from one to five for securing

model weights.  Security Level 1 (SL1) indicates an AI system that can defend

against amateur attacks, and Security Level 5 (SL5) can protect against the most

sophisticated attacks—even ones by nation-state actors. The report includes a

benchmark for each level, detailing technical security measures necessary for

that level.  The Institute for Progress built on RAND’s work and outlined an

overview of technical measures required for AI data centers to reach SL4 across
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supply chain, network & storage, hardware, and physical access security.  The

technical needs for a cyber-secure AI data center are thus generally well

known. However, corporate policy and national governance measures need to

be in place for a top-tier consolidated cybersecurity approach that incentivizes

AI data center companies and operators to implement the required technical

measures.

Corporate Policy Measures

Recommendation 2: Corporate policies need to require technical
measures across the six layers of security.

For AI data center companies and operators to have the appropriate technical

measures in place, they would need corporate governance measures that

require the technical mitigations in a structured process. For example,

corporate policies that require all AI data centers to have a Faraday cage or

shield chamber deployed with the hardware are necessary in order to mitigate

side-channel attacks on data center hardware and defend against tracking and

monitoring of electromagnetic emanations.  At the model & data layer, a

corporate policy needs to require continuous AI audits and monitoring in order

to secure AI models, identify backdoors and vulnerabilities in them, and

defend against model and data exfiltration.

National Governance Measures

Recommendation 3: National governance measures should focus on
incentivizing operators to meet the technical and corporate policies
needed for a cyber-secure AI data center.

National governance approaches need to provide a framework that encourages

responsible AI data center construction and operations. Even though

companies have natural incentives—such as reputational risks from data

leakage or financial risks from AI data center outages and disruptions—to

make AI data centers cyber secure, defending these assets from the most

sophisticated threat actors is not easy and requires significant resources and

investments. National policy approaches are currently immature: While there

are over 200 national or supranational AI laws and regulations, very few

actually govern AI usage, deployment, and infrastructure with binding
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legislation.  Some existing standards that can help support AI data center

security include:

The National Institute of Standards and Technology (NIST)’s Secure

Software Development Framework (SSDF) includes best practices for

decreasing software-level vulnerabilities and has an AI addendum that

includes best practices for AI models.

NIST’s SP 800-171 provides standards for protecting unclassified

information.

NIST’s SP 800-53 includes standards for security and privacy control.

NIST’s FIPS 140-3 outlines the design and operation of computer

hardware that processes and protects sensitive data.

The Federal Risk and Authorization Management Program (FedRAMP),

based on NIST SP 800-3, looks at security assessments, authorization,

and monitoring to determine whether a cloud service provider is in

compliance with the program’s standards.

The U.S. Department of Defense has a Cybersecurity Maturity Model

Certification (CMMC) program that requires defense contractors to have

sufficient security measures to protect unclassified and sensitive

information.

The Cybersecurity and Infrastructure Security Agency (CISA) has a Zero

Trust Maturity model that helps define best practices for controlling

access to sensitive data.

CISA’s Software Bill of Materials (SBOM) offers an ingredients list for

software to identify software and supply chain vulnerabilities.
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Policies and objectives focused on AI data centers have also emerged but have

not consistently required nor incentivized AI data center security. President

Biden’s 2025 Executive Order (EO) 14141: Advancing United States Leadership

in Artificial Intelligence Infrastructure required AI data center operators to

submit security proposals if requesting to build on federal land.

Unfortunately, President Trump revoked EO 14141 in July 2025. Furthermore,

the Trump administration’s EO 14179: Removing Barriers to American

Leadership in Artificial Intelligence and EO 14154: Unleashing American

Energy led the Department of Energy to designate 16 potential federal sites for

rapid AI data center construction that may not take into account security

requirements.  AI data center construction on federal land has yet to

materialize.

More recently, in July 2025, President Trump revealed his AI Action Plan,

which further mandates that federal land be available for AI data centers and

supporting infrastructure construction without security requisites.

Additionally, the action plan’s central theme of “Build, Baby, Build!”

encourages businesses to build AI tech stacks and data centers abroad and only

mentions high-security technical standards for AI data centers utilized by the

military and intelligence community.

National regulations with significant fines and risk-based frameworks that

require stronger security measures in AI data centers are currently lacking but

are crucial for incentivizing AI data center operators and companies to meet

high-security technical requirements.  Benefits such as tax breaks or access to

federal land tied to strong security requirements can also encourage operators.

Once national governance measures exist, they can further incentivize AI data

center businesses and operators by highlighting the return on investment when

complying with regulations: When there is a distinction between noncompliant

and compliant AI data centers, investors, customers, and potential employees

will flock to the more cyber-secure centers.

For example, at the software & application layer, supply chain attacks and

vulnerabilities pose risks to AI data centers. A technical approach to mitigate

the risk would be to implement secure coding or test software with penetration

testing and red teaming.  The necessary corporate policy would be to only

allow tested software and applications into the company’s AI data centers and

to require audits of source code before deploying the software.  Finally,

national governance measures that allow only AI data center operators who

follow CISA’s Secure by Design approach  or implement software with

SBOMs to be government contractors can incentivize AI data center companies

to implement corporate policies that meet the technical requirements.
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Conclusion

AI data centers may be similar to traditional ones in various ways, but they

require a heightened threshold for security because they face expanded risks.

With the global race to develop AI power and sovereign AI, securing AI and the

infrastructure behind it—AI data centers—becomes critical for national

security, the economy, defense, energy, and more. This report recommends

that in order to develop cyber-secure AI data centers, there must be a

framework that aligns the technical, corporate policy, and national governance

approaches to cover the six layers of security: hardware & compute, network &

storage, model & data, software & application, physical access, and

geopolitical.

First, since the technical needs for a cyber-secure AI data center are known,

operators must implement existing research and standards in an AI data

center. Second, corporate policies need to require technical measures across

the six layers of security. Finally, national governance measures should focus

on incentivizing AI data center operators to meet the technical needs and

implement corporate policies for a cyber-secure AI data center.
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