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INTRODUCTION

Cities generate over 70 percent of the world’s
gross domestic product (GDP). Most industries
and commercial entities are located in or in the
vicinity of urban areas.! As urbanization increases,
cities—especially in underdeveloped nations—
will face a host of challenges. Information and
communications technologies (ICT) provide great
opportunities for overcoming these challenges
and improving overall economic well-being for
city dwellers and workers.? Efforts to utilize ICT
in urban centers are often referred to as “Smart

Cities” initiatives. While Smart Cities rely on a

host of different ICT, one of the most important
technological developments underlying these efforts
is the Internet of Things (IoT). IoT promises a wide
range of benefits to Smart Cities, but also carries a
number of serious cybersecurity risks. This paper
examines how IoT might be used to support Smart
Cities, explores the cybersecurity risks associated
with IoT technologies, and proposes a number of
steps that might be taken to address those risks.

CHALLENGES OF URBANIZATION

Over 50 percent of the world’s seven billion people
live in cities today.? That number will grow to 70
percent by 2050.% (See Figure 1).5 Almost half of
this anticipated increase is projected to occur in
Asia.® This paper highlights a few of the challenges

associated with this growth—mobility, traffic,
energy provisioning, crime, and governance—but
others, such as pollution and education, are equally
important.
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Figure 1 | Urban and Rural World Population (in billions], 1990-2050
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Mobility is a key dynamic of urbanization.
According to a report on mobility published by the
UN Habitat for a Better Urban Future, “by 2005,
approximately 7.5 billion trips were made in cities
worldwide each day. In 2050, there may be three to
four times as many passenger-kilometers travelled
as in the year 2000. Freight movement could also
rise more than threefold during the same period.”

7 As urban population growth continues so does
“urban sprawl,” resulting in longer commuting
distances to work and services. The UN report

on mobility further expounds, “this leads to a
growing dependency on private motorized transport
and other car-centered mobility. Consequently,
widespread congestion and traffic gridlock have
now become the norm in many cities, impacting
urban life through negative externalities such as
pollution, noise, stress, and accidents.”® Traffic will
get much worse unless something fundamental
changes.

The availability of secure, reliable energy is
foundational to urban development. Digital energy
(that is, energy used to power ICT) is required

for businesses and data centers that drive many
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municipal services. Looking into the future, the
Electric Power Research Institute estimates that
data centers alone could reach 20 percent of power
consumption in the United States by the year 2030.9
The current energy infrastructure found in most
cities around the world is inadequate to meet these
demands. We need innovative solutions to energy
generation, transmission, and distribution to meet
the needs of current and future city dwellers.

Traffic and power consumption are not the only
trends unique to cities. A direct correlation can
be made between urbanization, particularly in
developing countries, and increasing levels of
crime, violence, and lawlessness. The UN Habitat
for a Better Future has posited “that 60 percent
of urban residents in the developing world have
been victims of crime at least once over the past
five years. The growing violence and feeling of
insecurity that city dwellers are facing daily is one
of the major challenges around the world.”*

At its most basic level, governance is the process
by which public policy decisions are made and
implemented. It encompasses a constellation



of relationships between a wide range of
stakeholders." Governance of a city can include
legal frameworks and political, managerial, and
administrative processes that enable the local
government to respond to the needs of citizens. The
explosive population growth in cities complicates
governance by increasing the diversity of needs and

cultural approaches to problem solving, adding in
multiple communities, neighborhoods, and ethnic
groups. This added complexity is pushing cities to
develop smart and adaptable governance structures,
enabled by ICT, that provide tailored services for
their citizens.

THE INTERNET OF THINGS AND
SMART CITIES

The “Internet of Things” describes the ability to
connect any Internet Protocol-enabled device to the
Internet. According to one Big Data report, “These
devices could include your thermostat, your car,

or a pill you swallow so the doctor can monitor

the health of your digestive tract.”” The number

of new devices and services built for the IoT has
significantly risen in recent years, and industry
forecasters estimate that 26-50 billion connected
devices will be in use worldwide by 2020.3 With
the number devices exponentially increasing

each year, the IoT could offer a potential global
economic impact of $4 trillion to $11 trillion a year
by 2025. (See Figure 2).* The greatest impact is likely
to be felt in urbanized areas where IoT devices

and “smart” technologies have the capability to
leverage high-speed communication networks to
bolster infrastructure and services such as water
and electricity supplies, sanitation and waste
management, urban mobility and public transport,
IT connectivity, public safety, and weather
monitoring.”

In 2014, shortly after his government was sworn in,
Indian Prime Minister Narendra Modi announced
his vision to establish 100 smart cities throughout
the country. He defined a smart city as a city
equipped with basic infrastructure to give a

decent quality of life and a clean and sustainable
environment through application of smart solutions.
Modi’s concept of smart solutions revolves around
three areas:

¢ Electronic dissemination of information
between local governments and citizens to
automatically “push” advisories and enable
rapid citizen feedback

¢ Improved energy management though the
use of automated metering controls and green
building development

¢ Advanced analytics and intelligent traffic

management systems to support efficient use of
the urban road infrastructure network?*
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Figure 2 | Potential Global Economic Impact, by settings that use loT
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Modi’s concept for smart cities and the use of ICT
for enabling smart solutions is not confined to
India. Many smart cities are using ICT to enable

new ways of managing city transportation systems,

distributing digital energy, controlling traffic, and
monitoring environmental pollution.” Within
smart cities, building automation technology

is providing significant advances in physical
security, space cooling and heating, and lighting
controls. Developments in manufacturing
technology help drive continuous condition
monitoring, smart factories, and wireless, mobile
supply chain tracking. Smart grids and electric
vehicle infrastructure are offering great promise
for improved efficiency in energy-constrained
environments. In sum, the Internet of Things

is enabling more efficient use of resources,
improvements to services and safety, and creating
a greater sense of connectedness within emerging
smatrt cities.

The benefits associated with Smart Cities are
economic, social, and political, but many of the
enablers of these initiatives are technological in
nature. According to Goldman Sachs, there are five
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key technologies driving IoT proliferation which in
turn supports Smart City efforts:®

¢ Cheap bandwidth The cost of bandwidth has

declined precipitously, by a factor of nearly 40X
over the past 10 years.

Cheap processing “Moore’s law” tells us

that over the history of computing hardware,
the number of transistors in integrated

circuits doubles approximately every two years.
Similarly, processing costs have declined by
nearly 60X over the past 10 years, enabling
more devices to be not just connected, but
smart enough to know what to do with all the
new data they are generating or receiving.

Smartphones Smartphones are now becoming
the personal gateway to the IoT, serving as a
remote control or hub for the connected home,
connected car, or the health and fitness devices
consumers are increasingly starting to wear.

Ubiquitous wireless coverage With Wi-Fi
coverage now moving to rapid adoption of 4G



LTE, nearly ubiquitous wireless connectivity is
available for free or at a very low cost, given Wi-
Fi utilizes unlicensed spectrum and thus does
not require monthly access fees to a carrier.

¢ Big data As the IoT will by definition generate
voluminous amounts of unstructured data, the
availability of cloud/software as a service and
big data analytics is a key enabler.

In short, the cost of connectivity has declined while
new ways of analyzing large amounts of data have
been developed. As a result, governments and
companies alike are focused on the IoT as a driver
for technological innovation and new capabilities.
For example, in 2014 AT&T introduced a Connected
Car service in the United States in partnership

with several automobile manufacturers, including
Audi, GM, Tesla, and Volvo. This service offered
high-speed 3G or 4G connections for a monthly
subscription fee of $10, thereby enabling vehicles
to serve as Wi-Fi hotspots with connectivity for up
to seven devices as well as giving them access to
OnStar for emergency assistance and remote vehicle

diagnostics. By 2015, thirty of GM’s models offered
this service.” In order to improve productivity

and save costs, businesses are also embracing the
IoT, especially in the areas of labor and energy.
For example, in Singapore, the employment of
software-defined modular data centers is resulting
in operational cost savings of up to 30 percent per
enterprise.*

A critical part of the story is the expansion of

the infrastructure that supports Internet-based
communications, including fiber optic cables,
satellites, and wireless networks. At the same time,
the rapid proliferation of personal electronics
devices, sensors, and cloud-based computing
infrastructures has given rise to a network of
billions of pieces of software and hardware than
can now generate, process, and exchange data.*
Ninety percent of the world’s data today has been
created in the past two years? and that data is now
forecasted to double every two years through the
year 2020.2 Combined with global connectivity
and big data, the IoT creates concerns about threat
vulnerability, overall security, and privacy.

IOT THREATS AND RISKS

According to a report published by the U.S. Federal
Trade Commission (FTC) in 2015, IoT devices can

be exploited through: (1) unauthorized access and
misuse of personal information (e.g., exploitation of
personal identity data on a smart TV); (2) attacks on
other systems (e.g., cascading Distributed Denial-
of-Service (DDOS) attacks through interconnected

Point-of-Sale (POS) and Heating Ventilation

and Air-Conditioning (HVAC) systems); and (3)
safety risks (e.g., automated cars “gone wild”).
The report further notes that although “each

of these risks exists with traditional computers
and computer networks, they are heightened
with the I0T.”% A notable example was provided
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when two hackers gained access to the control
systems of 2014 Jeep Cherokee and disabled its
transmission and brakes.* As a result, Fiat Chrysler
issued an unprecedented recall of 1.4 million
vehicles.”” Medical equipment and devices, such as
pacemakers and drug infusion pumps, have also
proved susceptible to hacking. In one instance,
two patients successfully hacked pain medication
drips to increase their dosages.?® In the words of
Wired Magazine: “this year has made clearer than
ever before that this Internet of Things introduces
all the vulnerabilities of the digital world into our
real world. Security researchers exposed holes

in everything from Wi-Fi-enabled Barbie dolls to
two-ton Jeep Cherokees.”? Other potential security
risks include, but are not limited to, the collection

of personal information, locations, habits, and
physical conditions.>®

We are also living in a world where national,
provincial, and local governments are critically
dependent upon a common, secure financial
services framework to conduct the business of the
country—services that needs to be available 100
percent of the time. We are moving to a world where
citizens in the region and around the globe can only
be safe and secure if communities and nations move
with knowledge and speed to continually mitigate
global risk. To do this, we need both government
and industry to effectively use the IoT and big data
for innovation and risk mitigation. We need trust!

BUILDING PARTNERSHIPS,
BUILDING TRUST

In order to architect and sustain safe, secure smart
cities and reap the benefits of the IoT, trust has

to be built and maintained among government
(including international, federal, state and local
levels), commercial companies, and civil society.
Any entity working solely for the benefit of itself, or
operating in isolation, defeats the very purpose of a
Smart City: connecting people and organizations to
better the lives of citizens3' National governments
must take the lead in encouraging public-private
partnerships and creating citizen awareness
programs to encourage all sectors to move beyond
their own operational bubbles to build trust

and maintain security in the age of the Internet
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of Things. There are several notable examples

of national governments showing this type of
leadership. In the United States, the Department of
Transportation has created a Smart City Challenge
to spur innovation and promising initiatives in
cities across the nation.> Numerous countries in
Asia, including China, Japan, Korea, and Singapore,
are dedicating significant resources to the
establishment of Smart City programs. In Europe,

a Smart Cities consortium led by the Scottish
government is bringing together more than 20 cities
from several European countries to enhance city
partnerships across the Continent.



PUBLIC-PRIVATE PARTNERSHIP MODELS

While national leadership is essential, at the

end of the day, local and regional public-private
partnerships are foundational for digitally secure,
safe cities. What are the common characteristics
of successful public-private partnerships? In our
experience, four factors are key:

¢ Identification of Government and Industry
Champions to Lead and Sustain the Alliance
Government champions are well-suited to
be convening authorities and to promulgate
standards and policies. Private sector
champions are usually the driving force behind
financial and human resources.

¢ Commitment to Agreed Upon Goals Successful
partnerships also require an unrelenting focus
on group goals. These goals must add value to
all members of the partnership.

¢ Adoption of Common Operating Principles To
promote rapid adoption and scaling, effective
partnerships must develop and promote
interoperability built upon common standards.

¢ Focus on Delivering Enduring Value Finally,
partnerships can be short lived if they become
“one trick ponies” especially in the face of
an ever changing cyber threat. Available

resources will fluctuate as membership and
members’ priorities evolve. A partnership needs
to plan for its complete lifecycle, including
sustainment.

The Smart Cities USA program is a good example of
a public-private partnership developed and focused
on the local level. In this case, the city of San Jose,
Calif. is partnering with the Intel Corporation,
which is headquartered in the area. Both the city
and company have a stake in the outcome since
the project could have a positive impact on issues
like quality of life, safety, and the cost of living in
the area. What’s more interesting is that the state
of California is partnering with another company,
IBM, to create a cloud-based platform that will
allow local governments and even other states to
access IT resources “while minimizing upfront
capital investment and controlling financial risk.”
Connecting the state and city-level efforts such

as these will yield even greater benefits in the
development and deployment of secure Smart City
projects.

Successful partnerships require unrelenting focus.
For organizations like Japan’s Computer Emergency
Response Team (JP CERT), this unrelenting focus

is to develop and deploy world-class computer
incident response processes and procedures which
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can support Japan’s emerging Smart Cities efforts.
The JP CERT serves not only the capital and the
nation of Japan, but is the executive secretariat
across all CERTS for the Asia Pacific (APAC) region.
The JP CERT’s focus on continuous collaboration
and joint computer incident response—tested
through rigorous exercises—serves as a role model
for other countries hoping to establish national-
level incident response centers.

Effective partnerships focus on providing enduring
value through continuous innovation in the

risk mitigation area. Interpol’s Global Center for
Innovation (GCI), which is based in Singapore,
focuses on cyber forensics, data analytics, capacity
building, and proactive security campaigns. In its
first year of operation, the GCI has already shown
its value in organizing and executing malicious
botnet take-downs by working with a wide range
of law enforcement organizations across the globe,
as well as industry partners. In addition, the GCI
works closely with Singapore’s government to help

improve the cybersecurity posture of the country
and support Singapore’s massive investments in its
Smart Nation initiative.

Although its headquarters is in the United States,
the Financial Services’ Information Sharing and
Analysis Center (FS-ISAC) works with the banks
and financial services institutions around the
world to improve the exchange of cyber threat
information. As nations attempt to ensure that
their financial infrastructures are robust in the

face of growing cyber threats, FS-ISAC government
and industry members will be developing and
deploying solutions together. For example, the FS-
ISAC and many other information sharing groups
are relying on two technological developments that
were funded by the U.S. Department of Homeland
Security to share cyber threat indicators: the Trusted
Automated Exchange of Indicator Information
(TAXII) protocol and the Structured Threat
Information Expression (STIX™) language .3+

NEXT STEPS

The incorporation of privacy and security policies
and principles and the establishment of public/
private partnerships in all smart city projects is
pivotal. However, city managers must go beyond
plans and take action. An essential element of
action is developing relationships with city dwellers
on the topics of security and privacy. Mayors and

Smart City Partnerships

city managers must develop citizen awareness
programs concerning the growing digital threat.
Beyond awareness and training, city councils
and economic development organizations should
focus on the establishment of local and regional
public-private partnerships and the scaling of
existing partnerships. For example, in the Asia-
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Pacific region, AP CERT could be empowered to
improve computer incident response readiness by
collaborating with national capitals in the region
on smart city projects. The GCI and its growing
partnerships with cybersecurity firms could pilot
security data analytics projects for countering
cyber crime at the municipal level in the region.
Finally, automated cyber threat sharing needs to be
adopted as appropriate to bolster the cybersecurity
posture of private and public sector organizations.
The FS-ISAC model serves as a useful exemplar

of how this can be accomplished in large and
mature infrastructure sector; other models can be
developed to suit the needs of other sectors and
regions.

Critical to both government and industry is the
ability to measure progress towards the goal of
safe and secure smart cities. Fortunately, there

are several efforts under way to address this issue.
For example, the United Nations has created the
United Smart Cities initiative that has several aims,
one of which is to establish indicators associated
with Smart City outcomes. At the national level,
frameworks like the Cyber Readiness Index (CRI)

can be used to focus on the security aspects of Smart
City deployments. The CRI is a “comprehensive,
comparative, experiential methodology to a
country’s maturity and commitment to securing its
national cyber infrastructure.”3® Combining metrics
focused on Smart City efficacy and maturity with
those that focus on privacy, safety, and security will
be an important step in helping governments and
companies make good decisions around Smart City
deployments.

In sum, city managers, investors, and other city
dwellers need to work together to develop and
incentivize effective partnerships for secure
economic growth. This work includes identifying
both government and industry champions,
committing to like goals, adopting common
operating principles, and focusing on creating
enduring value. It is also incumbent on national
governments to formulate principles, standards,
and norms that stimulate development and growth
of the IoT by reducing risk.> If they are built on a
foundation of trust, Smart Cities have the ability to
greatly enhance the quality of life for societies on a
local, regional, national, and international level.
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