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Introduction

Over the past 20 years, the collection and monetization of internet users’
personal and behavioral data for the purpose of delivering targeted advertising
has emerged as a ubiquitous business model for the internet economy. According
to projections made in 2019 by eMarketer—a market research company that
focuses on digital marketing, media, and commerce—U.S. advertisers would
spend more than $129 billion on digital advertising during the year, whereas they
would spend only $109 billion on more traditional advertising methods such as
television, radio, and newspapers.’

The digital advertising industry has grown from an online version of the
traditional advertising system, featuring advertising agencies and publishers, to a
data-driven environment in which internet platforms such as Google and
Facebook take center stage. Today, the two companies account for approximately
60 percent of the U.S. digital advertising market, with the next closest
competitor, Amazon, only accounting for 8.8 percent of the industry market
share.” On a global level, Google accounts for approximately $103.73 billion in net
digital ad revenues, followed by Facebook with $67.37 billion, Alibaba with
$29.20 billion, and Amazon with $14.03 billion.*

One of the core components of the success of the online advertising industry has
been the introduction of new targeting tools that have enabled advertisers to
segment and select their audiences along very specific lines. These targeting
tools categorize consumers using a range of data points, which can include
demographic characteristics, behavioral information, and personally identifiable
information (PII).

Many companies assert that advertising can enhance the lives of their
consumers, as it can connect users with products or services that they may find
useful and may not otherwise be aware of. Although a user may find a certain
advertised product or service relevant, it is important to recognize that the main
goal of an advertisement is to drive purchases and revenue, or to elicit changes in
behavior or beliefs. In addition, by delivering useful content to users, platforms
aim to maximize the amount of time users spend on their services, which in turn
increases the number of ads users will view and the amount of revenue the
platforms will earn.’

Over the past decade, the digital advertising industry has increasingly adopted
automated tools to streamline the targeting and delivery of advertisements. The
goal of this targeting is to reach customers who are most likely to be interested in
particular products and services.® However, in many cases this targeting has
instead exacerbated discriminatory and harmful outcomes. It is important to
recognize that ad targeting and delivery practices inherently involve
“discriminating” among users as they require advertisers to delineate which
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categories of users they would like to target; therefore their reach “discriminates”
in favor of reaching certain users and against reaching others.

Not all of these delineations are based on sensitive or protected categories, nor
do all of them result in harmful outcomes. However, some distinctions can
generate particularly damaging outcomes,” especially where they involve
discrimination against protected classes or other sensitive categories. This can
harm protected classes and exacerbate hidden societal biases. For example, ad
targeting and delivery systems could be calibrated and optimized so that users of
a certain gender or race do not receive ads for certain employment opportunities.
As aresult, these users are deprived of the opportunity to apply for these jobs.
Given that the digital advertising ecosystem features an array of ads for services
such as employment, financial services, and housing, these online discriminatory
outcomes often have very real offline impacts.

In addition, the targeted advertising ecosystem can be (and has been) used to
spread propaganda and disinformation, enable media manipulation, and even
incite genocide.® These destructive outcomes have heightened concerns
regarding fairness, accountability, and transparency around algorithmic
decision-making. In addition, some researchers have discussed the harms posed
by the advertising business model in terms of human rights risks.” Because of
these concerns, some researchers, scholars, and members of civil society believe
that the targeted advertising business model as a whole must be overhauled in
order to enact meaningful change. This is an ongoing debate that will develop as
internet platforms further expand their ad targeting and delivery practices.”
While eliminating this business model would solve many problems described in
this report, the advertising business model is likely to last for the immediate
future. This report explores actions that could help to mitigate some of these
harmful effects.

This report is the third in a series of four reports that explore how automated
tools are used by major technology companies to shape the content we see and
engage with online. It focuses on the use of automated tools to target and deliver
ads to internet users and relies on case studies of three internet platforms—
Google, Facebook, and LinkedIn—to highlight the different ways algorithmic
tools can be deployed by technology companies to enable ad targeting and
delivery. These case studies will also highlight the challenges associated with
these practices. This report also offers recommendations on how internet
platforms, civil society, and researchers can promote greater fairness,
accountability, and transparency around these algorithmic decision-making
practices. This report also provides recommendations for policymakers in this
regard. However, because the First Amendment limits the extent to which the
U.S. government can direct how internet platforms decide what content to permit
on their sites, this report provides only limited recommendations for action by
policymakers.
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The Growth of Today’s Digital Advertising
Ecosystem

Over the past two decades, the digital advertising industry has grown
significantly thanks to the introduction of digital tracking tools and the adoption
of expansive data collection practices by online platforms. These practices have
enabled advertisers to more precisely segment their audiences based on a range
of characteristics such as age, education, gender, and ethnicity. In addition, these
tools have permitted segmentation based on more nuanced inferences such as
personality type, user likes and shares, and predicted behaviors." Based on these
insights, advertisers are able to deliver tailored ads to users online,'” often at a
much lower cost than through traditional advertising methods. As a result, many
advertisers have begun moving away from more traditional forms of advertising,
such as print and television.

The targeted advertising business model that is widely used today was pioneered
by Google in the late 1990’s."* In 2008, Sheryl Sandberg left Google and joined
Facebook as its Chief Operating Officer. One of her major first steps was to
introduce these digital advertising practices at the company, ushering in a new
era for the online advertising ecosystem. Subsequently, the targeted advertising
business model rapidly spread across the internet industry. As a result, more and
more companies are placing less emphasis on generating revenue in their early
days. Rather, they focus on rapidly growing their user bases, collecting vast
amounts of data on their users, and then using this data to enable and support ad
targeting and delivery. As a result of this model, these internet platforms have
been able to significantly monetize and profit off of their users’ data.'*

Today, the online advertising ecosystem consists of a number of actors. These
include ad publishers, ad networks, ad exchanges, and numerous outlets that
enable advertisers to gain reach and traction.

Internet platforms such as Facebook and Twitter are particularly important
within the online advertising ecosystem, as they operate “single-site” advertising
platforms; in other words, these platforms serve only one specific website. These
single-site platforms have revolutionized the ways that ads are targeted and
delivered to users, as they have created several centralized locations where
advertisers can engage with and target a plethora of individuals.” These
platforms also operate ad networks that place ads on third-party sites. Other
companies, such as Amazon, are also increasingly gaining traction and
prominence in the digital advertising industry. Although the company still has a
small percentage of the U.S. and global digital advertising industry market share,
it is considered a potential future contender with the larger platforms."

newamerica.org/oti/reports/special-delivery/



Telecommunications companies also play a role in the online advertising
industry. These companies are responsible for providing users with access to the
internet, and seek to provide advertisers with an alternative to the “walled
garden” advertising options provided by companies such as Google and
Facebook.” Over the past few years, telecommunications companies around the
world have made significant investments in the digital advertising space. For
example, in 2018, AT&T acquired AppNexus, a programmatic advertising
marketplace™ billed as the world’s largest independent digital ad exchange, and a
major competitor to Google and Facebook’s ad operations.”® In addition, in 2015
and 2017 respectively, Verizon acquired the ad-tech stacks of AOL and Yahoo!.
The company subsequently established the Oath Ad Platform. However, in 2019
the Oath ad platform was shuttered as part of a strategic business review.*®

newamerica.org/oti/reports/special-delivery/

10



The Role of Data in the Targeted Advertising
Industry

User data has been integral to the rise of digital advertising. The growth in the
digital advertising industry would not have been possible without expanding
digital data collection practices. As Ben Scott and Dipayan Ghosh outline in their
report Digital Deceit: The Technologies Behind Precision Propaganda on the Internet,
there are a variety of mechanisms that companies in the digital ad ecosystem can
use to collect user’s data. These can be broken down into four broad categories:*'

1. Web Tracking: When a user visits a website, the website loads built-in
web tracking technology. The most common of these technologies is the
web cookie, which can be “first-party” or “third-party.” First-party cookies
are developed and placed on a website by the website owner. This enables
the website to track a user’s movements and activity between web pages
on the website. Third-party cookies are developed and placed on a website
by a third-party entity, in partnership with the website. This enables the
third party to monitor and track a user’s activity on and across the website,
as well as across every website a user visits that has the third-party cookie
code embedded on it. Cookies can enable the tracking party to accrue
data that can help them infer the interests, preferences, behaviors, and
routines of a user based on their behavior across a network of third-party
sites. This information can then be used to target these users with specific
and relevant ads.

Although cookies are a highly pervasive form of web tracking, users can
manage how cookies monitor and collect information on them by clearing
cookies in their browser settings. Users can also deploy tools such as the
“Do Not Track” feature available on some browsers, which sends a
request to websites a user visits to disable its cross-site user tracking,
which includes cookies. However, respecting Do Not Track is a decision
made by websites, and some advertisers can actually use the fact that
users have opted to use Do Not Track use as a signal in browser
“fingerprinting,” discussed later in this section.”

2. Location Tracking: Granular location data is an integral component of
the digital advertising ecosystem, as it provides a significant amount of
information about the interests, preferences, behaviors, and routines of a
user. For example, a user’s location information can provide insight into
where a user lives, where they work, what stores or businesses they
regularly visit, and where they spend their free time. This information can
be used to determine which ads a user should be targeted with.
Smartphone application makers routinely use GPS signals, cellular
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network triangulation, Wi-Fi SSIDS, and Bluetooth connectivity to collect
such location information.

Users have limited avenues to prevent or manage collection of their
location information. These include turning off location settings on their
phone, managing the location information access of individual
smartphone apps, and opting out of location-based ads on single-site ad
platforms. However, it is important to note that many smartphone
applications, such as rideshare applications, require location information
in order to operate, and they often mandate that users provide constant
access to this data in order to use the app.

3. Cross-Device Tracking: Consumers, especially in the United States,
often access the internet from multiple devices. However, advertisers
generally want to avoid delivering duplicate advertisements to consumers
across multiple devices. In order to control when and where the ads are
delivered, the digital advertising industry has developed cross-device
tracking technologies that monitor user activity across devices. Once
cross-device inferences are made with high enough confidence, many
companies will associate a unique identifier with a user. This identifier
becomes a central anchor of user data that is collected across multiple
applications, internet platforms, and devices.

4. Browser Fingerprinting: A browser fingerprint is a compilation of data
about the setup of a user’s browser or operating system. This information
can include a user’s browser provider, browser version, operating system,
preferred language, browser plugins (software that is typically third-party
that adds functionality to a browser when installed), tracking settings, ad
blocker settings, and time zone. Because users are able to customize their
browser settings and preferences, their browser fingerprint can be used to
identify them across the internet. A 2015 study conducted by the
Electronic Frontier Foundation concluded that 84 percent of participating
internet users had unique browser fingerprints. Another study has found
that websites were able to track a user’s browser fingerprint even if they
were using a different browser, as a user retains similar browsing
characteristics such as similar operating systems, IP addresses, etc.”* This
raises significant privacy concerns. To evade browser fingerprinting some
individuals are using Tor, an open-source software that enables
anonymous communication. Tor manipulates tracking signals such as IP
address and operating system or normalizes them across all Tor Browser
users in order to prevent fingerprinting.

Data brokers such as Acxiom, Experian, and Oracle also play an important role in
data collection and user targeting. These companies combine user records from a
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range of sources, including retail purchases and census data, in order to provide
advertising platforms such as Facebook with hundreds of unique data points that
they can use to enhance their profile database.** Internet platforms, advertisers,
and third-party data brokers can also use data modeling techniques to make
further inferences and predictions about consumer traits and behaviors. Data
modeling enables these parties to use information on observed actions and self-
reported preferences and interests to supplement and fill in profile information.
For example, a data broker could use a user’s zip code and name to infer their
ethnicity based on census or other data showing ethnic breakdowns by zip code.
Data modeling can also be used to categorize users based on factors such as
creditworthiness or interest in certain topics.” In 2018, Facebook patented a
system that combines a range of data points to predict “socioeconomic group

. . 6
classification.””

According to Scott and Ghosh, the pervasive use of such methods and the
rampant data collection of internet platforms foster a vicious cycle when it comes
to the collection of highly personal data. The more highly personal data
companies are able to collect, the more relevant advertisements they are able to
deliver to users. The more relevant these advertisements are, the longer these
companies can keep users on their platforms, thus maximizing the potential
advertising space for each user, and driving revenue for the platform.” However,
there is disagreement around what relevant really means in this context.
Companies assert that relevant content is content that a user is likely to be
interested in based on their online profile and history. But this means that an
advertiser could target their advertisements to focus on specific personality types
and perceived emotional states. They could also use profiles to target and exploit
an already vulnerable category of users.”® This has already been documented. For
example, cigarette companies have targeted low-income communities with their
advertisements, and similarly vulnerable communities have been the primary
audience for products such as diet pills.” Similarly, in 2013, media planning
agency PHD released a study highlighting the dates, times, and occasions when
U.S. women felt the least attractive. Based on this, they laid the groundwork for
advertisers to target women during “prime vulnerability moments” such as on
Monday mornings when the research indicated women “feel least attractive.”*°
This raises a number of ethical concerns regarding how such relevant advertising
can be used to exploit marginalized groups or other individuals when they are
most vulnerable for the purpose of driving further revenue.

Although internet platforms collect a significant amount of user data, the largest
companies typically do not share or sell these vast datasets. They assert that this
is due to concerns regarding user privacy, competitiveness, and the protection of
intellectual property. However, the collection of user data is still central to these
platform’s business models, and although these companies do not sell this data,
they are still able to monetize it and gain significant financial benefits. For
example, platforms such as Google and Facebook have been able to successfully
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profit off of the vertical integration of behavior tracking and ad targeting.>"
Similarly, by offering advertisers tools to target users based on the platforms’
analysis of their users’ data, the platforms are effectively selling their users’
attention.*®

Today, there are few legal safeguards in the United States that limit what
companies can do with their users’ data. Although the California Consumer
Privacy Act went into effect in January 2020, the United States still lacks a
comprehensive federal law to protect consumer privacy. Further, in 2017,
President Trump repealed broadband privacy regulations that required internet
service providers to “obtain consumer consent before using precise geolocation,
financial information, health information, children’s information and web-
browsing history for advertising and marketing.”*® In the United States, internet
platforms and civil society organizations have called for comprehensive privacy
legislation. However, it is unlikely that any legislation will be enacted soon, as
there is little consensus over what specific provisions and safeguards such
legislation should cover.

newamerica.org/oti/reports/special-delivery/

14



The Role of Automated Tools in Digital Advertising

As internet platforms have explored ways to optimize the ad targeting and
delivery process, they have increasingly adopted artificial intelligence and
machine-learning tools. Given that advertising relies on making situation-based
decisions to determine what content to show a user during a certain scenario,
there is significant room for automation and and algorithmic decision-making to
streamline this process. For example, machine learning systems can be used to
optimize the ad delivery process by evaluating and extracting insights from
datasets to predict future user behavior and target ads to these users based on
these predictions. In addition, automated tools can be used to deliver ad
campaigns to users quickly and precisely, based on a range of granular factors
such as content format and timing.3*

Generally, the advertising operations of internet platforms can be categorized
into two components: ad creation and ad delivery. Ad creation is the process by
which an advertiser submits an ad to a platform. For most internet platforms,

there are three key stages to the ad creation process:*

1. Producing the ad creative: Advertisers develop content such as the
headline, text, media (e.g. images or video), and the website that an ad

should link to. This content is collectively known as the ad creative.?®

2. Audience selection and targeting: Advertisers select which segments
of a platform’s users they want to target with their ad.?”

3. Bidding strategy: Advertisers specify how much they are willing to pay
to have their ads shown to users. There are a number of metrics that can
be used when making and assessing a bid, including per-impression or
per-click bids. Advertisers can also place a maximum cap on their bid and
allow the platform to bid for them.?®

Once an advertiser has submitted all of this information to a platform, the
platform may review the ad, either using automated review, human review, or a
combination of the two, to ensure it is in compliance with policies such as its ad
content policies, ad targeting policies, and its general platform content policies. It
is important to note, however, that not all internet platforms have instituted such
a review process, raising concerns that platforms may be allowed to run
discriminatory and harmful ads. Once an ad is ready to be run, it will be moved to
the ad delivery phase.® Ad delivery is the process by which an advertising
platform shows ads to users. Most ad delivery systems are automated in part or in
full. For every ad slot that is available, an ad platform will host an automated
auction to determine which ads should be shown to a specific user. A platform
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will deliver an ad to a specific set of users based on a range of factors, including
the advertiser’s budget and how an ad campaign is performing*° (as measured by
metrics such as engagement or impressions).

Although this seems relatively straightforward, there are some caveats to this
process.*" First, platforms generally avoid showing ads from the same advertiser
to a user in quick succession. As a result, a platform’s ad delivery system may
disregard bids for advertisers who recently won an auction for the same user.
Second, platforms assert that one of the benefits of targeted advertising is that it
provides users with relevant content that enhances their user experience.
Although relevance is a rather subjective notion, some platforms try to quantify it
by calculating a relevance score when considering which ads to show a user.
However, since the ad delivery decision-making process typically involves
algorithmic decision-making, ad platforms do not solely rely on a bid to
determine the winner of an auction. This process permits ads with cheaper bids,
but higher relevance scores, to win against ads with a higher bid in an auction.
This is because platforms benefit financially from delivering relevant content,
including ads, to users, as it increases the likelihood users will continue using a
platform.* Third, platforms and advertisers may prefer to evenly spread an
advertiser’s budget over a certain period of time, rather than spending it all at
once. This introduces further caveats related to which ads should be considered
by platforms for which auctions. It also demonstrates that internet platforms
consider more than just an advertiser’s bid when determining which ads to
deliver.®

Once an advertiser enters the ad delivery phase, they will typically receive data
from the internet platform detailing how their ad is performing. This data can
include demographic and geographic information on the users who are viewing
the ads, as well as some information on the users who actually click or engage
with the ad.**

Examples of how automated tools can be used during the ad targeting and
delivery phases include:

1. Dynamic Creative Optimization: Internet platforms are using
automated tools to help advertisers identify which users are most likely to
react to a certain ad. During the Dynamic Creative Optimization process,
advertisers can tailor ad content for particular users. They can do this by,
for example, using A/B testing® to evaluate and collect data on how a user
reacts to an advertised price, an ad delivered at a certain time, or an ad
delivered in a certain format. During these trials, the advertising system
captures engagement statistics. These can be used to inform the future
efforts of advertisers and the internet platform. For example, this
information can inform the internet platform’s algorithms on what the
most successful targeting strategies are. The more resources that an
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advertiser spends on such tests, the more refined and effective their

campaigns are likely to become.*

. Digital Ad Mediation: Digital ad mediation is the process of connecting
mobile publishers or consumer engagement platforms (such as the
Twitter mobile application) with a brand in real time in order to deliver the
most relevant ad to a user. Given the volume of content and the number of
users on mobile applications, the digital ad mediation process is most
effective when internet platforms deploy it using automated tools.*”

. Social Media Management Software: Social media management
companies are increasingly using automated tools to produce, target, and
deliver social media campaigns. Leading social media management
providers such as Hootsuite are harnessing the power of automated tools
to gather detailed information about users’ reactions and sentiments
related to certain brands. When an event that is relevant to a target user
occurs, these tools use these sentiment insights to immediately dispatch
an ad that may be relevant to them.*® For example, luxury fashion house
Givenchy could establish a contingency to initiate promoted ads for their
products anytime their spokesperson Ariana Grande appears on television
or in a Givenchy-related hashtag. Further, social media management
companies are also increasingly adopting machine learning algorithms
into their client workflows in order to fuel recommendations regarding
audience segmentation, content delivery, and more. These insights aim to
significantly expand the reach and influence of brands.*’
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Concerns Regarding Digital Advertising Policies
and Practices

The rise of the digital advertising industry has created new roles for brands,
publishers, and internet platforms. It has also raised a number of concerns
regarding privacy, surveillance, and fairness, accountability, and transparency
around algorithmic decision-making practices.

In the early 2000s, a Minnesota father found Target ads for maternity clothing
and nursery furniture addressed to his teenage daughter in the mail. According to
Target statistician Andrew Pole, the company was able to use historical buying
data on all of the women who had signed up for Target baby registries to identify
purchasing patterns. This information was used to create an algorithm that could
identify women who were likely pregnant. Target then delivered ads to women
who had been identified as pregnant. For example, the company’s statisticians
found that women on the baby registry were buying more quantities of unscented
lotion around the beginning of their second trimester. Additionally, many
pregnant women purchased supplements such as calcium, magnesium, and zinc
during their first 20 weeks. By bundling pattern-based data points such as these
together, Target was able to calculate and assign each shopper a “pregnancy
prediction score” and estimate each pregnant woman’s due date within a narrow
window.’® In the case of the Minnesota teen, this meant that the company knew
she was pregnant and acted on this knowledge before she decided to tell her own
family. This was over 10 years ago.”’ Since then, the digital advertising ecosystem
has significantly changed, and such practices have become even more refined,
more pervasive, more automated, and less visible. Today, the industry relies on
and monetizes user data at an unprecedented scale. In this way, data has become
the lifeblood of the digital advertising industry. Simultaneously, these rampant
data collection and monetization practices have raised a number of concerns.

As Harvard Business School scholar Shoshana Zuboff outlined, the digital
advertising industry can be situated within the framework of “surveillance
capitalism.” In her book The Age of Surveillance Capitalism: The Fight for a Human
Future at the New Frontier of Power, Zuboft describes how in the twentieth century,
companies such as General Motors and Ford sparked the rise of mass production
and managerial capitalism. In the twenty-first century, companies such as Google
and Facebook have initiated the rise of surveillance capitalism. These platforms
commodify “reality” by tracking the behaviors of individuals online and offline,
making predictions about how they may act in the future, and constructing
mechanisms to influence these future behaviors, whether such behaviors are
voting or making purchases.”

In this new digital advertising model, internet platforms might not sell access to
user data. But they do sell the attention of these consumers to brands and
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companies that are willing to pay for it.* Additionally, these platforms monetize
data by using it to facilitate ad targeting. These practices are extensive and
invasive. Such pervasive online and offline surveillance, and the subsequent
monetization of users’ behaviors and ideas treats the “private human experience
as raw material for product development and market exchange.”** This model
incentivizes internet platforms to collect as much data on users as possible, as
this will enable them to offer precise targeting and delivery tools to advertisers.”
In addition, the digital advertising ecosystem incentivizes rampant data
collection as these systems require vast datasets in order to operate and improve.

Despite the fact that data-driven ad targeting and delivery practices have become
an integral component of the business models of many internet platforms, there
is still little transparency around the mechanisms and policies that these internet
platforms use to carry out these practices.® Many users also lack awareness of
how internet platforms target and deliver advertisements to them. Additionally,
few (if any) internet platforms offer their users a comprehensive set of
mechanisms with which individuals can control how they fit into the online ad
ecosystem.

Nonetheless, a growing body of research has emerged documenting the
concerning and often discriminatory results of algorithmic decision-making in
the digital advertising ecosystem. The precise nature of modern ad targeting and
delivery systems has enabled advertisers to specify which categories of users they
would like to include in their ad campaigns. While these determinations might
result in some users receiving ads that are relevant to them, this can also result in
the discriminatory exclusion of certain categories of users. This can happen even
if an advertiser sets apparently non-discriminatory parameters regarding which
audiences they would like to target with an ad. This is because automated tools
used to target and deliver ads at scale make inferences based on engagement
metrics and data on what categories of users are more likely to engage with an ad.
This can, and has been found to, reinforce certain societal biases regarding race,
gender, and socioeconomic status® through instances such as price
discrimination in ads on online retail sites and gender and race discrimination in
ads on job and employment sites.’® For example, an ad delivery algorithm might
only deliver ads for traditionally-male dominated jobs, such as doctors or
engineers, to male job-seekers—as it bases its optimization strategy on current
and historical data on job occupants that reflect societal gender discrimination in
these career fields. Automated tools can therefore prevent some categories of
users from receiving critical and relevant information based on false inferences
about who will be interested in an ad, which largely reflects societal prejudices
and biases.

In addition, political advertisements on internet platforms have come under
increased scrutiny. This was in part triggered by revelations that Russian
operatives had used political advertising services on a number of internet
platforms to influence and suppress voting in the 2016 U.S. presidential election.
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59 Since then, these platforms have come under increased scrutiny and pressure
to provide greater transparency and accountability around their advertising
operations, and to develop clearer policies and processes governing who can
purchase and run political advertising campaigns.®® Some platforms, such as
Pinterest and most recently Twitter, have opted to ban political advertising on
their platforms altogether.”" However, because political advertisements cannot
be easily categorized or defined, and given that some of these decisions were
made fairly recently, the impact of these new bans is yet to be seen.

Policymakers are also considering what approaches they can take to prevent
election interference in the future, and to promote greater transparency around
political advertising practices online. One example of such an effort is the
introduction of the Honest Ads Act, which aims to regulate political
advertisements online. However, some commenters have questioned whether
such legislative approaches are consistent with the First Amendment, and
whether this is a space in which the government can legally take action.®’
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Case Study: Google

——f

General Overview of Google’s Advertising Platform

Google is the world’s largest search engine with approximately 92.19 percent of
the global search engine market.® The platform currently ranks first for global
internet engagement on Alexa rankings,’ meaning that it is the single most
visited website in the world.® Google is also the largest player in the digital
advertising market, with a 37.2 percent market share. Advertising funds the
majority of Google’s, and its parent company Alphabet’s, operations, with about
85 percent of Alphabet’s annual revenue coming from ads.%

Although Google was not the first digital advertising platform, it is responsible
for establishing targeted advertising as a key industry practice.®® In doing so, the
platform reaped massive financial rewards and laid the groundwork for
surveillance capitalism to become an established practice throughout the
technology industry.®® In the late 1990’s, Google engineers recognized the vast
potential of the continuous flows of behavioral data that could be inferred from
the company’s expansive data logs from search queries. Google initially used this
data to refine and improve its product offerings. In late 2000, Google also
harnessed this data to begin matching digital ads with queries, with the aim of
delivering relevant ads to users and ensuring value for advertisers.”® The insights
provided by this behavioral data were paramount, and Google eventually also
used this data to predict user behavior, which further spawned the growth of the
company’s ad business.”!
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Like many other online platforms and digital advertising platforms, Google
collects and monetizes a staggering amount of user data, including personal
information on users such as their age and location, which is used to target and
deliver ads to them across the internet. It collects this information based on
factors such as what a user searches for using its Search product, the videos they
watch on YouTube, and the places they look for on Google Maps.”” The company
also collects sensitive information about individuals even when they are logged
out of their Google accounts, browsing in a private browsing mode, or not even
Google account owners in the first place. All of the information that Google
collects on individuals online is used to target and deliver ads to them across the
internet.

In July 2018, Google rebranded and reshuffled its ad products so that they
focused on three core offerings: Google Ads, Google Marketing Platform, and
Google Ad Manager. Google Ads is a rebranded version of AdWords, a search-
based paid advertising system. The Google Marketing Platform merges Google
Analytics 360 Suite and DoubleClick Digital Marketing. Google Ad Manager is a
programmatic advertising platform that merges DoubleClick for Publishers and
DoubleClick Ad Exchange. These will be discussed in more depth in the next

section.”?

A Technical Overview of Google’s Advertising Platform

The primary mechanism that Google uses for targeting ads is DoubleClick, an
advertising delivery and tracking company that Google acquired in 2007. As
previously mentioned, portions of DoubleClick were merged into the new
Google Marketing Platform and Google Ad Manager in June 2018. Therefore,
mentions of DoubleClick refer to its technology, as the actual brand has been
distributed throughout Google’s platform.

DoubleClick relies on web cookies to track and collect information on users’
browsing behaviors. It primarily does this by monitoring user IP addresses. This
information can be used to infer a great deal about users’ behaviors, habits, and
interests, which is then used by DoubleClick to target and deliver ads to users.”*
However, DoubleClick does not have access to a user’s real identity. Information
such as users’ names, email addresses, and search histories lies with Google
proper. > When a user visits a web page that hosts advertising content through
Google’s Display Network or its DoubleClick Ad Exchange (now part of Google
Ads and Google Ad Manager respectively), DoubleClick is able to identify the
users’ digital identity and determine which ads the user should see.”® This is
possible even if the user does not arrive at this web page through a Google
product or service such as Google Chrome or Google Search.

The primary mechanism through which businesses can deliver and place ads on
Google is through the Google Ads platform. Google AdWords was launched in
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2000 and rebranded as Google Ads in 2018. Google Ads enables advertisers to
create and deliver mobile and desktop ads. These ads can appear on Google’s
search engine results page (SERP), on other Google products and platforms (e.g.
YouTube and Blogger), and on websites that opt in to having Google-placed ads
on their web pages.

Using Google Ads, an advertiser can run three types of campaigns—search ad
campaigns, display ad campaigns, and video ad campaigns. Search ads are text-
based ads that appear alongside search results on the SERP. Display ads are
conventionally image-based ads and they appear on websites that opt in to
having Google place text- and image-based ads on their web pages. These
websites opt in to this process by becoming part of an ecosystem of such
websites, known as the Google Display Network (GDN). A website that is
interested in hosting online ads must install software onto their website that
relays information about a current user, such as their search criteria, to Google.
Google will then place ads it deems relevant on their website. Through this
process, these host websites receive a cut of the money from the ads. When an ad
placed by Google appears on a website other than Google.com, it will be labeled
with the banner “Ads by Google.””” The third category of ads, video ads, typically
last between six and 15 seconds and appear on YouTube before, during, or after a
video plays.”®

There is no upfront cost for advertisers who want to run ads using the Google Ads
platform.”® The profit model of Google Ads is based on three types of bids. The
first is cost-per-click (CPC), in which an advertiser pays for every click their ad
receives. The second is cost-per-mile (CPM) in which an advertiser pays for 1000
ad impressions. The third type of bid is cost-per-engagement (CPE) in which an
advertiser pays a certain amount when a user demonstrates a predicted action
with an advertiser’s ad. When a user clicks or engages with an ad on a website
that is part of the GDN, Google and the website owner split the profits.*
Websites that are part of the GDN can be paid per-click or per-impression for the
ads that appear on their web pages.81

When an advertiser wants to place a bid for an ad campaign, they can do so using
an automated or manual bidding process. Manual CPC bidding lets advertisers
set their own maximum cost per click for their ads. Advertisers can set a default
bid amount for their entire ad group. They can also set separate bid amounts for
individual ad keywords or placements, which they may have identified as more
profitable. As an ad campaign runs, Google Ads will help advertisers evaluate and
optimize their performance.

Advertisers who want even more detailed information can use Google Analytics.
%2 Google Analytics is a Google product that can track and report on website
traffic to an ad.® It also feeds data back to Google, which can use the data to
enhance its targeting practices and parameters.** According to the 2016
Englehardt and Narayanan study, Google Analytics is present on almost 70
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percent of websites.*s During automated bidding, an advertiser can choose from
anumber of automated bidding strategies, such as maximize clicks, maximize
conversions, and maximize conversion value. Conversion is when a user engages
with an ad and then performs an action an advertiser deems valuable such as
making a purchase or communicating with the business.*®

During the automated bidding process, an advertiser will set a maximum budget
that they are willing to spend. Google will take into account this maximum
budget and adjust an advertiser’s bid based on competing bids in order to
optimize the advertiser’s selected bid strategy.

A bid is not the only factor that influences who wins an ad auction, however.
Google determines how to rank and place ads by calculating an Ad Rank value.
The higher an advertiser’s Ad Rank value, the higher its ads will rank on the list
of ads to place.®” Ad Rank is calculated by multiplying the maximum bid placed
by an advertiser with an advertiser’s Quality Score (QS). The QS is an estimate of
how relevant an advertiser’s ads, keywords, and landing page are to a user who
sees an advertiser’s ad. A higher QS typically results in lower costs for an
advertiser and a better ad position.*® This is because a user who engages with
relevant content is more likely to continue using Google’s services. As a result,
Google is not only interested in the price advertisers pay, but it is also in Google’s
business interests to ensure relevant ads are displayed to users.*® The QS is
calculated by measuring the quality of an ad using a range of factors. These
include:

1. The Landing Page Experience: An estimate of how relevant and useful
an advertiser’s landing page is to users who click on their ad. This metric
accounts for how well the content on an advertiser’s landing page matches
auser’s search query and how easy it is for users to navigate the landing

page.

2. Expected Clickthrough Rate (CTR): A measure of how likely it is that
an advertiser’s ad will be clicked on when shown. This score is based on
the past clickthrough performance of an advertiser’s ads. It does not
consider factors that could affect the visibility of an ad, such as ad
position, and extensions.

3. Ad Relevance Measure: A measure of how closely an advertiser’s
keyword matches the message in their ads. A below average ad relevance
score can indicate that advertiser’s ads are too general or too specific to
answer a user’s query, or that the keyword is not relevant to the
advertiser's business.”® The higher an ad’s QS, the higher it will be ranked
and placed online.”*
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Advertisers can also opt to use responsive search ads. This is when an advertiser
provides Google with a set of 1§ headline texts and four variations of ad copy.
Over time, using its analytics and insights, Google Ads will automatically test
different combinations of these headlines and ad copy®” using A/B testing. It will
then identify, select, and run which of these combinations performs the best.”?

Google AdSense is the primary mechanism that online publishers such as
bloggers or website owners can use to host ads on Google. The AdSense platform
is distinct from the Google Ads platform and was launched in 2003. It enables
contextual advertising by letting online publishers opt in to allowing Google to
place ads on their websites, which are targeted to the publishers’ content or
audience.”* When a user enters search criteria into a website that is using
AdSense, AdSense will place ads that it deems relevant to the user’s search on the
search results web page. If an advertiser, also known as a “sponsor,” is interested
in placing an ad online using AdSense, they provide Google with search criteria
and potential ads that Google can deliver if a relevant match occurs. Sponsors
will also provide Google with a bid they are willing to pay if a reader ends up
clicking on an ad that was delivered to them.”

In order to determine which ads should be displayed to a user during a search
query, Google runs an automatic bid auction in real-time for the same search
criteria. Typically, the ad with the highest bid will be displayed first, and the
remaining ads will be ranked sequentially. If a bid is too low or if displaying an ad
will result in passing a threshold related to an advertiser (e.g. exceeding the
maximum account total for the sponsor), then Google may not show the ad.*®
AdSense automatically places targeted ads, which are created and paid for by
advertisers, on a participating publisher’s website.”” Google pays these web
publishers based on the number of clicks or impressions ads receive.”® Since
advertisers pay different prices for different ads, the amount that a web publisher

can earn through using AdSense varies.””

According to a 2016 study by Englehardt and Narayanan, DoubleClick is present

199 thanks to “cookie syncing,” which enables

on almost 50 percent of websites
different trackers to share user identifiers with each other. This makes
DoubleClick one of the most promiscuous cookie-syncing third parties, sharing

108 different cookies with 118 other third parties.'*!

Controversies Related to Google’s Advertising Platform

Google’s ad targeting and delivery practices have been scrutinized for their
ability to produce harmful results. Many researchers have documented how the
platform’s targeting parameters can enable advertisers to generate
discriminatory outcomes. As previously noted, the process of establishing
targeting parameters involves discriminating or differentiating among categories
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of users as it requires advertisers to include and exclude users based on their
personal traits, behaviors, and preferences. While not all types of discrimination
against users is problematic, in cases where the discrimination is based on
protected classes or other sensitive categories, this can result in harmful and even
illegal outcomes that negatively affect protected classes and exacerbate hidden
societal biases.

According to a Google spokesperson, Google’s ad targeting policies prohibit
targeting based on traits such as race, ethnicity, religion, disability, and negative
financial standing. Despite this formal policy, however, advertisers are able to
target ads based on related parameters such as address, which can be a proxy for

192 In addition, as described below, even

race due to segregated housing patterns.
beyond deliberate use of proxies, targeted ads may lead to discriminatory

patterns by detecting and perpetuating hidden biases in underlying data.

For example, in 2017 BuzzFeed News revealed that Google’s ad platform permitted
advertisers to target users using discriminatory terms. In addition, the
investigation found that Google’s ad platform also suggested discriminatory
keywords in response to such harmful terms. These suggestions were generated
by automated tools. For example, entering “white people ruin” as a potential
advertising keyword returned automated suggestions to run ads next to searches
including “black people ruin everything.” Similarly, entering “why do Jews ruin
everything” returned automated suggestions to run ads next to searches
including “the evil jew” and “jewish control of banks.”

Following an inquiry to the company about the keywords Buzzfeed used in its
investigation, Google disabled all of the keywords except “blacks destroy
everything.” The company stated that just because a keyword is eligible, it does
not mean an ad campaign will necessarily be run using it. In addition, the
company shared that it has language that informs advertisers when their ads are
offensive and subsequently rejected. However, given they failed to catch these
particular keywords, this investigation revealed how the use of automated tools
during the ad targeting phase can result in the exacerbation of societal biases and
discriminatory outcomes.'?

Numerous researchers have also identified instances of discriminatory outcomes
during the ad delivery phase while using Google’s ad platform. A 2013 study on
discrimination in online ad delivery found that when the researcher conducted a
Google search for a person’s name, Google AdSense would return personalized
ads for public records on the SERP. The study found that when the search terms
included names that were commonly assigned to African American children, the
resulting public record ads suggested that the individual had an arrest record 81
percent to 86 percent of the time. When the search terms included names that
were primarily assigned to white children, the word “arrest” typically did not
appear in the text of the public records ads that were delivered.
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This study provided a dramatic example of how the algorithmic decision-making
of Google AdSense’s delivery system detected and perpetuated societal biases.
Although historical bias in the American criminal justice system has resulted in
disproportionate arrest rates for African Americans, the AdSense algorithm was
also detecting and perpetuating the societal notion that African American names
would be associated with an arrest record in public records.'®* In fact, however,
in many of these cases, although the ads were suggestive of an arrest record, after
actually clicking through, a user would find that these individuals had no actual
arrest record.

In addition, a 2015 study found that when users self-identified their gender in
their ads settings, Google was less likely to show female job seekers ads for
coaching services for high paying jobs, compared to male users. In order to test
this, the researchers built an automated system that mimicked 17,370 jobseekers,
and indicated the gender of each fake user in the ad settings.

The profiles were then shown 600,000 ads that the researchers tracked and
evaluated. The study highlighted how Google’s ad delivery system made
inferences about what types of ads were relevant to a user based on the user’s
identified gender. This raised significant concerns, as these results reflected
existing societal biases and highlighted how such tools could be used to further
exacerbate such biases, by for example, furthering the gender pay gap.'®

In some cases, AdSense has also raised issues when advertisers have found their
content placed next to controversial or harmful content such as hate speech. This
often results in public backlash as well as advertisers pulling their ads from

1°6 It has also highlighted the need for brand safety, and
advertisers are increasingly looking to advertising platforms to ensure that their

Google’s ad platform.

ads are placed next to brand-safe content.

Given the range of controversies Google has faced related to its ad practices, the
company has come under significant pressure to provide greater transparency
and accountability around its ad operations. The company has taken some steps
to remedy these issues. However, given the vast reach and influence of its tools,
and because often times discriminatory outcomes can result from societal biases
that are hidden in the data that Google’s algorithms are processing, efforts to date
have been insufficient to address these serious and complex problems.

Google’s ad targeting and delivery practices have also raised numerous privacy
concerns. In the last several years, Google has varied its practices regarding what
data it collects and combines for purposes of ad targeting. Prior to 2016, Google
explicitly stated that unless users opted-in, the company would not combine
users’ personal information collected from Google products such as Gmail and
YouTube with the information it collected on users’ browsing activity, such as IP
address and search queries,'® using DoubleClick.®® Despite this, the company
introduced this practice in June 2016. Google could now deliver personalized ads
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to users based on data such as the keywords'®® they used in Gmail or receipts

they had in their Gmail account.”

This change raised a number of privacy
concerns and signaled a significant increase in the company’s invasive data
collection practices."" In June, 2017, the company announced that it would end
this practice before the end of that year, and Gmail content would not be used or

scanned for any ads personalization."

Google also buys data on consumers’ credit card purchases and other offline
activity in order to enhance its ad targeting and delivery offerings." The
company asserts that by harnessing all of these data points, it will be able to
deliver users with ads that are more useful and relevant to their interests.

Steps Google Has Taken to Adjust Its Advertising Platform Since the
2016 U.S. Presidential Election

Following the controversy around the use of political advertising to influence and
suppress voters during the 2016 U.S. presidential election, Google created a
database of paid political advertising from its ad platform in its transparency
report. The database includes information on political ads in the United States,
the European Union, and India. Information in the database includes the total
ads run and the total ad spend since May 31, 2018, ad spend by geography (by
state or country), the top advertisers, and the top keywords. This data is updated
weekly and is available for download in a CSV (comma separated values) file. In
addition, each ad in the database is accompanied by information on the ad’s
format (e.g. video), the amount spent on the ad, a range of the impressions the ad
accrued, and a date range that the ad ran in.

Although these data points are a valuable starting point, the database does not
include granular information on how and to whom these ads were targeted and
the reach and engagement they had. For example, Google currently provides a
range figure of the impressions an ad received, but this does not include detailed
engagement information such as the number of likes, shares, and video views the
ad received. In addition, the database does not include information on the size
and characteristics of the user categories that the ad was delivered to.
Transparency around this information is important because it is often required
for researchers in order to identify instances of discrimination.

Further, Google’s database and transparency report only cover three regions—the
United States, the European Union, and India. In December 2019, the company
expanded its election advertising transparency in the United States to include
state-level candidates and officeholders, ballot measures, and ads that mention
federal or state political parties."* However, these transparency efforts are
limited to certain markets, and are not applicable to all of Google’s users and ad
operations around the world, despite the fact that these services are used

115

extensively globally.

newamerica.org/oti/reports/special-delivery/

28



As a result, this database falls short in its attempts to provide meaningful
transparency and accountability around Google’s political advertising operations
to all of its users.

Additionally, Google does not provide a comprehensive database of other types
of ads outside political ads on its platforms, even though they may also yield
discriminatory outcomes. In March 2019, the Department of Housing and Urban
Development (HUD) charged Facebook for discriminatory ad practices related to
housing. Shortly thereafter, HUD announced it would also be investigating
Google and Twitter’s ad practices, suggesting that discriminatory advertising
around housing may also be a concern on Google’s ad platform. Investing
resources into expanding this ad transparency database to include all categories
of ads would therefore be in the best interest of both the public and the company.

In addition, Google’s transparency report does not provide any data on how the
platform enforces its ad content and targeting policies, and how many ads and
accounts are subsequently removed or suspended. This demonstrates a
significant gap in transparency and accountability around how the platform’s ad
content and targeting policies are enforced. In December 2019, France’s
competition watchdog, 'Autorité de la Concurrence, fined the company €150
million for using and randomly enforcing “opaque and difficult to understand”
operating rules on its ad platform. The authority has ordered the company to
provide further clarity around how it creates its Google Ads rules and how it

6
enforces these rules to suspend accounts."

Google has taken some limited steps to address concerns regarding transparency
and accountability around their ad targeting practices. In November 2019, the
company announced that it would limit targeting options for verified advertisers
seeking to run election ads so that these advertisers can only target users based
on geographic location (down to the postal code level), age, and gender.
Advertisers will be able to continue targeting users with contextual targeting (e.g.
delivering ads to users reading or watching a story about the economy). The
policy change applies to ads on Google Search, YouTube, and through the GDN.
Google initially rolled this policy out in the United Kingdom ahead of the General
Election in December 2019, and then expanded it to the European Union at the
end of 2019, and globally in the beginning of 2020."”

As the debate around appropriate rules for political ads online continues, many
civil society organizations and researchers are calling for internet platforms to
ban political ads altogether. In March 2019, Google banned political ads in
Canada ahead of the country’s federal elections. This followed Canadian
lawmakers’ enactment of a bill in December 2018 that will go into effect in June
2020 and will require online platforms to keep a record of all political and
partisan ads they publish directly or indirectly during an election season.
According to Google, complying with this law would necessitate major
alterations to its advertising system, as it deploys a real-time bidding procedure.
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Given these technical barriers and the fact that both political and partisan ads are
hard to define and thus hard to monitor, Google decided to ban political ads in
the country rather than risk non-compliance, which could result in fines or jail
time."™®

Other prominent voices, such as Ellen L. Weintraub, the chair of the Federal
Election Commission, have suggested that instead of banning political ads
altogether, platforms should prohibit the practice of microtargeting political ads.
Microtargeting is a marketing and advertising strategy that harnesses user data,
such as their interests, online connections, purchase history and demographic
data, in order to segment users into smaller, more precise groups for ad and
content targeting.""? According to Weintraub, the practice of political ad
microtargeting, enables advertisers to identify vulnerable groups and deliver
political misinformation to them with little accountability, as these ads are never
seen by the larger public."”® Numerous researchers, technologists, and civil
society and advocacy organizations have joined this call for a prohibition on
political ad microtargeting.' Others, however, have pushed back, stating that
limiting microtargeting prevents grassroots candidates from establishing
themselves and puts them at a disadvantage.'*

Further, following controversy over Facebook’s decision to exempt political ads
from its fact-checking policy in October 2019, Google clarified that it prohibits
making false claims in political ads.'** However, some political leaders in the
United States have criticized the company for limiting this ban only to false
claims that could result in voter suppression or threaten election integrity, and
not applying it to cover false claims regarding specific candidates."**

User Controls on Google’s Advertising Platforms

Google has extended some limited features to its users in order to give them
greater control over their ad experience. For example, Google users can adjust
certain ad preferences and settings through the Google Accounts page. This
includes being able to turn ad personalization off. It also includes being able to
stop the platform from using activity and information from Google services to
personalize ads. This applies to ads on websites and apps that partner with
Google to show ads. When enabled, this feature stores data from these partner
websites and apps in a user’s Google Account. This page also includes
information on how a user’s ads were customized, and it explains that ads are
customized based on personal information in a user’s Google Account, data from
advertisers that partner with Google, and Google’s inferences about a user’s
interests. This last category includes a list of factors, such as apparel or combat
sports, that Google’s ad system believes are relevant to the user and thus
considers when targeting and delivering ads to them. Users have the option to
remove any of these factors from the list of active factors considered by Google’s
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systems. This page also links users to an install page for a browser plugin that
enables users to maintain their preferences for opting out of personalized ads
from Google. The plugin enables users to retain these preferences even after they
have cleared their cookies. However, these features and controls are only
available to Google users who are logged in, leaving non-logged in users or users
without a Google account with fewer controls.

According to Google, there were 2.5 billion visits to the Google Accounts page in
2018, but only 20 million people per month visited the ad settings page.'* This
raises concerns that although Google offers a limited set of controls to users,
users may be either unaware of these options or the settings may be hard to
access or understand.

Users and non-users can also adjust ad settings using AdChoices, where they can
control ads from other ad networks. This tool provides a list of all of the
participating companies including which of them run personalized ads for a
user’s browser. The tool also enables users to opt out of data collection and use
from participating companies. These participating companies abide by the
Digital Advertising Alliance’s (DAA) self-regulatory principles126

Additionally, in May 2019, following decisions by browser companies such as
Mozilla and BRAVE to restrict the use of cookies, Google implemented similar
restrictions on Google Chrome, noting that it wanted to provide users with
greater controls over how these cookies were deployed to track their behaviors.
The changes included requiring website developers to flag when cookies can be
used for cross-site tracking purposes. The changes also allowed users to clear
cross-site tracking cookies, while enabling single domain cookies to continue
operating, thus maintaining user logins and settings."*” Also in May, Google
introduced an auto delete feature that complemented the existing manual
deletion controls. The new feature enables users to set up automatic deletion of
their location, app, and web history. Users are able to choose a period of time—
either three months or 18 months—that Google can save their data. Data that falls
outside this period is deleted automatically. Users also continue to have the

option to pause Google’s web and app activity tracking."®

Further, Google introduced a browser extension that users can install to receive
more information about the ads they see across Google products and services
and from its ad network partners. This information includes the names of third-
party companies that helped with the ad targeting process, as well as the names
of companies with trackers embedded in ads.'*

Despite Google’s efforts to promote greater transparency and accountability
around its online ad practices, the company falls short. As described, it offers
users a limited set of controls over their online ad experience, but these are
difficult to understand and use. In addition, non-users or logged out users do not
have access to these controls and are therefore unable to manage and opt out of
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receiving personalized and targeted ads. Further, although Google publishes a
political advertising database and transparency report, this report fails to provide
granular information on the targeting parameters of these ads as well as related
engagement metrics. This report also does not provide this information on an
adequate global scale, despite the fact that Google has a global user base. This
report also does not provide a comprehensive overview of total advertising on
Google’s ad platform, as it only covers political ads. Given that the platform is
one of the largest digital advertising players in the industry, it needs to do more to
provide adequate and meaningful transparency and accountability around its ad
targeting and delivery operations to its users and the public.
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Case Study: Facebook

facebook business
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Source: PixieMe / Shutterstock

A General Overview of Facebook’s Advertising Platform

Facebook is the world’s largest social media platform, with approximately 1.59
billion daily active users as of June 2019."3° The platform ranks third in global
internet engagement on Alexa rankings."' Facebook is the second largest player
in the United States and global digital advertising industries, after Google.
Projections from earlier in 2019 estimated that the platform would have
approximately 22 percent of the U.S. market share'” and generate $67.37 billion
in net digital ad revenues in 2019."3* Advertising accounts for the majority of the
company’s revenue. In 2018, the company generated $55 billion in ad revenues, a
significant increase from 2017, when it generated almost $40 billion in ad
revenues.**

One of the primary reasons that Facebook has been able to successfully grow its
advertising operations is because it collects a vast amount of data on its users.'®
Facebook collects this data using social plug-ins and cookies that track Facebook
users, regardless of whether they are logged into the platform or not."®
According to a 2016 report by Steven Englehardt and Arvind Narayanan,
Facebook has placed trackers on approximately 30 percent of the top 10,000 sites

listed on Alexa ranking’s top site list and 32 percent of the top 500 Android apps.
137
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Facebook’s expansive advertising operations have yielded concerning results,
however. In early 2018, it was revealed that British political consulting firm
Cambridge Analytica had acquired the personal data of millions of Facebook
users without their consent and used it for political advertising. Following the
scandal, Facebook imposed some limits on data sharing with outside third
parties. For example, in March 2018, the company asserted that it would shut
down its Partner Categories program. This program had enabled advertisers to
use data from third-party data brokers like Axiom for ad campaign targeting. In
exchange for this data, data brokers would receive a portion of the profit of an
advertising sale.”® News outlets speculated that shutting down the Partner
Categories program was in direct response to Cambridge Analyica’s mishandling
of user data, though the explicit link was never confirmed by Facebook."’

A Technical Overview of Facebook’s Advertising Platform

The data Facebook collects on users includes granular data on factors such as
user likes, engagements, interests, and behaviors. In some cases, users can also
specify their own interests.'*° Given that this data is detailed, its use can result in
concerning ad targeting and delivery practices on the platform, including user
manipulation. For example, in 2018, the Intercept acquired a confidential internal
document from Facebook that outlined an internal advertising service that
enables advertisers to target users based on predictions related to their
behaviors, thoughts, and purchases. This artificial intelligence-powered
prediction tool was first publicly revealed in 2016, and is known as “FBLearner
Flow.” The document outlined how the platform could, for example, identify
users who were “at risk” of switching to a competing brand, and then
aggressively target them with advertising that could prevent this shift. In
addition, in 2017, the Guardian acquired a leaked internal presentation for
advertisers that claimed the company could track when teens felt “insecure,”
“worthless,” and “stressed,” among other things. This information could be
collected by monitoring posts, interactions, and photos, and could be used by
advertisers to deliver ads to these users during “moments when young people
need a confidence boost.”**

Although Facebook asserts it does not sell or widely share the sensitive and
precise data that it collects with outside parties, the company is able to monetize
the data for advertising purposes. In particular, this data enables advertisers who
use the Facebook advertising platform to target users based on very specific
characteristics. These characteristics can be broken down into three broad
categories:

1. Demographics and attributes: Like many other advertising platforms,
Facebook lets advertisers select and target audiences based on
demographic factors. These include age, gender, location, profile
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information, activity on the Facebook platform, and data from third
parties. Advertisers can also target users based on specific interests, which
are inferred based on signals such as the Pages a user likes and engages
with and the ads that a user clicks on. They can also target users based on
behaviors such as how they connect to Facebook (e.g. through a browser

or mobile device).'**

Research suggests that Facebook offers over 1,000
well-defined attributes and hundreds of thousands of free-form attributes

to advertisers.'®

2. Personal information: Advertisers can also specify particular individual
users that they would like to target by uploading information on these
users to Facebook along with some of their personal information (e.g.
name, address, date of birth). Once this information has been uploaded,
Facebook can use it to identify the corresponding users on the Facebook
platform, and target them with ads. Advertisers can then also target users
based on various attributes such as their political affiliation or whether
they visited a company’s website.'** Audiences that are created using
either of these mechanisms are known as Custom Audiences on the

Facebook platform.'®

3. Similar users: In 2013, Facebook introduced the Lookalike Audiences
feature. This feature lets advertisers target users who demonstrate similar
characteristics to users they have previously chosen to target during
advertisement campaigns. The Lookalike Audiences tool identifies
similarities between the users in an initial Custom Audience list that the
advertiser has constructed. It then creates a new audience list that
includes other users who share similar qualities. The Lookalike Audiences
feature offers advertisers the opportunity to create granular and
segmented target audience lists. For example, advertisers can upload a list
of users’ personal information in the original Custom Audience list and
also use demographic and attribute factors to more precisely identify and

. 6
target an audience.'*

Advertisers can buy ads using a range of tools on Facebook, including the Ad
Manager tool, and Pages.'¥” When an advertiser wants to run an advertising
campaign on Facebook’s advertising platform, they are presented with a number
of objectives (e.g. ad impressions or engagements) to choose from. Each of these
objectives aims to optimize a campaign at different stages of the marketing
funnel'*® and they are known as “optimization events.” The optimization events
available to advertisers include “awareness,” in which a campaign is optimized
for the most impressions or views; “consideration,” in which a campaign is
optimized for the most clicks or engagements; and “conversion,” in which a
campaign is optimized to generate a valuable outcome for an advertiser, such as
sales."* Once an advertiser selects an optimization event, they bid on the
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objective itself. This means that if an advertiser selected the “consideration”
option, they would bid on the number of ad clicks or engagements. These bids
and objectives are considered by an advertising platform if and when an
advertiser’s ad campaign is delivered."°

A bid can take many formats, but it typically includes information such as the
start and end period of an advertising campaign and an overall or daily budget
cap for the campaign. Advertisers can either manually create a custom bid or opt
for automatic bidding. When Facebook has ad slots available, it will run an
automated ad auction among the active ads that are bidding for a specific user
and the limited space on their newsfeed and pages they view. Using the budget
information provided by an advertiser, Facebook will place bids in ad auctions for
the advertiser. Advertisers also have the option to opt for a per-bid cap.”’ This
limits the amount that Facebook’s automated system will bid on their behalf
during automatic bidding for a single optimization event during the ad auction.
However, ad placement is not solely based on the bids placed by an advertiser
and how the ad fares in the auction process.””

The ad that eventually wins an auction and is shown to a user is the one that
represents the highest total value. This value is derived based on more than just
how much an advertiser is willing to bid to show their ad. It can be characterized
by the following formula:'*

Total value = advertiser bid x estimated action rate + user value

The platform also calculates an advertiser value score, using the following
formula:

Advertiser value = advertiser bid x estimated action rate

In these formulas, the estimated action rate and user value are both calculated
using machine learning models. The estimated action rate is the likelihood that a
user will perform the action the advertiser set as their objective (e.g. for
conversion). This is calculated by an algorithm that considers a user’s behavior
on Facebook, such as what types of ads and pages they click on and like. The
algorithm also considers a user’s off-Facebook activity, which is often provided
by advertisers through Facebook business tools such as Pixel and SDK. The
estimated action rate is also influenced by the content of the ad itself. If one user
performs the desired action when engaging with an ad, the algorithm will use
pattern recognition to identify commonalities between the user and other users,
and reinforce the model. In this way, the automated tools are refined in almost
real-time based on the results of an auction.”*
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The user value is the machine learning model’s prediction of the quality of an ad,
as opposed to the likelihood that a user will perform a certain action in relation to
the ad. The quality of an ad is based on a range of data sources including
feedback from users who view or hide ads, and Facebook’s assessments of low-
quality characteristics in an ad, such as too much text in an image,
sensationalized language, and engagement bait."> According to the company,
there is a significant amount of human review during this ad review process, as
they seek to build models that are able to predict high-quality ads as accurately as
possible.’¢

In addition, factors such as ad relevance are considered when delivering ads. On
Facebook, ad relevance can be measured by assessing an ad’s quality and an ad’s
estimated action rate.”” Each ad is assigned a relevance score between 1and 10
on the platform, with 10 being the highest. Advertisers can view this score using
Facebook’s ad reporting tools. The relevance score is constantly updated and is
based on the positive and negative feedback Facebook expects an ad to receive
from its target audience. The more predicted positive interactions, such as video
views, conversions, etc., the higher the ad’s relevance score will be. The more
predicted negative interactions, such as hiding or reporting an ad, the lower its
relevance score will be. Ads that are guaranteed delivery, such as those bought
through reach and frequency,'*® are not affected by relevance score calculations.
Relevance score calculations also affect the cost and delivery of brand awareness
campaigns to a lesser degree, as these ads are optimized to reach users, rather
than drive a specific action like purchases or app downloads.”® Generally, the

higher an ad’s relevance, the less it will cost to be delivered."s°

On the Facebook platform, users can see ads through paid or organic
distribution. When an ad is delivered through paid distribution, it will be marked
as “Sponsored.” When an ad is delivered based on organic or non-paid
distribution (e.g. because a user’s friend shared the ad or because a user visited a
company’s Page), the ad is not marked as “Sponsored.” An ad can continue to
circulate on the Facebook platform through organic distribution even after its
paid distribution budget has been depleted.’*

Facebook offers its advertisers a range of insights and data on how well their
advertising campaigns are performing, including a detailed interface and a
dedicated application programming interface (API) for launching and monitoring
ads. An API is a set of programming code that simplifies data transmission
between two pieces of software. Both the interface and API provide semi-live
updates on campaign delivery. This includes data on the number of impressions
and optimization events occurring as the ad is delivered. Advertisers can request
more granular data on their ads, including that performance insights be broken
down based on characteristics such as age, gender, and location (known as a
Designated Market Area or DMA region). Importantly, the interface and APIdo
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not break down this data based on race, as this could lead to racial

discrimination.'¢?

Although Facebook provides advertisers with a range of insights on their
campaign’s performance, the reliability of these metrics has come into question.
For example, a study found that a large number of ads that brands were paying
for were being viewed by “bots,” or computer programs that imitate the behavior
of internet users. In response, Facebook conceded that it had made measurement
errors related to engagement metrics." Although researchers were able to
uncover this error, Facebook generally provides little transparency around how
the company calculates such metrics. Without greater transparency around what
they are measuring in the first place, it is difficult for the public to hold the
company to account when mistakes like this happen.

Facebook has also created tools that help advertisers create and deliver ads. For
example, in May 2019, Facebook launched the Automated Ads platform, a tool
designed for small and medium businesses that may not have large advertising
budgets and technical experience. The tool walks advertisers through a set of
questions about their company and the goals of their advertising campaign.
Based on this information and the details on the company’s Facebook page, the
tool recommends call-to-action buttons (e.g. shop now, book an appointment,
donate now), advertising content such as text, and details of the ad creative
based on the business’ Facebook page. The tool also automatically generates up
to six different versions of an ad using these recommendations that an advertiser
can then run across Facebook and its other services: Instagram, Messenger, and
Audience Network. Audience Network is an off-Facebook, in-app advertising
network for mobile apps that enables advertisers to deliver ads to users of other
mobile sites and apps. This tool offers advertisers with ad targeting
recommendations and budget guidance based on their stated goals of the
advertising campaign. If an advertiser opts to set their own budget for the
campaign, the tool estimates results. Once an ad campaign is live, the Automated
Ads platform optimizes the campaign by delivering the “best performing” ads
going forward. Advertisers using this platform similarly receive reports and

insights on how their campaign is performing and how they can improve results.
164

Controversies Related to Facebook’s Advertising Platform

As previously highlighted, targeted advertising is founded on discrimination, as it
enables advertisers to delineate which specific categories of users they want to
target during campaigns. Depending on the characteristics being used to
distinguish among users, at times this discrimination can be harmless, such as
distinguishing between users interested in baseball gear versus users interested
in football gear. In addition, there can be legitimate instances of targeting users
based on characteristics such as race and gender, such as, for example, targeting
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students who attend Historically Black Colleges and Universities, or professional
societies for women, to advertise events focused on benefitting these groups.
However, this type of targeting can also be harmful, even though these harms are
often difficult to detect.'®

The current structure of the Facebook advertising platform has enabled
problematic and discriminatory outcomes to result from both the targeting and
delivery phases. For example, in 2016, ProPublica revealed that they had been
able to run housing-related ads on Facebook that explicitly prevented certain
categories of users from receiving them, based on their “ethnic affinity.”**® In
November 2017, ProPublica further demonstrated that they had been able to buy
numerous home-rental ads on Facebook and target the audience so that they
specifically excluded “African Americans, mothers of high school kids, people
interested in wheelchair ramps, Jews, expats from Argentina and Spanish
speakers.””

In 2017, ProPublica also revealed that Facebook’s automated targeting category
generator was generating antisemitic categories of users based on topics user’s
had previously expressed interest in. These included phrases such as “How to
burn Jews” or “Jew hater.” Although these categories were so small that the
platform would not have enabled them to run an ad campaign on this basis, this
case study demonstrated how automated tools can suggest categories of users
that advertisers should target in ways that reflect societal biases and exacerbate

. 68
overt, harmful biases.

In December 2017, ProPublica and the New York Times reported that Facebook
also permitted numerous major brands and companies to run recruitment
advertisements for specific age groups, including those ages 25-36. At the time of
the controversy, Facebook pushed back against this criticism, asserting that age-

6 .
7199 a5 it

based targeting in advertising was “an accepted industry practice
enables employers to recruit candidates of all ages to find work."”® However,
under the Age Discrimination in Employment Act (ADEA), it is illegal to

discriminate against people over the age of 40 in employment.'”*

Facebook has also been the subject of a series of formal complaints and lawsuits
alleging that its advertising practices can result in illegal housing and
employment discrimination. In March 2018, the National Fair Housing Alliance
(NFHA) and three of its member organizations filed a lawsuit against Facebook,
claiming that its advertising platform can allow housing providers to engage in
illegal housing discrimination as it allows advertisers to segment which
audiences see housing-related ads based on characteristics such as race, religion,

172

In August 2018, HUD filed a formal complaint against
173

sex, and disability.
Facebook based on similar grounds.

In March 2019, Facebook agreed to pay approximately $5 million to settle
numerous lawsuits that claimed the company’s advertising platform enabled
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discrimination in housing, employment, and credit ads. Shortly after the
settlement, HUD formally charged Facebook for violating the Fair Housing Act.
HUD Secretary Ben Carson released a statement noting that “using a computer
to limit a person’s housing choices can be just as discriminatory as slamming a
door in someone’s face.”*”* Similarly, in September 2018, the American Civil
Liberties Union (ACLU), Outten & Golden LLP, and the Communications
Workers of America filed a class action employment discrimination suit alleging
that Facebook permitted employers to target ads based on categories including
race, national origin, age, and gender."”® Under the Fair Housing Act, as
amended, which is part of the Civil Rights Act 0of 1968, individuals are protected
from discrimination in housing based on an individual’s race, color, disability,
religion, sex, familial status, or national origin."”*

In October 2019, 54-year-old Neuhtah Opiotennione filed a class-action lawsuit
in a federal district court in San Francisco. The suit alleged that Facebook’s ad
platform permitted financial services advertisers to target audiences based on
their age and gender, thus preventing users who are female and over the age of
40 across the United States from accessing financial services products such as
loans, insurance coverage, and bank accounts. The lawsuit alleges that this
violates California’s Unruh Civil Rights Act, which states that all people in the
state, regardless of sex, age, race, medical condition, or other characteristics, are
entited to “full and equal accomodations, advantages, facilities, privileges, or
services in all business estabishments of every kind whatsoever.” The suit also
alleges that Facebook has taken no steps to prevent financial services advertisers
from excluding users based on their age or gender, except in the case of credit
opportunities.””” Although we have not had the ability to assess the merits of
these various lawsuits, the vast array of discrimination cases that have been
brought against Facebook demonstrate that it is important to ensure that anti-
discrimination statutes cover discrimination in the online ecosystem, including
online advertising. This is an important area for policymakers and civil society to
focus on in the future. 7

Whereas the ad targeting phase involves input from both the advertiser and the
advertising platform, the ad delivery phase largely falls under the control of the
advertising platform. On Facebook, the use of algorithmic decision-making in
the ad delivery phase has especially yielded problematic and discriminatory
outcomes. In an April 2019 study on how housing and employment ads were
delivered to a group of target users on Facebook, researchers from universities
and a digital rights organization found that Facebook’s ad delivery algorithm was
skewed to deliver these ads to specific gender and racial groups. According to the
researchers, when they ran five ads for jobs in the lumber industry and tried to
deliver them to a large and inclusive audience, the ad delivery algorithm instead
delivered it to over 9o percent male users and over 70 percent white users in
aggregate. In addition, when the researchers ran five ads for janitor employment
opportunities, the ad delivery algorithm delivered the ad to over 65 percent
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female users and over 75 percent black users in aggregate. Similarly, when the
researchers ran an advertising campaign related to houses for sale and targeted
the campaign to a broad audience, they found that the ad delivery algorithm
delivered the ads to 75 percent white users, while rental ads were delivered to a
more balanced group of users.”””

These skews in ad delivery occurred because Facebook’s ad delivery algorithm
made inferences on what categories of users would be more likely to engage with
the ads, based on data it had about engagements and impressions thus far. It
made these skewed deliveries despite the fact that the advertisers had specified
they wanted to target a large, inclusive group of users.'® In fact, the researchers
found that even when choosing to target an underrepresented or marginalized
group, the ad delivery system would still not deliver those ads to this category of
users, and in some cases, it would not deliver the ads at all. This is because
Facebook’s ad delivery system is geared to optimize ad delivery by delivering ads
to users whom the algorithm has identified as the most likely to engage with the
'8! What ads a user

engages, or doesn’t engage with, can reflect their own personal biases and

ads, regardless of the advertisers intentions and desires.

experiences, including related to their race, age, and so on. When an algorithm
identifies patterns in such engagements, it will seek to optimize ad campaigns
based on these trends in order to drive further return on investment.

This means that in some cases, algorithms can perpetuate biases based on
inferences made from historical data, which could suggest, for example, that
women don’t want to be lumberjacks based on the fact that there are few women
in the profession. However, in doing so, these algorithms can exacerbate societal
inequities and create barriers to equal outcomes and opportunities by excluding

groups from having the chance to engage with such ads.'®

This prevents
potentially new patterns in engagement data from being created and as a result,
the algorithm can further skew the data against the underrepresented group and

make false interpretations on the basis of missing data.

The researchers also concluded that the skew in ad delivery occurred due to
market and financial optimization effects. According to their findings, the budget
of an advertiser and the creative of an ad (e.g. headline, image, etc.) to a specific
gender or race of users also affected how an ad would be delivered."® When the
researchers used ads that only included links to sites such as bodybuilding.com,
which is typically targeted toward male users, or elle.com, which is typically
targeted toward female users, the ad was delivered relatively equally to users of
both genders. However, when the researchers added images of a weightlifting
man or of makeup brushes, ad delivery was skewed so that the bodybuilding ad’s
distribution was 75§ percent male and the distribution of the cosmetics ad was
over 90 percent to females.'** While this is a highly specific example, it
showcases how the use of images can increase how automated tools skew ad
targeting toward a specific user attribute.
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Advertising systems work as designed, but that doesn’t always generate expected
results.. Platforms such as Facebook make money when people click on ads. But
an individual's tendency to click on certain types of ads (and not others) often
reflects deep-seated social inequities: the neighborhood they live in, where they
went to school, how much money they have, etc. An ad system that is designed to
maximize clicks and profits for Facebook can therefore reinforce these social
inequities and so serve as a barrier to equal opportunity.'®s

In response to many of these criticisms, Facebook has taken steps, though
limited, toward providing more meaningful transparency and accountability
around its ad targeting and delivery practices.

As previously mentioned, in March 2019, the company agreed to settle numerous
lawsuits that claimed the company’s advertising platform enabled discrimination
in housing, employment, and credit ads. Under the terms of the settlement,
Facebook will no longer allow landlords, employers, creditors, and similar
advertisers to target or exclude users based on age, gender, race, zip code,
religion, and other sensitive targeting characteristics.'*® The company also
agreed to study the potential for algorithmic bias in ads™” and to consult with the
ACLU and the other plaintiffs in the March 2019 settlement before adding future
targeting categories.'®®

Further, after ProPublica revealed that Facebook’s automated tools had
recommended antisemitic targeting categories to certain advertisers, Facebook
introduced “new guardrails” to prevent this in the future.' Prior to this
settlement, Facebook’s policy simply required that advertisers had to review and
self-certify that they would comply with Facebook’s non-discrimination policy

190

for ads. ”" When advertisers use the Ads Manager tool, they see a continuous,

non-dismissable prompt that reminds them about the platform’s non-

discrimination policy before they begin using targeting tools.'*

Both the prompt
and policy have been in place since before the settlement. In 2018, in response to
claims that Facebook’s ad targeting options enabled advertisers to discriminate
against certain certain categories of users, Facebook removed thousands of
targeting options from its advertising platform."*

Following its settlement with the Fair Housing Groups and the ACLU’s coalition,
Facebook also introduced new features to attempt to remedy targeting-related
discrimination issues in the future, including a separate advertising portal for
housing, employment, and credit ads that offers less precise targeting options.'*?
Limiting the targeting options for these categories of ads is intended to minimize
the likelihood of harmful discrimination in these contexts. This new system
requires advertisers to flag if their ad involves housing, employment, or credit
opportunities. If it does, then the advertiser will be routed to this new system.
According to representatives from the company, Facebook uses machine learning
tools in the background to ensure that advertisers do not intentionally or

accidentally bypass this system by failing to clearly delineate their ads as falling
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under these categories. In addition, the company uses human review to ensure
that these machine learning systems are improving, and are able to identify
repeat offenders.”*

However, research has demonstrated that automated tools are not always
effective at detecting certain forms of content. This is especially true in cases
where the definitions for the categories of content are vague, or when
determinations of which category a piece of content should fall under depend on
subjective and complex forms of speech or text.”* In addition, it is still unclear
how Facebook plans to comprehensively enforce this policy. '*® According to
representatives from the company, the platform offers an appeals process to
advertisers who believe their ads were mislabeled as a housing, employment, or
credit ad by the company’s machine learning systems or human reviewers.
However, little is known about the scope, scale, and impact of this appeals
process. '’

Further, despite these changes, researchers have found that even if an advertiser
uses the new special ads portal, the composition of audiences can still be skewed
toward specific demographic groups, thus yielding potentially discriminatory
outcomes. The researchers found that this was because Facebook’s modified
algorithm relies on proxy characteristics that correlate with factors such as age
and gender. As a result, they found that removing a select number of protected
features has little impact on the presence of overall bias.”*®

Additionally, the Lookalike Audiences feature has revolutionized how advertisers
can target users on the Facebook platform, and there is little transparency around
how these audience lists are developed. Facebook has not disclosed any
information related to which factors its algorithms use to determine which
audiences should be in a Lookalike Audience. This is because Facebook does not
have access to the characteristics of the initial audience that an advertiser has
and wants to duplicate. In addition, the advertiser will not be given the identities
of the users who end up on the Lookalike Audience list. However, independent
experiments have revealed that Facebook’s Lookalike Audience algorithm can
replicate the racial affinities and political affiliations of the initial audience in the

Lookalike audience."®

Steps Facebook Has Taken to Adjust Its Advertising Platform Since
the 2016 U.S. Presidential Elections

As highlighted, Facebook’s advertising platform has accrued significant value
over the past few years, enabling advertisers of all sizes to target, influence, and
engage with users based on precise characteristics. It has also produced
numerous controversial and harmful impacts, many of which became evident
after the 2016 U.S. presidential elections, when it was revealed that Russian
operatives had used the Facebook advertising platform to influence voting
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behaviors among users including to discourage African-Americans from voting.
9% One of the reasons such manipulation was able to take place is the
fundamental lack of transparency and accountability guidelines around
Facebook’s advertising platform. As a result, Russian operatives were able to run
influential advertisements on the platform without proper accountability, and
users engaged with the ads without knowing the identity or objectives of those

behind the campaigns.

Since then, the platform has come under heavy scrutiny and pressure to provide
greater transparency around its ad operations and to develop stricter regulations
governing who can buy ads, especially political ads.*** In response to these
pressures, Facebook introduced a range of new advertising transparency
mechanisms. These include an ad database that aims to house all of the issue,
electoral, or political ads on the platform, dubbed the “Ad Library.” However, this
new ad transparency tool is not user friendly and as a result searching, sorting

through, and evaluating data in the database is challenging.”**

In this way, the
tool fails to serve as a meaningful and useful transparency and accountability
mechanism. In January 2020, the company made some improvements to the Ad
Library’s usability, enabling search based on exact phrases, introducing new
search filters and better grouping similar ads.”*

In addition, the database provides limited insight into what ads are run on the
platform. Currently, the Ad Library enables users to search for political ads based
on a name, topic, or organization. When a user enters a search term, they can
view all related ads and filter them based on factors such as whether they are
active or inactive; the impressions ads have received within the last day, 7 days,
30 days, and 9o days; relevant Pages; any disclaimers; and on which Facebook
platform or product the ad was run. When a user clicks on a specific ad, they can
view information such as an approximate number of impressions the ad received,
an approximate figure for how much money was spent on the ad, a percentage
breakdown of the genders and ages of those who viewed the ad, and a map
indicating where in the United States the ad was shown, including a breakdown
by percentage. Users can also see when an advertiser’s page was created, if its
name has been changed, the primary country location for people who manage
the Page, and recent and total figures on how much the advertiser has spent on
ads about social issues, elections, or politics.***

In January 2020, the platform expanded the metrics offered in the Ad Library to
include Potential Reach,** which highlights the estimated target audience size
Facebook calculated for an advertiser, based on the targeting and ad placement
options they selected.”®®

Although Facebook has expanded the metrics reported on in the Ad Library, the
Ad Library’s effectiveness as a tool is limited as it does not disclose vital metadata
that is necessary for understanding the larger ad ecosystem, as well as the impact
of ads run on the platform. For example, the database does not provide granular
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information on the reach and engagement of an ad (e.g., how many likes, shares
,and video views an ad received),”®” how an ad was targeted, and granular
information on the size and attributes of an audience that an ad was delivered to.
This information is integral to identifying practices such as discrimination in
advertising, as often times discrimination can only be identified when comparing
the content of an ad with its targeting parameters.”°® The company asserted that
it cannot share this information publicly due to privacy concerns.**® However,
many researchers have outlined effective safeguards that should be implemented

in order to ensure these disclosures are made responsibly.**°

Further, although the company stated it aims to create a comprehensive database
of political ads run on the platform, it fails to recognize the immense challenges
and complexities involved in this process. The definition of a political ad is not
clear, and the boundaries to enforce these definitions are vague, often subjective,
and differ in each country and region that the platform operates in. Neither
algorithmic nor human decision-making are likely to be able to make these
determinations reliably and consistently, and as a result many political ads will
be left out of the database. In addition, political statements and beliefs can easily
be circulated on the platform through non-paid methods that rely on organic
engagement to accrue virality.*"

Additionally, although a database of political ads is a theoretically positive step
toward providing more transparency and accountability around Facebook’s
advertising operations, its focus on political ads means that the public does not
have insight into the broader landscape of potentially problematic ads on the
platform, such as the previously discussed employment and credit ads.

To address this, Facebook has taken steps toward expanding its Ad Library to
include other categories of ads. For example, in December 2019, Facebook
expanded its Ad Library to include U.S. run housing ads. The Ad Library enables
users to search for these ads by advertisers and by location, regardless of whether
the user is part of the target audience of the ad campaign.”** This means that
users can affirmatively search for and see all housing opportunities, even if they
were not part of the demographic group targeted by an advertiser.

However, the data offered on housing ads is far less granular than the data
offered on issue, electoral, and political ads. Currently, a user can filter ads using
the same time-bound impression filters available for issue, electoral, and political
ads, and by which Facebook product or platform the ad was run on. In addition,
when a user clicks on an ad they are able to see the content of the ad and a brief
description of the advertiser. They are unable, however, to see information on
impressions, reach, and ad spend,”** which is available on issue, electoral, and
political ads. The company has stated it will develop similar tools for employment
and credit opportunities in 2020.*'*
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In addition, according to U.K.-based nonprofit Privacy International, Facebook’s
efforts to provide greater transparency and accountability around its advertising
platform have largely been focused in certain countries. The organization found
that the company provides detailed information related to political advertising in
only 35 countries and regions, such as the United States, the European Union, and
India.”” Facebook is the primary method used by political groups to target and
influence political voters in approximately 80 percent of the world, and this
therefore demonstrates a lack of meaningful transparency and accountability to

all of Facebook’s users.?'

Further, Facebook’s transparency efforts do not involve the disclosure of any data
on how the platform enforces its ad content and targeting policies, and how many
ads and accounts are subsequently removed or suspended. Publishing such
information would provide a vital transparency and accountability mechanism
because it would highlight how, and if, a platform is enforcing its advertising-
related policies.

Beyond these deficiencies in transparency, Facebook has also raised serious
concerns through its October 2019 decision to exempt political ads from its fact-
checking process and rules. According to Mark Zuckerberg, Facebook introduced
this change based on the notion that private companies should not be able to
censor politicians or the news. The company has maintained this stance despite
pressure from policymakers, civil society, and the public.”’” However, researchers
like Siva Vaidhyanathan have asserted that the policy change was introduced
because Facebook is unable to enforce its ad fact-checking policies globally for
political ads and because political advertising is a valuable source of revenue and
online influence around the world.”™®

Given the impact that political advertising can have on the mindsets and
behaviors of users, this policy change by Facebook is concerning.”*® Many civil
society organizations and researchers have called for Facebook to follow
platforms such as Twitter and ban political ads altogether. However, some
experts have suggested that in doing so Facebook would put first-time political
candidates aspiring to enter politics at a disadvantage, as the internet platform
has been found to create a greater level playing field for challengers than

television.”*°

Facebook has also faced similar calls as Google, urging it to instead
prohibit political ad microtargeting. **' However, most recently they have

disclosed that they will not be making changes to their microtargeting policy.”*

User Controls on Facebook’s Advertising Platform

Facebook has also introduced a limited set of controls and features that enable
users to understand and control how ads are targeted and delivered to them. In
2014, Facebook introduced the “Why am I seeing this ad?” tool, which lets users
see how factors such as their demographic information, interests, and website
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visits can be used to deliver specific ads to them in their news feeds. The tool also
provides additional details about the ads a user sees if they find that the
information on an advertiser’s list of target users matches information on a user’s
Facebook profile. This information includes when an advertiser uploaded the
information, or if an advertiser worked with a marketing partner to deliver their
ad campaign.”*

Users also have the option to adjust the ads that they see by adjusting their ads
preferences.”** Users can change preferences such as their interests; what
Facebook-related information the platform uses to deliver ads to them; as well as
whether Facebook should be able to deliver ads to them based on data from
partners, activity on Facebook Company Products that a user sees elsewhere, and
their social actions. Users can also choose to hide ads from a certain advertiser.””
In addition, in January 2020, the company announced that this year they would
be introducing further controls, including allowing users to choose if they want to
stop seeing ads from an advertiser who has created a Custom Audience from a
customer list, or make themselves eligible to see ads if an advertiser used a list to
exclude them. The company also stated it will introduce a feature that will enable
users to choose if they would like to see fewer social and political ads on

Facebook and Instagram. **¢

Although this new set of controls provides a positive step forward, an opt out
mechanism—and one which requires—users to understand Facebook’s ad
platform, puts the onus on users to protect their own privacy. Similarly, requiring
users to opt in to receiving ads they may have been excluded from also puts the
onus on them to ensure their platform experience is equitable. These barriers are
compounded because the controls are not easily comprehensible by the average
user, and have been found to be difficult to understand and navigate. There are
similar deficiencies with Facebook’s new options for data portability. Although
Facebook now offers users the option to download a vast range of the data the
company has collected on them, including information on their likes, posts, and
searches,’” this information is incomplete. For example, it does not include the
data that advertisers and Facebook have collected and used for ad targeting and
delivery.””®
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Case Study: LinkedIn
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A General Overview of LinkedIn’s Advertising Platform

LinkedIn is a professional social network geared toward promoting business and
employment-focused services. The company was founded in 2002**° and it ranks
58th for global internet engagement on Alexa rankings.”*° In December 2016,
Microsoft acquired LinkedIn for $26.2 billion.

An examination of LinkedIn offers an interesting perspective on how automated
tools can be used for ad targeting and delivery, because prior to LinkedIn’s
acquisition, advertising was not its primary source of revenue. The company also
relied on other sources of revenue such as premium membership subscriptions
and its learning solutions, which enable users to learn new skills and subject
matter.

The company’s ad operations transformed significantly after its acquisition.
Before the deal, marketing and advertising solutions accounted for
approximately 18 percent of LinkedIn’s total revenue, at $175 million. In
comparison, talent solutions for recruiters accounted for approximately 65
percent of LinkedIn’s total revenue at $623 million and premium subscriptions
accounted for approximately 17 percent of LinkedIn’s total revenue at $162
million.” Under Microsoft, little data has been available regarding the size and
scope of LinkedIn’s advertising business in comparison to other revenue streams.
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However, LinkedIn shared that it expected to bring in approximately $2 billion
from its media business by the end of 2018, with the majority of this revenue
coming from advertising.”**

A Technical Overview of LinkedIn’s Advertising Platform

Since its acquisition by Microsoft, LinkedIn has expanded its data collection
practices. In May 2019, the company acquired Drawbridge, a machine-learning
identity management company, with the aim of enhancing ad personalization®®
through greater cross-device targeting.”** Prior to this, LinkedIn primarily relied
on methods such as cookie-based retargeting. However, as browsers (such as
Google Chrome) have limited this functionality, this has decreased the
effectiveness of these methods.”” LinkedIn’s expansion of data collection
practices and advertising operations suggests that they are both vital components

of growing the company’s ad operations, and thus its revenue.

LinkedIn offers advertisers a range of methods through which they can engage

with users: These include:*°

1. Text ads: Text ads are text-based ads that link to an external website,
such as a company’s website. The ads appear in the right panel or top
banner of numerous pages on LinkedIn.com, and they can include images
(such as an advertiser’s logo). Text ads can appear on both the desktop
website and the mobile app.

2. Sponsored Content: Sponsored Content is a post that is promoted by a
company that can appear on both the desktop website and the mobile app.
Sponsored Content appears in a user’s LinkedIn feed and it can feature
text, an image or a video, and links to a website. Sponsored Content is
always labeled as “Promoted” or “Sponsored.”

3. Sponsored InMail: Sponsored InMail is a sponsored message that a user
receives from an advertiser in their LinkedIn messaging inbox. The
message is labeled as “Sponsored” in the subject line. These ads appear on
both desktop and mobile devices.

4. Dynamic ads: Dynamic ads are personalized ads that are tailored based
on a user’s profile image, name, and job function. Dynamics ads can cover
advertisers, jobs or professional content that a user may be interested in.
Dynamic ads appear in the right panel of LinkedIn.com pages on desktop
devices when a member is signed into their LinkedIn account.

5. Display ads: Display ads are image-based ads that appear in the right
panel of LinkedIn.com pages on desktop devices.
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6. LinkedIn Audience Network: Most of the ads that LinkedIn places
appear on LinkedIn.com. However, an advertiser can also opt to join the
LinkedIn Audience Network, which enables ads to appear on third-party
publisher websites that LinkedIn characterizes as “brand-safe premium
publisher apps and sites.” These are apps and sites that LinkedIn believes
its members would benefit from viewing and that LinkedIn has deemed
are in compliance with their brand safety protocols and requirements.”’
According to LinkedIn, during this process, no data that can be used to

identify users is transferred to the third-party websites.?®

Just as on Facebook and Google, when an advertiser creates an ad campaign on
LinkedIn, they have to select the type of ad they want to run, define their
business goals, select their audience based on targeting parameters, and set a
budget for their campaign. Advertisers can also choose to use LinkedIn’s
Matched Audiences feature to engage with users who have shown an interest in
their company before by visiting their website or sharing their email address.”®
Once LinkedIn users see or interact with an ad, the advertiser receives an
aggregated report with information on user impressions. LinkedIn asserts that it
does not provide advertisers with data on specific users, and it does not provide
data that could be used to identify specific users.**° Rather, the company states
that it provides advertisers with aggregated “general demographic information”
on all of the users who have seen an ad.**! This information could include, for

example, the cities that users who engaged with the ads live in.

LinkedIn’s advertising auction system operates similarly to those of Google and
Facebook. Advertiser’s can bid per click (CPC) or per thousand impressions
(CPM), depending on the advertiser’s campaign objectives. Bidding on
LinkedIn’s advertising products operates in a second-price auction manner. This
means that if an advertiser wins with a bid they placed, they only need to pay the
minimum amount that is needed to beat the second-place bidder, no matter what
their maximum bid was. LinkedIn also calculates and considers a relevance score
when determining which ads a user should see. This score measures how
engaging a given update is for the targeted audience, and it is calculated using a
combination of click-throughs, comments, likes, shares, and other data points. By
factoring in such a relevance score, LinkedIn aims to deliver relevant
advertisements to its users, thus incentivizing them to spend more time on the
platform.**

Since its acquisition in 2016, the company has introduced a host of new
advertising features that aim to broaden targeting and delivery opportunities. For
example, over the course of 2019, the company expanded its targeting options to
include categories such as interest-based and Lookalike Audiences (similar to
Facebook’s Lookalike Audiences feature). This is in addition to existing
parameters such as company affiliation, demographics, education, job

experience, and the advertiser’s own contact lists.**3
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Currently, the only targeting parameter LinkedIn requires advertisers to choose
is location. Permanent and long-term location data is collected from the locations
users specify in their profile. This information is used in advertising campaigns,
such as Sponsored InMail campaigns. Short-term location data is inferred from a
user’s IP address.*** While continuous and granular location tracking can result
in the collection of highly personal and sensitive data, collecting a user’s single,
static location raises fewer privacy concerns. Moreover, since a user’s location in
their profile is likely relevant to which jobs may interest them, this information
has clear relevance to LinkedIn’s primary function of connecting users with job
opportunities, and it permits the platform to deliver specific employment-related
results.

In addition, because LinkedIn is an employment-focused website, the company
has only narrowly permitted targeting based on sensitive and protected
characteristics. For example, the platform only permits gender-based targeting in
specific instances, such as for women-oriented events and conferences. In
addition, all ads that are based on gender-related targeting parameters go
through a specialized review process, which can be automated or manual
depending on the type of ad and the advertiser’s history on LinkedIn’s ad
network.*®

One component of this review process requires advertisers to self-certify on
LinkedIn’s Campaign Manager platform that, if an ad is related to employment,
housing, education, or credit, it will not use LinkedIn to discriminate based on
gender or other protected characteristics. Once an advertiser self-affirms that
they are not intending to discriminate based on gender, the option to target their

246 While this self-certification process

ads by gender becomes available to them.
aims to highlight the importance of—and ensure equitable procedures during—
ad targeting, it does not provide strong safeguards against discrimination based
on gender and other protected characteristics. An advertiser could easily self-
certify based on false information or intentions, and continue to implement

discriminatory targeting and delivery outcomes on the platform.

Controversies Related to LinkedIn’s Advertising Platform

Since its acquisition, LinkedIn has adopted a more aggressive and streamlined
targeted advertising model. These advertising practices have yielded some
concerning outcomes. For example, a 2017 investigation by ProPublica and the
New York Times found that major companies such as Amazon, T-Mobile, and
Goldman Sachs were using platforms such as Facebook, Google, and LinkedIn to
run ad campaigns that explicitly excluded audiences over the age of 40 years old
from viewing and responding to employment-related ads.**’ Such pratices violate
the Age Discrimination in Employment Act (ADEA), which prohibits

employment discrimination against people over the age of 40.24*
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In response to the investigation, LinkedIn changed its ad targeting offerings so
that age-related targeting for employment ads is only available to advertisers who
affirm through a self-certification process that they are not running age-
discriminatory ads.** If the campaign's objective is to generate talents leads and
recruitment, LinkedIn does not offer targeting based on age at all.”>°
Additionally, the self-certification process advertisers need to go through is
similar to the self-certification process advertisers need to go through when
targeting based on gender. Therefore, while it demonstrates an attempt to
provide greater accountability around LinkedIn’s ad targeting and delivery
practices, it does not establish sufficient and concrete safeguards.

Another troubling example emerged in April 2019. Cynet Systems, a technology
recruiting firm based in Virginia, posted an employment ad on LinkedIn and
other platforms for an account manager. The ad listed a preference for a
“Caucasian who has good technical background.” The company also posted an

ad for an account manager, soliciting “female candidates only.”*"

Accordingto a
LinkedIn spokesperson, the company removed these ads once they were
discovered. LinkedIn also stated that such postings were not frequent.”** The
platform’s Ad Targeting Discrimination guidelines outline that ads that are
flagged as discriminatory are instantly removed.”? However, there is little
transparency around the scope and volume of ads that are removed for violating
LinkedIn’s advertising policies, as well as little transparency around why ads are

removed.

Steps LinkedIn Has Taken to Adjust Its Advertising Platform Since
the 2016 U.S. Presidential Elections

Compared to Google and Facebook, LinkedIn played a smaller role in hosting
campaigns to influence voter behavior during the 2016 U.S. presidential
elections. However, Russian operatives were found to have used the platform to
create fake accounts, aiming to connect with individuals who were part of U.S.-
based political organizations.*>*

In 2018, LinkedIn banned political advertising on its platform entirely. Although
this is not an insignificant decision, the ramifications of this decision for the
platform’s overall functionality and advertising revenue stream are small
compared to the impact that platforms such as Google and Facebook would face
if they made a similar decision. This is because LinkedIn’s services focus on
professional—rather than personal—social networking, and as a result political
advertising is primarily useful for politically-driven groups looking to use the
platform to recruit members rather than expressly spread their message. In
addition, in May 2019, the platform also introduced an Ad Transparency tool for
LinkedIn company pages that enables LinkedIn users to view all of the Sponsored
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Content that advertisers have run on LinkedIn in the past six months when
visiting a company’s LinkedIn page*”

The company does not currently have an ad transparency database for any type
of ads. In addition, although the company does publish a transparency report that
highlights the scope and scale of its content moderation efforts to an extent, it
does not disclose any data on how the platform enforces its ad content and
targeting policies. Nor does it disclose how many ads and accounts are
subsequently removed or suspended. As previously discussed, this is a vital
mechanism for ensuring transparency and accountability around the
enforcement of a platform’s ad-related policies.

User Controls on LinkedIn’s Advertising Platform

Like Google and Facebook, LinkedIn offers its users a limited set of ad controls.
These include whether a user receives targeted ads based on the websites they
have visited, whether a user sees promoted jobs and ads on websites and
applications that are separate from LinkedIn, how certain ads are targeted and
delivered based on a user’s profile data, and whether a user views promoted jobs
and ads based on their activity and similar members’ activities on both LinkedIn
and Bing (Microsoft’s search engine).

Users also have the ability to control what data LinkedIn collects on them, to an
extent. For example, users can opt out of having the company collect and
subsequently target and deliver ads to them based on factors such as their
connections, location, demographics, companies they follow, groups, education,
and employer.

Users can also opt out of seeing targeted and promoted ads based on information
provided to third parties and based on prior engagements by the user with ads.
However, there is no single universal control for opting out of receiving
advertising on the platform. In addition, LinkedIn states that even after a user
opts out of certain forms of advertising, they “may continue to see ads that
feature an option to manage your advertising preferences, including to opt out of
interest-based advertising.”*
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Promoting Fairness, Accountability, and
Transparency Around Ad Targeting and Delivery
Practices

As described in this report, the process of targeting and delivering ads on internet
platforms often involves the use of automated tools and algorithmic decision-
making. Although internet platforms assert that these practices enable them to
deliver more relevant, personalized, and interesting content to users, the use of
automated tools in these instances can also result in inequitable and
discriminatory outcomes and practices. The use of automated tools in these
situations also relies on massive amounts of user data, which requires numerous
highly-invasive data collection methods. In addition, there is a significant lack of
transparency and accountability around how these ad targeting and delivery
practices are implemented. Because digital advertising currently serves as the
primary source of revenue for many large internet companies, these practices,
however concerning, continue.

Going forward, internet platforms, civil society, and researchers should consider
the following set of recommendations in order to promote greater fairness,
accountability, and transparency around algorithmic decision-making in this
space. This section also includes recommendations for U.S. policymakers in this
regard. However, because the First Amendment limits the extent to which the
U.S. government can direct how internet platforms decide what content to permit
on their sites, this report provides limited recommendations for action by
policymakers.

Recommendations for Internet Platforms

Internet platforms need to provide greater transparency and accountability
around their advertising operations, both at the user level and in the larger
advertising ecosystem. In order to achieve this, internet platforms should:

1) Publish comprehensive and comprehensible descriptions of
advertising content policies. These advertising content policies should clearly
delineate what categories of ads, types of ad content, and accounts are prohibited
on the platform. They should also explain what tools and processes (e.g.
automated tools) the platform uses to identify ads and accounts that violate its
advertising content policies. These advertising content policies should be easy to
access and understand. Further, the platform should provide a change log or
archive of past advertising content policies so users can see how these policies
have been altered over time. Whenever an internet platform changes its
advertising content policies, users should be notified.
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2) Publish comprehensive and comprehensible descriptions of
advertising targeting policies. These ad targeting policies should clearly outline
what information the platform and advertisers can use to target ads to users (e.g.
location information), which targeting parameters are prohibited on the
platform, and what tools and processes (e.g. automated tools) the platform uses
to identify ads and accounts that violate its ad targeting policies. Furthermore,
these policies should explain what review process, if any, algorithmically
generated ad targeting categories undergo. We recommend that algorithmically
generated ad targeting categories be reviewed by humans in order to prevent
discriminatory and harmful outcomes. All of an internet platform’s ad targeting
policies should be easy to access and understand. The platform should provide a
change log or archive of past ad targeting policies so users can see how these
policies have been altered over time. Whenever an internet platform changes its
ad targeting policies, users should be notified.

3) Prohibit targeting based on protected classes and sensitive
characteristics that could result in discriminatory outcomes, including
characteristics that have been shown to be proxies for protected
characteristics. These include categories such as race, ethnicity, religion,
disability, and socioeconomic background, and known proxies such as
neighborhood of residence. Companies should also establish comprehensive
enforcement mechanisms to implement their anti-discrimination policies, as
outlined in recommendations four through six below.

4) Establish and disclose a comprehensive process to review ads for
categories of ads that could have significant real-life consequences such
as political, housing, education, employment, and financial services-
related ads before they are permitted to run on a platform. This review
process should be comprehensive and involve pre-review and approval of ads by
the internet platform. During this review process, the internet platform should
ensure that all ads and accounts advertising in these categories are in compliance
with the platform’s advertising content policies and its ad targeting policies.
Because processes in which an advertiser simply “self-certifies” that they are not
engaging in prohibited discriminatory practices can easily be abused, they are
not sufficient. In addition, although some companies are investing in developing
automated tools that can identify certain categories of ads (such as political
advertising) these tools are unable to fully understand subjective definitions and
uses of human speech. As a result, this review process should always involve
human review prior to a final decision. Internet platforms should publicly
disclose the scope and methods of this review process, including to what extent
automated and human review are involved, and should disclose the guidelines
that human reviewers use to make determinations on whether or not an ad,
account, or targeting parameter should be permitted on the platform. Such
comprehensive review and authentication procedures can help reduce instances
of bias and discriminatory outcomes in the ad targeting and delivery process.
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5) Hire independent auditors to conduct regular periodic audits of ad
targeting algorithms in order to identify potentially harmful outcomes
related to privacy, freedom of expression, freedom of information, and
discrimination, and take steps to eliminate or mitigate any harms
identified through the audits. In particular, these audits should evaluate the
algorithms that are used to generate ad targeting categories. Internet platforms
should conduct these audits proactively, as well as in response to credible
allegations of violations of user privacy, freedom of expression, freedom of
information, or cases of discrimination surfaced by community partners, civil
society organizations, activists, etc. Companies should use the results of these
audits to refine and improve ad targeting algorithms and make them more fair,
accountable, and transparent. These audits should be conducted by an external
third party, and companies should make summaries publicly available.

6) Hire independent auditors to conduct regular periodic audits of ad
delivery and optimization algorithms in order to identify potentially harmful
outcomes related to privacy, freedom of expression, freedom of
information, and discrimination, and take steps to eliminate or mitigate
any harms identified through the audits. These audits should particularly
evaluate how automated ad delivery systems can inappropriately prevent certain
categories of users from viewing ads due to inferences made on the basis of
collected data. Internet platforms should conduct these audits proactively, as
well as in response to cases of violations of user privacy, freedom of expression,
freedom of information, or cases of discrimination surfaced by community
partners, civil society organizations, activists, etc. Companies should use the
results of these audits to refine and improve ad delivery and optimization
algorithms and make them more fair, accountable, and transparent. These audits
should be conducted by an external third party, and companies should make
summaries publicly available.

7) Empower users with comprehensive tools that help them understand
how and why ads are targeted and delivered to them. Internet platforms
should enable users to understand how and why they are seeing certain ads. This
information should be easy to access and understand. In particular, when an
individual user clicks on a specific ad, they should be able to see the following:

- What factors (e.g. demographic information, interests, browsing history,
etc.) about them were considered when targeting and delivering the ad to
them.

- Whether the user appears on that advertiser’s list of target users.

When a user clicks on a certain ad to learn more, they should also be able to
access further information on:
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- Which advertiser(s)’ lists a user appears on. This information should
include whether an advertiser provided specific information on the user to
the advertising platform, or whether it was acquired through a marketing
partner or data broker.

- Whether an ad was delivered to a user because the advertising platform
identified them as potentially interested in the content of the ad (e.g.
whether they were part of a Lookalike Audience).

8) Explain to users why the platform collects, infers, and shares user data.
This information should outline the purposes and scope of each of these
practices. It should also include an explanation of the risks associated with such
data collection, inference, and sharing practices. This information should be easy
to access and understand, and help inform users’ decisions regarding the user
controls recommended in recommendation 9 below.

9) Improve user controls so that users can easily manage whether and
how data s collected, inferred, and shared, how this data is used, and
how itinfluences the content that they see. This should include the
option to delete this data entirely. These controls should be easy to access and
understand. They should also be available to all users of the service, whether
logged in, logged out, or not associated with a particular account. At a minimum,
users should be able to:

- Adjust their advertising preferences to select and change the factors (e.g.
demographic information, interests, browsing history, etc.) that
advertisers may consider when targeting ads to them, and that the
advertising platform may consider when delivering ads to them. These
preference settings should include the ability to completely opt out from
having any of these factors considered.

- Change their preferences related to whether they are shown ads that are
targeted and delivered based on data from partners or their activity on
related products or websites.

- Manage how all advertisers contribute to their online ad experience,
including having the ability to hide and opt out of receiving ads from
specific advertisers.

- Control whether and how internet platforms collect data on them. This
should include the ability to automatically delete their browsing, app, and
location history. Ideally, users should have to opt in to such data collection
practices. At a minimum, companies should provide users with controls
that enable them to pause and/or opt out entirely from practices that
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involve collecting data beyond the basic information needed to establish
an account.

- Determine whether or not they would like an internet platform to be able
to make inferences about them based on data they have collected or
provided.

- Decide whether they want to receive targeted ads. Ideally, users should
have to opt in to having ads targeted and delivered to them on any
platform. At a minimum, users should have access to controls that enable
them to fully opt out of the ad targeting and delivery process. Users should
have easy to use controls that let them opt out of all practices at once.

10) Provide clear labels for sponsored and paid content across all of the
platform's products, services, and ad networks. Companies should label all
forms of paid advertising as sponsored content. Companies should ensure that
these labels are appended to ads across all of a company’s products and services
and should apply to all categories and mediums of advertising, whether political,
employment related, text-based, video-based, etc.

11) Create a publicly available online database of all of the ads thata
company has run on its platform. This can help explain a platform’s ad
operations in a comprehensive manner and can also enable meaningful trend
analysis and research. This database should include ads from all categories of ads
on the platform, including categories of ads that could have significant real-life
consequences such as political ads, housing ads, employment ads, and credit ads.
It should also be user-friendly. In particular, this database should include search
functionality. In order to protect user privacy, the information in this database
should not enable the identification of users that received the ad. At a minimum,
this database should disclose the following information about each of the ads in
the database:

- The format of the ad (e.g. text, video, etc.)

- The name of the advertiser

- What region the ad was run in

- How much the ad spend for the ad was

- The time period during which an ad was active

- Granular engagement and interaction information, such as how many

users saw the ad, and the number of likes, shares, and views that an ad
received
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*What targeting parameters the advertiser specified to the advertising
platform

- What categories of users the ad was eventually delivered to (i.e. what
targeting parameters did the ad delivery system eventually select and
optimize for)

- Whether the ad was delivered to a custom set of users or one generated by
an automated system (e.g. Lookalike users)

12) Publish a transparency report that provides a granular overview of the
platform’s advertising operations across all regions that it operates in.
This transparency report should be published along a consistent timeline (e.g.
annually, quarterly, etc.). All of the data in the transparency report should be
available in a structured data format (e.g. comma separated values), rather than
or in addition to a flat PDF file. This is helpful to researchers who want to make
use of the report data, as it simplifies the data extraction process and makes
reports more accessible.

At a minimum, this transparency report should disclose the following general
information for every reporting period:

- The total number of ads that a platform ran

- The total number of ads that a platform ran in each country in which it
operates

- The total amount of ad spend across the platform

- The total amount of ad spend in each country in which it operates

- The top advertisers in each country

- The top keywords in each country
In addition, at a minimum, this transparency report should separately disclose
the following information for ads that have been flagged or removed from the

platform for every reporting period:

- The total number of ads flagged for violating the platform’s advertising
content policies

- The total number of ads removed for violating the platform’s advertising
content policies
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* The total number of ads flagged for violating the platform’s ad targeting
policies

- The total number of ads removed for violating the platform’s ad targeting
policies

- A separate breakdown of the ads and accounts flagged and removed for
violating the platform’s advertising content policies by:

1. The advertising content policy they violated

2. The format of the ad’s content (e.g. text, audio, image, video, live
stream)

3. The country of the advertiser

4. For companies that operate more than one platform, the product or
service on which the ad was run

5. The detection method used (e.g. user flag, automated tool). Note
that the identity of individual flaggers should not be revealed.

- A separate breakdown of the ads and accounts flagged and removed for
violating the platform’s ad targeting policies by:

1. The ad targeting policy they violated

2. The format of the ad’s content (e.g. text, audio, image, video, live
stream)

3. The country of the advertiser

4. For companies that operate more than one platform, the product or
service on which the ad was run

5. The detection method used (e.g. user flag, automated tool). Note
that the identity of individual flaggers should not be revealed.

13) Provide meaningful notice to advertisers who have had their ads or
accounts flagged or removed, as well as to users who have flagged ads or
accounts. These notice procedures are particularly important where ads are run
by individuals or civil society organizations, as erroneous removal or moderation
of their ads could particularly infringe on freedom of expression. In addition,
given the lack of clear definitions around categories of ads such as political and
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issue ads, such notice processes are important to protect freedom of expression.
All notices should be available in a durable form that is accessible even if an
advertiser’s account is suspended or terminated. In addition, users who flag ads
should have a log of ads they have reported and the outcomes of the review
process. At a minimum the notice provided to advertisers who have had their ads
or accounts flagged should include:

- The URL, content excerpt, and/or any other relevant information which
would allow the party to identify the ad or account flagged or removed

- The specific portion of the advertising content policy and /or ad targeting
policy that the ad or account was found to violate

- How the ad or account was detected or removed (e.g. user flag,
government request, automated tool)

- An explanation of the process through which the relevant party can appeal
the decision

14) With regard to categories of ads that could have significant real-life
consequences, such as political ads, housing ads, employment ads, and
credit ads, offer advertisers who have had their ads or accounts flagged or
removed as well as users who have flagged ads or accounts a robust
appeals process. These appeal procedures are particularly important where ads
are run by individuals or civil society organizations, as erroneous removal or
moderation of their ads could particularly infringe on freedom of expression. In
addition, given the lack of clear definitions around categories of ads such as
political and issue ads, such appeals processes are important to protect freedom
of expression. At a minimum, the appeals process available to advertisers who
have had their ads or accounts flagged and users who have flagged ads or
accounts for these consequential categories of ads should include:

- Human review by a person or panel of people that were not directly
involved in the initial decision-making process.

- The opportunity to provide additional context or information that should
be considered in the appeals process.

- Meaningful notice which details the results of the appeals process. This
notice should provide a comprehensive explanation of why the final
decision was made.

15) Fund further research and investigations regarding how the digital
advertising ecosystem can be used to reinforce societal biases and
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discriminatory outcomes and how to redress these problems. In particular,
this research should include platforms which have been less studied to date, such
as Twitter, Reddit, Snapchat, etc. Additionally, new research should explore
potentially consequential categories of ads beyond the ones discussed in this
report as ads that could have significant real-life consequences such as political
and employment ads. Other similarly consequential categories of ads may
include education and healthcare, and these areas would benefit from further
research as they can also yield discriminatory and harmful outcomes.

Recommendations for Civil Society and Researchers

In order to promote greater understanding and safeguards around how
automated tools are used during the ad targeting and delivery processes,
members of civil society and researchers should:

1. Conduct further research on how the digital advertising ecosystem
can be used to reinforce societal biases and discriminatory
outcomes through advertising and how to redress these problems.
In particular, this research should focus on platforms that have been less
studied to date, such as Twitter, Reddit, Snapchat, etc. As discussed
above, this report has highlighted some categories of ads that could have
significant real-life consequences, but there are other similarly
consequential categories of ads, such as education and healthcare, that
need to be further researched, as they can also yield discriminatory and
harmful outcomes.

2. Collaborate to develop a set of industry-wide best practices for
transparency and accountability around algorithmic ad targeting
and delivery practices. These best practices should explicitly
prioritize the public interest above corporate business models and
concerns about trade secrets. This will help ensure that users are
adequately educated and aware of company practices, have a range of
meaningful controls at their disposal, and know how to use them. It will
also promote greater accountability around these algorithmic decision-
making practices.

Recommendations for Policymakers

The recommendations for policymakers in this report are focused on U.S.
policymakers. This is both because the platforms discussed are U.S. companies
and also because the First Amendment of the U.S. Constitution imposes unique
constraints on the extent to which U.S. policymakers can regulate how companies
decide which content to permit on their platforms.
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In order to help prevent discrimination and harmful outcomes as a result of
algorithmic decision-making in ad targeting and delivery online, U.S.
policymakers should:

1. Clarify that all offline anti-discriminatory statutes apply in the
digital environment. Policymakers should ensure that anti-
discrimination statutes apply online to the same extent as offline. Statutes
such as the Civil Rights Act of 1964, the Fair Housing Act (part of the Civil
Rights act 0f 1968), the Age Discrimination in Emplyoment Act, and
California’s Unruh Civil Rights Act should be applied online as they are
applied offline. Where necessary to fill gaps or clarify the applicability of
such laws, Congress and state legislatures should enact appropriate
legislation.

2. Enactrules to require greater transparency from online platforms
regarding their ad targeting and delivery practices. The U.S.
government is limited in the extent to which it can direct platforms how to
decide what content to permit on their sites. However, Congress could
improve accountability mechanisms by requiring greater transparency
around these content policies and practices.
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