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Executive Summary

In the July 2020 Schrems II case, the Court of Justice of the European Union

(CJEU) invalidated the Privacy Shield. Over 5,300 companies relied on the

Privacy Shield to facilitate transatlantic data transfers between the United States

and Europe for services including social media, messaging, cloud services, and

email. The CJEU found that U.S. surveillance authorities—specifically Section

702 of the Foreign Intelligence Surveillance Act (FISA) and Executive Order 12333

(EO 12333)—do not provide an adequate level of protection for the personal data

of European Union (EU) citizens, and that the United States lacks any

mechanism to provide effective redress for EU citizens whose data is transferred

to the United States. The decision has created ambiguity around the future of

trade between businesses in the United States and the EU.

This report puts forth recommendations for measures that the U.S. government

can implement without the need for congressional action. We do not suggest that

every measure we recommend is strictly required by the Schrems II decision, nor

can we forecast that if all of the recommendations we set forth here are adopted,

this would fully satisfy the CJEU. Rather, we seek to outline a package of reforms

that address the Schrems II decision, that increase privacy safeguards for both

U.S. persons and non-U.S. persons, and that should be achievable in the near

term.

Reforms to Collection and Targeting

Reforms that would address collection and targeting practices under Section 702

and EO 12333 would limit the risk of intrusion on the privacy rights of both U.S.

and non-U.S. persons, and would likely be the most effective means of protecting

those rights. The U.S. government should:

Build upon Presidential Policy Directive 28 (PPD-28) by applying the six-

category use limits for bulk data in PPD-28 to restrict the permitted

purposes for bulk collection.

Adopt binding rules to ensure that bulk collection is only conducted

when it meets the principles of necessity and proportionality under

international human rights law.

Commit in its Section 702 targeting procedures to following the 

definition of foreign intelligence information under FISA that

applies to U.S. persons, namely that information must be “necessary to”

the United States’ ability to protect against threats, rather than the

• 

• 

• 
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broader “relates to” standard that applies for foreign intelligence

information regarding non-U.S. persons.

Strengthen and narrow the standard for targeting under Section 702

from the current standard, which only requires that the targeting will be

“reasonably likely to return” foreign intelligence information related to

one of the 702 certifications.

Commit through an executive order or directive that it will not reinstate

“about” collection under Section 702, ensuring that the National

Security Agency only collects communications that are “to” or “from” a

target.

Remove the term “foreign persons” from the definition of foreign

intelligence under EO 12333 to ensure that collection is limited to

information regarding foreign governments, organizations, and terrorists

rather than any foreign individual.

Strengthen the standard for surveillance targeting under EO 12333

by, at a minimum, incorporating the Section 702 targeting standard of

“reasonably likely to lead” to foreign intelligence.

Require the government to seek and create procedures for FISA Court

post hoc review of targeting decisions under Section 702, as part of

the annual recertification of the program. These new procedures

should be incorporated into the Section 702 targeting procedures.

Minimization Reforms

Minimization is the broad term that covers how the intelligence agencies may

access, use, retain, and share collected data. The U.S. government should:

Adopt more robust and transparent limits on how collected

information regarding specific individuals—regardless of nationality—

may be used.

Raise the bar for queries seeking information about residents of other

countries by extending the documentation requirement (for a statement

of facts supporting the query term) to cover all queries seeking

information about any specific person—regardless of that person’s

nationality or location—under both Section 702 and EO 12333.

Lower the default time period for retention of data under both

Section 702 and EO 12333 to three years, and examine and narrow the

• 

• 

• 

• 

• 

• 

• 

• 
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exceptions to default retention rules, such as the exception for encrypted

communications.

Require that when intelligence agency personnel actually review collected

information and do not affirmatively assess it to qualify as foreign

intelligence information, they must purge that data rather than waiting

until expiration of the default retention period.

Improving Transparency

Greater transparency for the rules governing U.S. surveillance is needed and will

benefit U.S. and non-U.S. persons alike. The U.S. government should:

Disclose the categories that are the subjects of the Section 702

certifications approved by the FISA Court, thereby outlining the scope of

permitted 702 surveillance.

Creating Meaningful Redress

Targets of U.S. surveillance under Section 702 and EO 12333, including EU

citizens, lack a mechanism through which they can seek redress in U.S. courts.

The CJEU in Schrems II emphasized that effective judicial redress requires that

individuals are entitled to hearings before an independent and impartial tribunal.

The U.S. government should:

Provide a mechanism for independent judicial redress or standing

to bring challenges to surveillance practices in U.S. courts. Proposals for

administrative solutions may be worth considering and could be a helpful

first step to show good faith in negotiations. But in order to fully meet the

redress standard set forth by the CJEU, legislation will be needed.

• 

• 

• 
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Introduction

On July 16, 2020, the Court of Justice of the European Union (CJEU), in Data

Protection Commissioner v. Facebook Ireland Limited, Maximilian Schrems (Schrems

II), invalidated the Privacy Shield that had provided a mechanism for data

transfers between the United States and Europe.  Over 5,300 companies relied on

the Privacy Shield to facilitate transatlantic data transfers for services including

social media, messaging, cloud services, and email.  The Privacy Shield enabled

these companies to freely transfer data between markets, thereby permitting

them to sell physical and digital goods and services to consumers in Europe.

Recent figures indicate that these commercial activities made up a significant

portion of the over $7 trillion in transatlantic trade that takes place every year.

In the Schrems II case, the CJEU found that U.S. surveillance laws do not provide

an adequate level of protection for the personal data of European Union (EU)

citizens that is equivalent to the rights guaranteed in the EU by the General Data

Protection Regulation (GDPR). The CJEU also found that the United States lacks

any mechanism to provide effective and independent review and redress for EU

citizens whose data is transferred to the United States. The decision has created

ambiguity around the future of trade between businesses in the United States

and the EU.

The United States and the EU are currently engaged in negotiations seeking to

resolve the concerns presented by the CJEU. In order for the U.S. government to

create an effective and sustainable solution, it must institute reforms to the U.S.

surveillance ecosystem. This report puts forth recommendations for measures

that the U.S. government can implement in the near term, without need for

congressional action, with the aim of providing guidance for the negotiation

process and meaningfully addressing the concerns set forth in Schrems II.

Since the CJEU’s decision in Schrems II addresses protections for the data—and

the interests—of EU citizens, meeting the court’s concerns requires increasing

protections for non-U.S. persons.  It is worth noting, however, that most of the

increased safeguards that we recommend for non-U.S. persons would also

increase protections for the rights of Americans. For example, proposals to

institute narrower standards for surveillance targeting would result in data

collection that better focuses on appropriate targets and intrudes less on the

privacy of U.S. persons and non-U.S. persons alike.

We do not suggest that every measure we recommend in this report is strictly

required by the Schrems II decision, nor can we forecast that if all of the

recommendations we set forth here are adopted, this would fully satisfy the

CJEU. Rather, we seek to outline a package of reforms that address the Schrems II

decision, that increase privacy safeguards for both U.S. persons and non-U.S.

persons, and that should be achievable in the near term. Although we will

1

2

3

4
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continue to urge the U.S. government to adopt comprehensive surveillance

reforms beyond those outlined in this report,  we focus here on measures that

should be feasible and actionable by the U.S. Intelligence Community without

need for statutory changes. In some instances, we note that legislation would be

necessary to fully resolve the CJEU’s concerns, and in most cases we urge that

steps taken by the executive branch should subsequently be codified by

Congress. We plan to elaborate on those items that require congressional action

in a subsequent report.

5
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Background on Applicable U.S. Surveillance
Authorities

In the Schrems II decision, the CJEU found that U.S. surveillance conducted

under Section 702 of the Foreign Intelligence Surveillance Act (FISA) and under

Executive Order 12333 (EO 12333) does not provide “the minimum safeguards”

required under EU law to satisfy the principle of proportionality. As a result, the

court found that surveillance conducted under those two authorities “cannot be

regarded as limited to what is strictly necessary.”

Section 702 authorizes the U.S. government to target non-U.S. persons located

outside the United States for foreign intelligence purposes, in order to collect

their communications, including the content of phone calls and emails. The

government collects this information inside the United States, either by

compelling electronic communications service providers to turn over

communications to the government (often referred to as “PRISM” collection), or

by collecting communications from the internet “backbone” with the compelled

assistance of internet service providers (often called “upstream” collection).

Although U.S. persons cannot be targeted under Section 702, their

communications may be collected through what the government calls

“incidental collection,” if, for example, they are on the other end of an email or

phone call with a target. The U.S. government must obtain annual approvals from

the FISA Court—a special court that operates in secret to review classified

information—for Section 702 surveillance. The FISA Court reviews and approves

“certifications,” which cover the categories or topics of surveillance that are

authorized, as well as targeting procedures, minimization procedures, and

querying procedures.

EO 12333 is an executive order originally issued by President Ronald Reagan that

governs most U.S. Intelligence Community activities. It provides a framework for

surveillance that is not covered by FISA, as well as for intelligence collection

through other methods such as human intelligence and geospatial intelligence.

Each component of the Intelligence Community has developed its own set of

applicable implementing rules under EO 12333. These procedures, which must be

approved by the U.S. attorney general, are also referred to as AG guidelines.  The

lead intelligence agency for conducting signals intelligence, or SIGINT (the type

of intelligence collected through surveillance), is the National Security Agency

(NSA). Because the NSA sits within the Department of Defense (DoD), DoD’s AG

guidelines, found in DoD Manual 5240.01, Procedures Governing the Conduct of

DoD Intelligence Activities,  as well as the SIGINT Annex to these procedures,

provide the applicable rules for most surveillance conducted under EO 12333.

In addition, signals intelligence conducted under EO 12333 is governed by

Presidential Policy Directive 28 (PPD-28), which was issued by President Barack

6

7

8

9 10
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Obama in January 2014. PPD-28 was designed to provide safeguards for the data

and rights of non-U.S. persons. However, the CJEU in Schrems II found that

PPD-28 is not sufficient to overcome the privacy threats to EU citizens’ data that

it identified from U.S. surveillance conducted under both Section 702 of FISA and

EO 12333.
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Reforms to Collection and Targeting

Collection of information is the first step in conducting surveillance, and the first

point at which government actions interfere with the privacy interests of

individuals. Reforms that would address collection and targeting practices under

Section 702 and EO 12333 would limit the risk of intrusion on the privacy rights of

both non-U.S. persons and Americans, and would likely be the most effective

means of protecting those rights. Specifically, narrowing definitions for how

surveillance may be targeted and raising the standards for approving particular

targets will reduce privacy threats because surveillance will focus more closely on

appropriate targets. Such measures can also improve the efficacy of surveillance

activities by assisting intelligence agencies in honing in on actual threat actors

and actionable intelligence.

Reforms that would address collection and

targeting practices ... would limit the risk of

intrusion on the privacy rights of both non-U.S.

persons and Americans, and would likely be the

most effective ...

Limiting Bulk Collection Under EO 12333

Bulk collection, which involves conducting surveillance without any defined

target or other “discriminants”—characteristics that define or limit—is not

permitted under Section 702. However, for foreign intelligence collection under

EO 12333, the U.S. government does assert the authority to conduct bulk

collection when it is “necessary” to collect signals intelligence in bulk due to

“technical or operational considerations.”

Since, by definition, bulk collection is conducted without discriminants, it creates

significant risks that the government will also acquire vast quantities of

information concerning people who have no connection with wrongdoing or

foreign intelligence information. The U.S. government can and should

implement robust safeguards to mitigate these risks, and the executive branch

can adopt such measures without any action by Congress. Because both EO 12333

and PPD-28 were issued as executive actions, the president has full authority to

11
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expand the protections for individual rights under them by issuing a new

executive order or policy directive. The U.S. government can also develop and

issue updated attorney general–approved guidelines.

At present, Section 2 of PPD-28 provides some limitations on bulk surveillance

and protections for non-U.S. persons’ data by requiring that intelligence agencies

may only use signals intelligence collected in bulk for six designated purposes.

The permitted categories are the purposes of detecting and countering threats

from or regarding: (1) espionage; (2) terrorism; (3) weapons of mass destruction;

(4) cybersecurity; (5) U.S. or allied armed forces; and (6) transnational criminal

acts.  However, not only are these categories relatively broad but they only

govern the use of data collected in bulk and do not in any way limit the purposes

for which data may be collected in bulk in the first place. In other words,

intelligence agencies are still permitted to engage in broad bulk collection for any

foreign intelligence purpose, and PPD-28 only restricts how the government may

use the data once it is in government databases.

Thus, as an initial reform, the U.S. government should build upon PPD-28 by

applying the six-category use limits for bulk data to cover the purposes for bulk 

collection. No bulk collection should be permitted for any other purposes.

In addition, the U.S. government should adopt binding rules to ensure that, even

within these six categories, bulk collection is only conducted when it meets the

principles of necessity and proportionality under international human rights law.

When a government or entity is considering instituting policies or practices that

would restrict key rights, the necessity principle requires the actor to ensure that

the restriction on fundamental rights is necessary and meets a “pressing social

need.” Proportionality ensures that any advantages conferred by restrictions on

fundamental rights are not outweighed by potential disadvantages.  In

December 2020, the Organization for Economic Co-operation and

Development’s Committee on Digital Economy Policy, which includes the

United States as a member,  issued a statement explaining the need for an

instrument setting out principles for government access to personal data held by

the private sector. The statement noted that these principles may include

requirements that government access must “meet legitimate aims and be carried

out in a necessary and proportionate manner.”

Current rules in the SIGINT Annex, which, as noted above, essentially govern

most signals intelligence collection under EO 12333, contain the seeds for such

necessity and proportionality limits. With regard to necessity, Section 2.2(a)(2)

already states that the government should use discriminants whenever

practicable and that bulk collection may be used “when necessary due to

technical or operational considerations.” For proportionality, Section 2.3(a) states

that the government should endeavor “to limit the types and aspects of the

information collected to those relevant to the purposes of the collection.”  The

intelligence agencies are also already familiar with the “least intrusive means”

12

13
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standard,  which is similar to the proportionality principle but framed as only

permitting certain collection methods when no less intrusive means are

available. The U.S. government should build on this foundation to clearly require

implementation of the necessity and proportionality principles.

Strengthening and Narrowing Justifications for Targets of
Surveillance

With regard to surveillance that is not considered bulk collection, the intelligence

agencies should narrow the scope of collection to better focus on legitimate

targets. There are several approaches that could help in this regard under both

Section 702 and EO 12333. These include narrowing the definition of foreign

intelligence information that may be sought through surveillance, and

strengthening the standards for what agents must show in order to justify

particular surveillance targets.

Both FISA Section 702 and EO 12333 allow for broad targeting due to their

sweeping definitions of what constitutes “foreign intelligence.” The expansive

FISA definition of foreign intelligence information includes such matters as those

relating to the national defense and foreign affairs of the United States. EO 12333

defines “foreign intelligence” even more broadly as information “relating to the

capabilities, intention or activities of foreign governments or elements thereof,

foreign organizations, foreign persons, or international terrorists,” and thus

includes information that simply relates to the activities of “any foreign person.”

Under Section 702, targets can be any non-U.S. person, regardless of that

person’s level of connection to a foreign power.  The targeting procedures

require that the surveillance of the target must be likely to lead to the collection

of foreign intelligence information within the scope of one of the “certifications”

or topics for which surveillance has been approved by the FISA Court—such as

counterterrorism or weapons of mass destruction. This standard could permit

targeting of people who may unwittingly or unknowingly possess information

that meets the broad definition of “foreign intelligence.” The rules for selecting

non-U.S. person targets under EO 12333 are even more permissive; the

government must have a valid foreign intelligence purpose for its collection, but

there are no further limits on selecting non-U.S. persons as targets for

surveillance.

While it is unclear whether the intelligence agencies use these authorities quite

as expansively as their language appears to allow, the definitions here should be

narrowed to strengthen safeguards for the data of both foreign persons and U.S.

persons.

17
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The government can implement these improved protections in the near term

without need for congressional action. As noted above, no changes to EO 12333

would require legislation. Moreover, under Section 702, the government can

incorporate new limits into its targeting procedures at the time of its next annual

renewal of the 702 program, which the FISA Court can then approve. Such a

move would be binding and narrow the government’s collection. Subsequently,

Congress could codify limits to ensure they are made permanent.

First, the government should commit—in its Section 702 targeting procedures—

to following the definition of foreign intelligence information under FISA that

applies to U.S. persons, namely that information must be “necessary to” the

United States’ ability to protect against threats, rather than the broader “relates

to” standard that applies to foreign intelligence information regarding non-U.S.

persons.  Further, the government should strengthen and narrow the standard

for targeting under Section 702 from “reasonably likely to return” foreign

intelligence information related to one of the 702 certifications. Restricting

targeting to foreign powers or agents of a foreign power (as under other sections

of FISA), as some have proposed, may be too limiting, but the Intelligence

Community should work with reform advocates and the administration to

develop narrower but workable limits.

Relatedly, the U.S. government should commit that it will not reinstate “about”

collection under Section 702, ensuring that the NSA only collects

communications that are “to” or “from” a target. As part of its “upstream”

surveillance under Section 702, the NSA used to collect communications that

merely reference, or are “about,” a target, such as when the email address for a

target appears in the body of an email. “About” collection therefore could sweep

up communications that are neither to nor from an approved target, creating a

significantly greater risk of including the communications of people with no

connection to wrongdoing or foreign intelligence. The NSA suspended “about”

collection in 2017 based on its inability to conduct this collection in compliance

with applicable privacy protections,  but the statute permits the NSA to restart

“about” collection after obtaining permission from the FISA Court and notifying

Congress. Again, to guarantee a more permanent limit on overbroad

surveillance, Congress should also pass a reform bill that includes a prohibition

against “about” collection.

With regard to EO 12333, simply removing “foreign persons” from the definition

of foreign intelligence would ensure that collection is limited to information

regarding foreign governments, organizations, and terrorists, rather than any

foreign individual. This can be done through administrative action, including a

new directive or executive order. Currently, collection must be supported by a

“foreign intelligence” purpose, but there are no standards to ensure that agents

have a sufficient predicate for concluding that particular targets will fulfill the

foreign intelligence purpose. The standard for surveillance targeting under EO

12333 should at the very least be elevated to the Section 702 targeting standard of

20
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“reasonably likely to lead” to foreign intelligence, and could be strengthened

further by working with the Intelligence Community, as suggested above.

Requiring Post Hoc Judicial Review of Targeting Decisions

Independent judicial review provides a fundamental safeguard for civil liberties.

As noted above, under Section 702, the FISA Court only reviews the

government’s annual “certifications” for the categories of surveillance that will

be permitted, together with the government’s targeting, minimization, and

querying procedures. The FISA Court reviews these submissions on an annual

basis and, in between annual reviews, will only consider particular compliance

incidents that are brought to the court’s attention. The court does not play any

role in reviewing the government’s selection of particular targets. And for signals

intelligence conducted under EO 12333, no court plays any role in assessing

targeting procedures or determinations of particular targets.

In the near term, the U.S. government should seek and create procedures for

FISA Court review of targeting decisions under Section 702, at least after the fact

as part of the annual review of the Section 702 program. This would provide a

critical independent check on targeting decisions to help ensure that they meet

all applicable standards and to promote compliance. In its 2014 report on Section

702 surveillance, the Privacy and Civil Liberties Oversight Board (PCLOB)

recommended that the government submit a random sample of 702 targeting

decisions to the FISA Court for review as part of the annual certification process.

 The government provided the FISA Court with a briefing on how this could

work, but the FISA Court itself declined to accept the recommendation.  To

ensure post hoc review by the FISA Court of a selection of targeting decisions,

the government should build such a process into its targeting procedures as part

of its submission to the FISA Court at the next annual renewal of the Section 702

certifications. The government should update its 702 targeting procedures to

outline that, in order to ensure compliance, the government will submit a random

sample of targeting decisions to the FISA Court for post hoc review, and specify

the sampling methodology to be used.

In the longer term, Congress should enact a requirement for such post hoc FISA

Court review of targeting decisions. This would provide a more fail-safe

mechanism to ensure that the FISA Court would accept jurisdiction to review

Section 702 targeting decisions, and Congress could expand the post hoc review

to cover all targets approved in the prior year rather than only a random sample.

To the extent that such reviews substantially increase the workload of the FISA

Court, Congress should also ensure that the FISA Court has sufficient resources

to take on this work, possibly including expanding the number of judges serving

on the FISA Court.  Congress could also authorize the FISA Court to conduct

post hoc review of targeting under EO 12333 to ensure that such targeting meets

22
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the necessity and proportionality principles. Any judicial role in intelligence

collection conducted pursuant to EO 12333 would be a significant change, and

therefore it would also be critical to expand resources to the FISA Court and to

establish appropriate procedures.
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Minimization Reforms

Minimization is the broad term that covers how the intelligence agencies may

access, use, retain, and share collected data. Section 702 requires the government

to adopt minimization procedures “to minimize the acquisition and retention,

and prohibit the dissemination, of nonpublicly available information concerning

unconsenting United States persons consistent with the need of the United States

to obtain, produce, and disseminate foreign intelligence information.”  The

minimization procedures must be approved by the FISA Court on an annual

basis. Each participating intelligence agency has adopted its own Section 702

minimization procedures, which generally include use limitations, retention

limits, and rules regarding dissemination or sharing of information.

Collection and minimization under EO 12333 are governed by rules promulgated

by the federal intelligence agencies and approved by the attorney general. As

noted above, because the NSA sits within the DoD, the minimization procedures

for most signals intelligence under EO 12333 are found in DoD Manual 5240.01,

as well as the SIGINT Annex.

Strengthening Use Limitations

Throughout the Schrems II decision, the CJEU refers to the U.S. intelligence

agencies’ “mass processing” of EU citizens’ personal data as an infringement

upon GDPR, which suggests that use limitations could be helpful in mitigating its

concerns. Therefore, the U.S. government should adopt more robust and

transparent limits on how collected information regarding specific individuals—

regardless of nationality—may be used. For example, for data collected under EO

12333, the government should restrict all use of non-U.S. persons’ information to

the six purposes laid out for bulk collection under PPD-28, as described above.

For information collected under Section 702, the intelligence agencies should

only be permitted to use information in connection with the approved foreign

intelligence purpose—namely the subject of the particular certification approved

by the FISA Court—for which it was collected.

Raising the Bar for Queries Using Identifiers Associated with Non-
U.S. Persons

One of the key techniques that the Intelligence Community employs to review

and analyze collected signals intelligence is to conduct “queries.” This process

involves inputting search terms into digital tools that will then comb through, or

“query,” the applicable databases to locate information containing the search

terms. Query terms may be based on a particular subject matter, but often the

26
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terms involve identifiers that are associated with a particular person. When query

terms relate to a specific U.S. citizen or legal permanent resident, the Intelligence

Community refers to the process as conducting a “U.S. person query,” and there

are rules that govern both the standard and the process for conducting such

queries. However, most of these rules do not apply to non-U.S. person queries.

Under Section 702, the querying procedures for both the NSA and the Central

Intelligence Agency (CIA) provide that all queries, regardless of the search terms

used, “must be reasonably likely to retrieve foreign intelligence information, as

defined by FISA, unless otherwise specifically excepted in these procedures.”

The Section 702 querying procedures of the Federal Bureau of Investigation (FBI)

add an additional permissible purpose of reasonably likely to retrieve “evidence

of a crime.”  For U.S. person queries, there are also certain procedural

requirements designed to impose some rigor to the process. When either the NSA

or CIA seeks to conduct a U.S. person query, the agent must produce “a

statement of facts showing that the use of that query term” will be reasonably

likely to return foreign intelligence information. For the NSA, the procedures also

require that any U.S. person query term must first be approved by the NSA’s

Office of General Counsel, and such approvals will expire after one year unless

they are renewed during that time. The FBI’s querying procedures are somewhat

more complicated but generally require that the FBI produce a statement of facts

showing that the query term meets the standard before an agent may review

information returned from conducting a U.S. person query. In some limited

circumstances, the FBI must obtain an order from the FISA Court before they

access the information.

By contrast, when any of these agencies conduct Section 702 queries using terms

associated with a particular non-U.S. person, there are no similar documentation

or process requirements. For non-U.S. person queries, no agency is required to

prepare a written statement of facts showing that the query meets the

“reasonably likely to return” standard. Nor is there any requirement, like the one

the NSA applies for U.S. person query terms, for prior approval of non-U.S.

person query terms.

Under EO 12333, the DoD procedures include a high-level purpose requirement,

namely that agents may only conduct queries that are “relevant to the

intelligence mission or other authorized purposes.”  Although this language is

contained within a section outlining protections for U.S. person information, its

broad drafting suggests that this purpose requirement arguably applies to all

queries. Moreover, the CIA may also collect electronic communications

information, and its rules under EO 12333 require that any query of unevaluated

information must be “reasonably designed to retrieve information related to a

duly authorized activity of the CIA.”

As with Section 702, there are more rigorous requirements for U.S. person queries

of information acquired under EO 12333 than for other queries. For U.S. person
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queries, the DoD manual also requires that queries should be designed to

minimize the amount of non-pertinent information returned, and that agencies

should develop procedures for documenting the basis for such queries.  In

addition, the SIGINT Annex contains specific limits on conducting U.S. person

queries, and permits such queries only if one of a list of conditions is met. These

include that the query subject has been approved as a target of surveillance under

FISA, and procedures also outline certain circumstances under which approval

must be received from the director of the NSA or the U.S. attorney general in

order to conduct a U.S. person query. By contrast, beyond the broad “relevant to

an authorized purpose” rule, the DoD procedures and SIGINT Annex do not

contain any specific requirements for queries using terms associated with a

specific non-U.S. person, unless that individual is physically present in the United

States.

Queries are a critical tool through which U.S.

intelligence agencies process data, and processing

safeguards for non-U.S. persons are direly needed.

There has been a significant amount of debate in the United States over

strengthening the standards for when it is permissible to conduct U.S. person

queries, and it is still critical that the government strengthen those standards.

But, to respond to the Schrems II decision, the U.S. government should also raise

the bar for queries seeking information about residents of other countries.

Queries are a critical tool through which U.S. intelligence agencies process data,

and processing safeguards for non-U.S. persons are direly needed.

At a minimum, under Section 702, the U.S. government should extend the

requirement for a supporting statement of facts to cover all queries seeking

information about any specific person, regardless of that person’s nationality or

location.  As noted above, NSA and CIA personnel are already required to

document the basis for their U.S. person queries, and the government should

expand application of this rule to all agencies participating in Section 702 and to

non-U.S. person queries. The rationale for mandating documentation is that it

induces agents to think through, and support with facts, their assessment that

using the query term will actually meet the query standard. A requirement for a

statement of facts in support of query terms will therefore help ensure that

queries actually meet the standard—“reasonably likely to return” foreign

intelligence information—that already applies to all queries under Section 702.
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Further, the U.S. government should apply this same standard and

documentation requirement to queries of SIGINT data collected under EO 12333,

whenever the query uses a term associated with a specific person, regardless of

nationality. This will help ensure that all queries of surveillance data collected

under EO 12333 are designed to be reasonably likely to return foreign intelligence

information.

Decreasing Retention Periods

The privacy rights of both U.S. and non-U.S. persons can also be improved by

addressing the data retention policies that apply to information gathered by the

intelligence agencies. Generally speaking, the privacy risks increase the longer a

piece of information is held. If some data has been deleted, it obviously cannot

thereafter be inappropriately accessed or misused. This is why it is important for

standard retention periods to be no longer than is necessary to serve the purpose

for which the data was collected. Although intelligence agencies assert that they

never know when a piece of information may turn out to be helpful, default

retention periods for data that has not been identified as relevant to foreign

intelligence purposes should be shortened. Agencies should have an obligation to

review collected intelligence information and determine what data meets

retention standards and what data can and should be purged, in a timely manner.

The default retention period for data collected by the U.S. government under

both Section 702 and EO 12333 is five years in most cases.  The FBI is authorized

to retain Section 702 data for up to 15 years in certain circumstances and with

some additional safeguards.  In general, data that has been identified as

“foreign intelligence” can be retained indefinitely, but data that has not been

reviewed, or has been reviewed but not identified as foreign intelligence

information, will age off at the end of the default retention period. Lowering the

default time period to three years under both authorities will better protect

personal data by removing it from the government’s systems faster. In at least

one context, government officials have already found that a three-year retention

period for surveillance information is sufficient to preserve data during its period

of maximum effectiveness.  Moreover, it is important to recognize that

decreasing the default retention period does not prevent the intelligence

agencies from retaining information indefinitely when they have already

assessed that the particular data constitutes foreign intelligence information.

In addition, each agency’s Section 702 minimization procedures contain

exceptions to the default retention rule that should be examined and narrowed.

For example, most of the agencies have exceptions for encrypted information or

for information necessary to pursue the broadly stated “authorized foreign

intelligence or counterintelligence requirements.”
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Further, when intelligence agency personnel actually review collected

information and do not affirmatively assess it to qualify as foreign intelligence

information, they should be required to purge that data rather than waiting until

expiration of the default retention period. Disturbingly, the FBI’s Section 702

minimization procedures actually take the opposite approach—if information has

been reviewed but “not identified as information that reasonably appears to be

foreign intelligence information, to be necessary to understand foreign

intelligence information or assess its importance, or to be evidence of a crime,”

this is still sufficient to extend the default retention period to 10 years or, with

certain additional controls in place, up to 15 years.  By contrast, the NSA’s

Section 702 minimization procedures state that they require purging data

regarding U.S. persons “at the earliest practicable point” at which the NSA can

determine that the information is “clearly not relevant to the authorized purpose

of the acquisition (e.g., the communication does not contain foreign intelligence

information); or, as not containing evidence of a crime.”  Purging data that does

not qualify as foreign intelligence information can be a critical safeguard for civil

liberties.  However, the NSA’s rule only applies to information regarding U.S.

persons and, in practice, “most collected communications are not reviewed for

the purging of non-foreign intelligence matters upon collection, or at any set time

thereafter prior to use.”

We recognize that significant quantities of information will likely not be reviewed

before the data ages off under the applicable default retention period. However,

when intelligence analysts or agents actually review collected information, they

should be required to make a determination as to whether or not the data

qualifies as foreign intelligence information that the agency is authorized to

retain. Any information that does not meet the applicable standard should be

purged. This purge requirement should apply to all collected information that

fails to qualify as foreign intelligence information (or, for the FBI, as evidence of a

crime), regardless of the nationality of the person who is the subject of the

information. The FBI’s and CIA’s procedures should be amended to incorporate

an obligation to assess the value of information when conducting a review of

collected data. The minimization procedures for all intelligence agencies

participating in the Section 702 program should also be updated to reflect the

purging requirement, and it should be fully enforced, for both U.S. and non-U.S.

persons, with proper oversight.

In addition, the FBI’s broad authorization for 10- and 15-year default retention

periods should be eliminated. Information that has been assessed to constitute

foreign intelligence information or evidence of a crime may already be retained

beyond the default period. If the FBI seeks to extend the retention period for any

information not yet assessed to meet this standard, the FBI should be required to

make a showing to the FISA Court demonstrating the reason why longer

retention periods for this data—which has not been assessed to constitute foreign

40

41

42

43

newamerica.org/oti/reports/strengthening-surveillance-safeguards-after-schrems-ii/ 21



intelligence or evidence of a crime—is necessary, and how the longer retention

period will meet the authorized purpose for the data collection.
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Improving Transparency

Currently, the U.S. Intelligence Community discloses some data that outlines the

scope and scale of their intelligence collection efforts. For example, the Office of

Civil Liberties, Privacy, and Transparency of the Office of the Director of

National Intelligence (ODNI) publishes its annual Statistical Transparency Report

Regarding Use of National Security Authorities, which features data on FISA

probable cause court orders and targets; FISA Section 702–related orders, targets,

and U.S. person queries; national security letters; and more.  Most of the data in

the ODNI’s annual transparency report is disclosed based on legal requirements

in FISA. However, the ODNI report also includes some data points whose

disclosure is not mandated by FISA. FISA also requires the government to submit

further reports to Congress, but much of this information remains classified and

therefore unavailable to the public.

Companies that receive requests for user data from the government, such as

technology and telecommunications companies, also publish some data around

the requests they receive. This has become an industry-wide best practice for

technology companies.  However, these platforms face constraints around what

kind of data they can report on. In particular, companies that receive demands

for customer data under FISA can only report statistics describing the type and

number of demands they receive on an aggregated basis, using specified

numerical bands such as 0 to 499 and 500 to 1,000.

Greater transparency for the rules governing U.S. surveillance and the scope and

scale of data collection would help promote accountability, and provide a check

to show that collection is proportionate to intelligence needs. In particular with

regard to collection under Section 702, the government should disclose the

categories that are the subjects of the certifications approved by the FISA Court.

Thus far, the Intelligence Community has disclosed that these subjects include

counterterrorism and addressing weapons of mass destruction, but they have not

declassified the full list of categories covered by the Section 702 certifications.

While greater transparency is needed  and will benefit U.S. and non-U.S.

persons alike, it is important to note that any transparency measures should serve

as a supplement to efforts to reform collection, targeting, and minimization rules.

Transparency mechanisms alone will not be enough to satisfy the CJEU’s

concerns.
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Creating Meaningful Redress

In the Schrems II decision, the CJEU specifically pointed to the fact that “EU

citizens do not have the same remedies in respect of the processing of personal

data by the US authorities” due to the Fourth Amendment not applying to them,

and made clear that individuals must have access to judicial remedies to

challenge interference with their rights. Targets of U.S. surveillance under

Section 702 and EO 12333, including EU citizens, lack a mechanism through

which they can seek redress in U.S. courts. In particular, the CJEU noted that

FISA Section 702 and EO 12333 do not grant surveilled persons “actionable”

rights of redress before “an independent and impartial court.” EO 12333 is

particularly problematic for both U.S. and non-U.S. persons, because, as the court

noted, “the NSA’s activities based on E.O. 12333 are not subject to judicial

oversight and are not justiciable.”

The CJEU explained that an effective method of judicial redress is particularly

significant to protecting EU citizens’ rights, and it laid out a number of key

requirements. First, to offer essential equivalence to Article 47 of the EU Charter

of Fundamental Rights, effective judicial redress requires that individuals are

entitled to hearings before an independent and impartial tribunal.  Further, the

CJEU wrote that legal remedies must offer individuals access to their obtained

personal data, and the ability to obtain the rectification or erasure of such data.

The CJEU specified that the appointment of a Privacy Shield ombudsperson (an

individual within the U.S. State Department to whom individuals could raise

concerns, which was a U.S. solution following Schrems I) did not solve the

problem because that ombudsperson could not be considered an independent

tribunal and lacked the ability to make decisions that would be binding upon

intelligence agencies.

Accordingly, in order to reinstate data flows between the United States and the

EU, one crucial fix will be to provide EU citizens with a mechanism for

independent judicial redress. To fully meet the redress standard set forth by the

CJEU, legislation will be needed. Proposals for administrative solutions may be

worth considering and could be a helpful first step to show good faith in

negotiations, but ultimately Congress will need to provide a judicial redress

mechanism through legislation in order to meet the robust standards the CJEU

has set. Providing an independent tribunal with fact-finding ability will require

jurisdiction in U.S. courts, which must be established by statute. Similarly,

legislation will be required to implement any approach that involves enabling

complainants to establish standing—the constitutional requirement that litigants

show they have been harmed by a law or practice in order to challenge it in court

—to bring challenges to surveillance practices in U.S. courts.
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Academics have developed a creative proposal that attempts to meet the CJEU’s

robust requirements through reforms that would only require administrative

action, without any legislation.  That proposal involves establishing a fact-

finding process that can examine classified information, whose findings could

then be appealed to an independent judicial body. Under the first step of the

proposal, agencies that conduct or assess surveillance would be required to carry

out fact-finding investigations regarding that surveillance—either through

intelligence agency privacy and civil liberties officers,  the PCLOB, or potentially

through agency inspectors general.  The authors of this proposal suggest that

complainants who were not satisfied with the fact-finding could then obtain

review in the FISA Court without need for legislation, at least for challenges

related to Section 702 surveillance. They contend that the FISA Court would have

jurisdiction as part of its authority to review compliance incidents. The authors

further suggest that Congress could enact legislation to grant complainants

standing to file appeals in the same way as under the Freedom of Information Act

(FOIA), where individuals who are not satisfied with an agency’s response to a

FOIA request always have standing to seek judicial review of the agency’s

investigation. The authors see this review as analogous to judicial review of other

agency actions under the Administrative Procedures Act (APA).

... but ultimately Congress will need to provide a

judicial redress mechanism through legislation in

order to meet the robust standards the CJEU has set.

While the purely administrative version of this proposal could help serve as an

interim solution, it is highly unlikely that it would suffice as a longer-term redress

fix. One issue is that the potential fact finders considered do not have the power

to require the intelligence agencies to act and, as noted above, the CJEU found

that the redress mechanism must be binding on the intelligence agencies to

“remedy the deficiencies” in the law.  If the PCLOB were tasked with the initial

fact-finding investigations under this type of proposal, this would offer more

independence than either an intelligence agency’s privacy and civil liberties

officer or a State Department official (as with the Privacy Shield ombudsperson).

But the PCLOB would then need additional authority, which would ultimately

require congressional action to require compliance with their decisions. Further,

it is far from clear that, without legislation, the FISA Court would agree that it

had jurisdiction to review appeals from the proposed fact-finding investigations

as part of its review of compliance matters. By definition, a complainant would
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only seek to appeal an agency fact-finding where the fact-finding process had

concluded that there was not a compliance violation, so such determinations may

not fit within the scope of reviewing compliance violations that the FISA Court

recognizes to be under its jurisdiction. Moreover, the FISA Court does not review

decisions of the PCLOB or inspectors general. Therefore, if either of those actors

handled the proposed fact-finding process, the FISA Court would likely be unable

to assert jurisdiction without legislative authorization. In addition, even if the

FISA Court accepted review as part of the compliance process, this could only

provide redress related to Section 702; the FISA Court does not have jurisdiction

to review any activities under EO 12333, and therefore legislation would still be

required to create a mechanism for redress under EO 12333.

Under current law, there are a variety of barriers not only for Europeans but also

for Americans who seek to challenge U.S. surveillance practices in U.S. courts. In

particular, such challenges have been blocked by the inability of plaintiffs to

establish standing—because without access to classified information, they cannot

show that they have been subject to surveillance. However, the U.S. Supreme

Court has held that Congress can play a role in determining what qualifies as an

“injury” that can establish standing,  and Congress can and should pass

legislation that would more clearly define what constitutes an injury in cases

challenging government surveillance. Under one proposal, Congress could

provide that where a person takes objectively reasonable protective measures in

response to a belief that they are subject to surveillance, those protective

measures would count as the injury, and they would therefore be able to establish

standing to pursue a case against the U.S. government for illegal surveillance.

It seems unavoidable that legislation will ultimately be needed to provide

Europeans with individual, independent redress as the CJEU laid out.

Nonetheless, it is worth exploring administrative solutions in the near term to

improve upon existing mechanisms, including the Privacy Shield ombudsperson,

that the CJEU has rejected for failure to provide the requisite independent

tribunal to ensure protections of Europeans’ rights.

55

56

newamerica.org/oti/reports/strengthening-surveillance-safeguards-after-schrems-ii/ 26



Conclusion

In Schrems II, the CJEU made clear that reforms to U.S. surveillance law are

critical to ensuring future transatlantic data flows. The decision has provided an

opportunity for U.S. policymakers to reexamine U.S. surveillance law and

implement meaningful changes that increase privacy protections for non-U.S.

persons and Americans alike. The recommendations outlined in this report are

designed to accomplish these goals and should be achievable in the near term

without congressional action. However, as noted throughout this report,

Congress likely must enact legislation to fully resolve the CJEU’s concerns and

institute changes that are more robust and permanent. We plan to elaborate on

those long-term reforms that require congressional action in a subsequent report.
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