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About this Series

The right to use strong encryption technology—like the encryption that secures your iPhone or protects your WhatsApp 
messages—isn’t only under political attack in the U.S. Governments in the U.K., Germany, France, and other European 
countries have recently taken steps toward undermining encryption. Although these local debates have engaged a 
wide range of policymakers, privacy advocates, and internet companies, they’ve been taking place largely in isolation 
from one another, with limited sharing of information, arguments, and advocacy tactics between those countries’ policy 
communities. This series of papers will fill in some of those gaps by recounting the legal landscape and political rhetoric 
in various European capitals. This is the second of those papers, focused on the encryption debate in Germany. The other 
papers in the series cover the encryption debates in the U.K. and France.
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Germany has a unique relationship with encryption 
that stands in stark contrast with that of the U.K. 
and France. The country doesn’t have any existing 
laws that prohibit the use of encryption, compel 
users to disclose their keys, or require mandatory 
decryption of encrypted data. In fact, encryption has 
been strongly endorsed by the German government 
for many years. A recent series of joint letters to the 
European Commission from the German and French 
interior ministers calling for encryption controls 
through legislation may signify the beginning of a 
shift in national policy, following the trend we have 
seen in the U.S. and other parts of Europe.1 Or, it 
may simply signify a divergence of opinion on the 
issue between law enforcement and other parts of 
the German government that have long championed 
encryption as an important tool for data privacy 
and security, similar to the U.S. government’s own 
internal disagreements on the issue.	

The legal and political landscape of surveillance 
in Germany, with its history of Nazi and Stasi 
repression,2 is quite unlike that of the U.S., the 
U.K., or France. In contemporary Germany, data 
privacy laws are among the strongest in the world, 
government surveillance is strictly regulated, and 
the right to privacy is especially strong.3 The German 

government explicitly encourages its citizens to 
use encryption, including end-to-end encryption 
systems in which only the sender and recipient can 
decrypt the message.4 However, at the same time 
that it supports the use of strong encryption, the 
government conducts widespread investigatory 
hacking to gain access to encrypted evidence and 
intelligence.5 To govern that activity, Germany has 
a complex legal regime that regulates the use of 
hacking to access data before it is encrypted6—a 
framework that was amended just last month 
to sharply expand the government’s hacking 
authorities.7

INTRODUCTION

The German government explicitly 
encourages its citizens to use 
encryption, including end-to-
end encryption systems in which 
only the sender and recipient can 
decrypt the message.
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Germany has no laws that force disclosure 
of encryption keys or decryption of content, 
nor any laws that limit the strength or use of 
encryption. Instead, the government has a history 
of supporting the right to encrypt, promoting the 
use of encryption, and even attempting to create 
email encryption tools. However, Germany also has 
an extensive legal regime to enable surreptitious 
remote hacking into targeted devices. Law 
enforcement and intelligence agencies at both the 
federal and state level can use a wide variety of 
legal tools to authorize hacking activities, which are 
often used to bypass the challenges that encryption 
poses for law enforcement.8 At the federal level, 
there are two intelligence agencies and three law 
enforcement agencies that can conduct government 
hacking. At the state level—Germany has 16 states 
(Länder)—government hacking powers are divided 
between state intelligence agencies and state law 
enforcement agencies.9

Law enforcement agencies in Germany conduct 
hacking under three major authorities, and the 
text of each authority uses slightly different 
language to refer to the act of hacking. The most 
explicit is the authorization contained in section 
20k of the Federal Office of Criminal Investigation 

Act that permits law enforcement to “intervene 
with technical means in information technology 
systems.”10 The Federal Police Law, meanwhile, only 
refers to collecting personal data through “special 
means” and “technical means in a way not visible 
to the person concerned.”11 Finally, section 100a 
of Germany’s Code of Criminal Procedure only 
authorizes the interception of communications, but 
German courts have interpreted a power to hack 
devices in the interception authority, particularly 
where doing so would enable collection prior to 
encryption.12 

Under any of the above criminal authorities, the 
hacking must be approved by an independent 
judge. Under the Code of Criminal Procedure, the 
crime must be one of a specified set of serious 
crimes, while under the Federal Office of Criminal 
Investigation Act authorization is limited to danger 
to life and limb or to the security of the nation.  
Device owners are also entitled to notice of the 
hacking as soon as notice can be effected.13 Finally, 
all of the laws also contain restrictions on the 
collection of “core areas” information, which must 
not be collected and must be deleted immediately 
if inadvertently gathered. “Core areas” are those 
defined in Articles I and II of the Basic Law and 

CURRENT LEGAL LANDSCAPE:  
PRO-ENCRYPTION, BUT ALSO  

PRO-HACKING
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describe a highly private area for the individual 
which is free from surveillance. The doctrine of 
core areas has its roots in the fundamental rights 
found in Articles 1 and 2 of Germany’s Basic Law,14 
ensuring a core of human dignity that is typically 
beyond the state’s reach. For example, core areas 
include communications between close family 
members, as well as communications with outside 
individuals such as defence counsel, doctors, and 
clergy.15 The authorizations for intelligence agencies’ 
hacking, of which there are also three, are even 
more vague, referring only to collecting data “which 
has been stored.”16 

As applied by the courts, the core areas doctrine has 
led to two major legal limits on the government’s 
ability to hack into and search an entire device for 
either law enforcement or intelligence reasons. Such 
a search is often referred to as an “online search” 
and is distinct from “source telecommunication 
surveillance,” (quellen TKÜ) which is restricted 
to retrieving the content of messages as they are 
being typed– ongoing communication. These 
limitations on online searches are a result of two 
legal cases, the Online Search and Counterterrorism 
cases, which will be discussed later in this paper. 
First, hacking can only be performed when there 
is a specific impending danger to human lives 
and the German state.17 Second, an independent 
body must ensure that “core area” (Kernbereich 

privater Lebensgestaltung, or simply Kernbereich) 
information is not collected.18 Taken together, 
these limitations and safeguards constitute the 
German equivalent of strict scrutiny review. In 
addition to these constitutional limits, requests for 
authorization to hack must include certain data 
indicators, which vary by authorizing statute. For 
example, the Code of Criminal Procedure requires 
data relevant to the identity and location of the 
person (where known), the telephone number or 
other code equipment, and the type, extent and 
duration of the measure.19

Finally, it is important to note that some of the 
above authorities were amended and broadly 
expanded in late June 2017, as this paper was 
being finalized. The debate over the change and its 
implications are discussed below, but two major 
changes are worth noting here: first, the limitations 
on usage of online searches were relaxed to include 
a much larger list of crimes, and second, source 
telecommunication surveillance was officially 
codified and authorized in statute for the first time.20  

Germany’s intertwined support of both strong 
encryption and robust investigatory hacking is the 
result of years of evolution in Germany’s public 
policy discussions. We turn next to a discussion of 
the history of that debate.
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A Tradition of Supporting Encryption 

Germany’s strong stance on encryption goes 
back many years. As early as 1991, Germany 
split its cryptography research unit away from 
its intelligence agency and turned it into its own 
Federal Office for Information Security.21 Later that 
decade, in 1999, the German government enacted 
an official policy on cryptography that broadly 
endorsed the use and development of encryption, 
opposed bans or limitations on technology, and 
called for other technical means to address the 
challenges of law enforcement,22 roughly mirroring 
the conclusion of the “crypto wars” that occurred in 
the U.S. in the 1990s.23

Germany continues to officially support the use of 
strong encryption by its citizens today. The Digital 
Agenda 2014-2017, a white paper on Germany’s 
digital policy, states that the German government 
“support[s] the use of more and better encryption 
and aim[s] to be the world’s leading country in 
this area. To achieve this goal, the encryption 
of private communication must be adopted as 
standard across the board.”24 The Digital Agenda 
goes on to declare that “it is the common duty of 
industry, science, and policy makers to establish 
secure information systems and to make these 
available for the common good,”25 and therefore 

the government “support[s] and demand[s] the use 
of trustworthy IT security technologies, especially 
the use of more and better encryption in electronic 
communication.”26 Similarly, the 2015 Charter to 
Strengthen Trusted Communications declared, “We 
[Germany] want to be the No. 1 encryption site in 
the world. We believe in trustable communications, 
particularly end-to-end encryption.”27 The Charter, 
which was signed by representatives of the 
government and the private sector, was designed to 
encourage private companies, particularly startups, 
to create an encryption-focused, innovative digital 
economy in Germany.

Consistent with that mandate, the German 
government has sanctioned and encouraged the use 
of De-Mail, an electronic communication service 
that uses encryption technology.28 Although it was 
initially criticized for its security flaws—malware 
scanning processes meant that the messages could 
not be encrypted end-to-end—in 2015 it enabled 
end-to-end email encryption via easy-to-use 
webmail plugins using the well-tested OpenPGP 
standard.29 The government’s support of De-Mail, 
and the inclusion of encryption requirements 
in various laws and regulations, shows that the 
government recognizes the crucial role that strong 
encryption can play in modern communications.30

HOW DID WE GET HERE, AND WHAT 
MAY THE FUTURE HOLD?
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However, despite this strong history of support 
for encryption, some members of the German 
government are beginning to question the policy. In 
2015, German Interior Minister Thomas de Maizière 
called for the ability to “decrypt or bypass encrypted 
communication.”31 The following year, in the wake 
of a series of terrorist attacks in Paris, Brussels, and 
Nice, the minister and his French counterpart made 
a joint statement calling for action in the face of 
increasing use of encryption technologies.32 They 
proposed that the European Commission examining 
the possibility of a directive requiring operators 
offering telecommunications or internet products 
or services in the European Union to remove illegal 
content or to decipher messages in the course of 
investigations.33 Other German government officials 
from the Christian Democratic Union party made 
similar statements.34 In February 2017, De Maizière 
and the French interior minister sent a joint letter 
to the European Commission regarding potential 
Europe-wide legislation requiring communications 
providers to be able to decrypt user information 
upon request.35 Although there were certain 
discrepancies between the published French and 
German letters, pressure to address concerns about 
encryption led to a European Commission study on 
the use of encryption tools. The study will propose 
new measures to address the challenges encryption 
poses to government investigators.36 

The contradiction between De Maizière’s position 
and that of the wider government has not been 
lost on others. Konstantin von Notz, internet policy 
spokesman for the Green Party, pointed out: “Mr. 
de Maizière wants to make Germany the number 
one encryption country, but he does not want any 
end-to-end encryption. He wants to strengthen IT 
security, but sticks to [government hacking]. This is 
counterproductive.”37 This same tension is reflected 
in the the government’s 2016 cybersecurity strategy, 
which sought to promote both “security through 
encryption” and “security despite encryption.”38 
As experts at the German tech policy think tank 
Stiftung Neue Verantwortung (SNV) describe: “For 
the German government this apparent contradiction 
can be resolved through lawful hacking.”39 A focus 
on government hacking instead of mandating that 

providers build intentional vulnerabilities into 
product’s encryption technology to enable third 
parties to decrypt encrypted data  (i.e., “backdoors”) 
has “allow[ed] the main pillar of German crypto 
policy—the support and promotion of strong 
encryption technologies—to remain in place” 
while “provid[ing] possibilities to  gain access 
even if encryption is employed.”40 While similar 
arguments have been made in the context of the 
U.S. encryption debate, where some advocates 
and policymakers have pointed to hacking as a 
more targeted solution to investigators’ needs 
than backdoors,41 the German example provides 
a cautionary tale: after a decade of court fights 
and policy debates, Germany just considerably 
expanded its lawful hacking authority through new 
legislation allowing secret remote exploitation of 
computing devices in the investigation of a wide 
range of regular crimes. 

A History of Hacking

The German government has long viewed remote 
hacking of targeted computers as a useful tool to 
gain access to information that might otherwise be 
unobtainable due to encryption,42 or even just due 
to the inefficiencies of the Mutual Legal Assistance 
Treaty system for making law enforcement data 
requests to online service providers based abroad.43 
Law enforcement has been hacking in Germany 
since at least 2005, when its use was first revealed.44 
Both intelligence and law enforcement agencies at 
the state and federal levels were then (and are now) 
using hacking tools in their investigations.45 

Throughout the past decade, courts in Germany 
have been considering the use of hacking and 
the rules and procedures surrounding it. In 
the landmark 2008 Online Search case, the 
Constitutional Court (Germany’s highest court for 
constitutional review) examined a particular state’s 
intelligence agency’s hacking powers as laid out in 
the law of the state of North-Rhine Westphalia. The 
court concluded that intruding into an individual’s 
device was an inherently disproportionate form of 
surveillance which intruded into the “core areas” 
of people’s private lives and was unconstitutional if 
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not specially authorized and subjected to particular 
limits and safeguards.46 In essence, the court 
declared that Germans have a fundamental right to 
the integrity of their data and computers. Therefore 
hacking is only permissible, according the court, 
if performed in response to threats to life or to the 
state itself and subject to frequent review to ensure 
that unnecessary, disproportionate, or core area 
information was not collected.47 

Law enforcement has continued to conduct 
investigative hacking activities since the Online 
Search case, often without seeking the specific 
authorizations and safeguards called for by 
the Constitutional Court. Instead, German 
authorities have been relying on a narrower form 
of hacking known as “source telecommunication 
surveillance”—that is, the interception of 
communications on the target’s device before 
they have been sent (or encrypted). Germany’s 
Telecommunications Law of 1996, the requirements 
of which are less stringent than those in the Online 
Search case, covers the real time surveillance of all 
types of voice and electronic communications.48 The 
German government has therefore chosen to argue 
in the wake of Online Search that communications 
sitting on a target’s device waiting to be sent are 
“telecommunications” covered by that law such 
that, e.g., secretly implanting software to capture 
the text of an email or text message while it is being 
typed and before it has been sent (or encrypted) 
is just another kind of surveillance that can be 
authorized under that law.49

The New Wave of Government Hacking

Despite the restrictions that came out of the 
Constitutional Court’s 2008 decision in Online 
Search, by the end of that same year new anti-terror 
legislation was passed that aimed to substantially 
increase the scope of Germany’s hacking activities. 
That legislation was championed by Wolfgang 
Schäuble, the former interior minister in Chancellor 
Angela Merkel’s cabinet, who in 2006 began 
promoting the controversial Program to Strengthen 
Internal Security, which would increase funding 
for German intelligence and law enforcement 

agencies to improve their hacking abilities. The 
proposed program would task the Federal Criminal 
Investigation Agency (BKA), Germany’s version 
of the Federal Bureau of Investigation, with using 
these new hacking powers to counter terrorism.50 
In the past there were concerns that Germany’s 
surveillance regime, which had faced opposition 
stemming from the country’s history of fascism, was 
too diffuse to effectively detect plots and prevent 
attacks.51 Centralizing counterterrorism hacking 
authorities under one agency, Schäuble argued, 
was a way of addressing these concerns. In 2008 
Schäuble introduced a bill, which amended the 
Federal Criminal Police Office Act (the BKA Law) 
to extend law enforcement’s ability to conduct 
online searches, video surveillance of homes, and 
phone monitoring.52 The proposal was criticized by 
opposition parties53 and civil liberties advocates 
who were highly concerned that the growing 
convergence of even greater powers in one agency 
threatened to create a “super authority” secret 
police organization.54 

Schäuble’s bill weathered civil society 
condemnation, political opposition, and even 
survived a failure in the Federal Council55 before it 
was enacted in December 2008. The BKA law was 
soon challenged in the Constitutional Court, from 
which it emerged in 2009 with minor restrictions. 
Schäuble’s bill once again faced a Constitutional 
challenge years later in the Counterterrorism case, 
which resolved in April 2016 with new limitations 
on the government’s ability to hack in anti-terrorism 
investigations.56 As it did in the Online Search 
decision, the court found that hacking was a 
special legal measure that could be used, with strict 
safeguards, to protect national security and public 
safety. As long as government hacking respected 
the core areas doctrine and adhered to other 
safeguards, it was declared permissible.57 However, 
this decision also urged the government to further 
clarify the statutory authority for lawful hacking by 
June 2018. 

The BKA is not the only agency that has seen its 
hacking powers expanded. The German government 
has also expanded funding for a variety of agencies 
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with hacking powers. In 2017, Chancellor Merkel 
announced that half a billion euros would be 
invested in the Federal Intelligence Service, 
Germany’s primary intelligence agency, to ramp 
up its technical capabilities.58 The exact purpose of 
the budgetary increase is secret, but news reports 
suggest that up to 150 million euros will be spent 
to undermine encrypted messaging services like 
WhatsApp.59 The Federal Constitution Protection 
Office, which is tasked with monitoring extremism, 
similarly received funds to improve its ability to 
cooperate with the U.S. National Security Agency 
and monitor internet communications.60 

The German government continued to double down 
on hacking as an investigative and intelligence 
technique by creating and investing in brand new 
agency actors specifically focused on it. In April 
2017, a new military cyber command intended to 
give the German government offensive hacking 
capabilities became operational.61 The same 
year the government announced the creation of 
a new cryptanalysis agency, the Central Office 
for Information in the Security Sphere (ZITiS), to 
fulfill Interior Minister de Maizière’s calls for a 
“cybersecurity offensive” against hostile actors.62 
Besides monitoring the internet and working to 
undermine encryption, ZITiS will be a clearinghouse 
for expertise on government hacking.63 These 
changes did not come without significant 
criticism, however. The Green Party called ZITiS a 
“constitutionally highly questionable initiative” and 
former data protection commissioner Peter Schaar 
expressed concern that it lacks legal legitimacy, and 
that there will be no possibility for review by the 
Federal Constitutional Court.64

Such debates over hacking in Germany are far 
from over, with new developments and heated 
argument occurring to this day. As this paper was 
being prepared, an amendment to a bill covering 
effective law enforcement was introduced in the 
Bundestag that would massively alter and expand 
the legislative authority under which the German 
government conducts hacking. The amendment—
which passed, along with the broader bill, on June 
22, 2017—was introduced at the last minute, drawing 

criticism based on both its procedure and content.
The new law expands both the “online search” 
and “source telecommunication surveillance” 
powers. The online search authorization—the 
ability to capture every piece of data on a device—
was broadened to cover 27 different serious 
crimes instead of solely situations of international 
terrorism and risk to life and limb. The new law 
also officially codified and authorized the source 
telecommunication surveillance practice, officially 
instituting a test based on necessity, proportionality, 
and technical feasibility, allowing its use in relation 
to an expanded list of 38 different crimes. 

Many members of the opposition parties in 
Germany have raised concerns with the new 
provisions, including serious questions about its 
constitutionality in the face of the Online Search 
case and others. Civil society in Germany has 
also been critical. Organizations like the Chaos 
Computer Club, Forum Privatheit, and Gesellschaft 
für Informatik have been joined by the legal 
community and the Green Party in questioning 
the constitutionality of the new law.65 Prof. Dr. 
Hartmut Pohl, from Gesellschaft für Informatik, 
said that the expanded provisions in the new law 
represent an impermissible intrusion into privacy 
and fundamental rights. He also warned that it is 
not yet clear how the measure could be designed to 
ensure the protection of the core area of ​​private life 
design, which has been declared indispensable by 
the Federal Constitutional Court.66 Constitutional 
challenge to the new authorities is almost assured, 
so the federal courts in Germany will likely have the 
next word on Germany’s consistent and continued 
drive toward conducting more, and more extensive, 
government hacking.
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1. Germany is relatively receptive to privacy-
based arguments around encryption.

In Germany, the right to privacy flows from the 
inviolable rights to human dignity and personality, 
among others. According to German law, to be 
an ‘informationally self-determining person,’ as 
opposed to a mere object of the state, a person 
must be able to make sovereign decisions about 
one’s privacy. That includes the right to encrypt 
one’s data. Therefore, the absence of encryption 
backdoors, compulsory key disclosure, or 
mandatory decryption laws is a direct consequence 
of Germany’s unique conception of privacy, strongly 
informed by its Nazi history and East Germany’s 
experiences under Stasi surveillance. Consequently, 
Germany seems much more open to privacy-based 
arguments around encryption than the U.K., France, 
and even the U.S. At the same time, the country 
is no stranger to terrorism and national security 
threats, having suffered radical left-wing terrorism, 
neo-Nazi terrorism, and Islamist terrorism while 
being, for most of its modern existence, a Cold 
War front. Germany’s experience thereby teaches 
the world that a strong conception of privacy can 
weather even persistent security threats.

2. Germany is also very open to economic 
and cybersecurity arguments in favor of 
encryption. 

Germany has long prided itself on being a global 
industrial leader, and as reflected in the federal 
government’s Digital Agenda 2014-2017 white 
paper, it intends to maintain its role as a digital 
leader as well. As a result, the German government 
has explicitly recognized that maintaining strong 
cybersecurity—including through strong end-to-end 
encryption—is critical to maintaining its economic 
security in the 21st century. In addition to compelling 
economic arguments, Germany has had another 
reason to be concerned about its cybersecurity: 
Edward Snowden’s revelations about the National 
Security Agency’s (NSA) global web of internet 
surveillance, which captured the communications 
of—among others—German Chancellor Angela 
Merkel herself. Therefore, post-Snowden concern 
about foreign intelligence agencies—as well as 
concern about economic espionage—has been a 
strong driver for encryption adoption. As Germany  
embraces arguments based on privacy, economics, 
and cybersecurity, it provides a model for how other 
governments could sensibly approach encryption. 
Strikingly, though, its rejection of encryption 
backdoors as a matter of policy didn’t turn so 
much on corporate or civil society engagement but 
instead on the engagement of different parts of the 
government.

LESSONS LEARNED AND STR ATEGIES 
FOR ACTION
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3. Government offices and agencies that are 
focused on privacy, security, and commerce 
can successfully counter law enforcement 
agencies’ call for backdoors.

In the U.S., although former FBI Director James 
Comey aggressively campaigned against encryption, 
he was restrained by the Obama White House 
which had chosen not to pursue legislation on 
the issue. It made that choice in no small part 
because the privacy watchdogs at the Federal Trade 
Commission, as well as the Commerce Department 
concerned with U.S. tech competitiveness, the 
State Department concerned with securing 
internet freedom and human rights globally, and 
elements of the Department of Homeland Security 
and the Intelligence Community responsible for 
cybersecurity defense, all pushed back on the FBI. 
Similarly, government watchdogs and regulatory 
bodies in Germany—particularly its data protection 
authorities, at both the federal and state levels—
have vocally supported encryption. 

Besides checking the government’s powers, the data 
protection authorities sanction communications 
service providers that offer inadequate security, 
educate the public on which communications 
services providers they should use, offer encryption-
specific guidance to app developers and crypto 
startups, and play a large role in incubating the 
domestic encryption industry which has rapidly 
expanded after the Snowden leaks. Because the 
data protection authorities are influential, their 
concerns are frequently mirrored by other powerful 
institutions. This growing and multifarious body of 
sentiment across the different parts of government 
helps to ensure that even when law enforcement 
officials go against broader government policy 
and start agitating around backdoors—whether 
it’s the U.S. FBI director or Germany’s interior 
minister—their impact is limited. Ultimately, the 
role of Germany’s data protection authorities in 
the encryption debate—like the role of the various 
agencies in the U.S. debate—highlights how 
important it is for parts of government other than 
law enforcement to engage in the encryption debate 
to defend their own institutional interests.

4. Lawful hacking can be a political and 
practically workable alternative to backdoors, 
but raises its own privacy and security 
challenges.

Germany’s growing focus on investigative hacking, 
both in terms of clarifying legal authority and 
increasing budgetary resources, demonstrates how 
such a focus can take pressure off the encryption 
debate and facilitate a move away from discussion 
of backdoors. This is, to some extent, a positive 
development. Targeted hacking of particular 
suspects using existing vulnerabilities is, on 
balance, much better from a privacy and security 
perspective than mandating backdoors (i.e., 
requiring that new vulnerabilities be engineered 
into every product to facilitate government 
exploitation). This pivot in the German discussion 
can and should be used as an example in other 
countries, including in the U.S. where key 
legislators are starting to look at lawful hacking 
as both an alternative to backdoors and as an area 
of government practice in dire need of clearer 
regulation. However, such a change in focus brings 
a new challenge and opportunity: to leverage 
the encryption-prompted conversation around 
government hacking to strengthen regulation of 
the practice and make it as rights-respecting as 
possible, rather than foster unrestrained expansion 
of the practice in ways that could harm privacy 
and security. Unfortunately, recent legislation that 
broadly expanded government hacking authority in 
Germany signals a worrisome trend in the opposite 
direction. Therefore, the next few years in Germany 
and in the U.S. are likely to be critical in terms of 
shaping transatlantic norms around government 
hacking, and cross-border multistakeholder 
efforts to help make those norms as strong as 
possible—such as German think tank Stiftung Neue 
Verantwortung’s Transatlantic Cyber Forum, which 
will be tackling the hacking issue67—will be all the 
more important.
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5. A strong culture of “hacktivism” and 
hacker collectives can bring much-needed 
publicity and technical expertise to issues of 
encryption and government hacking.

Although there are some local actors like media 
outlet Netzpolitik.org,68 advocacy group Digitale 
Gesellschaft,69 and Berlin offices of organizations 
Transparency International70 and Amnesty 
International,71 in comparison to the U.S., Germany 
does not have a long tradition or large ecosystem 
of legal and policy NGOs focused on digital rights 
issues. That said, the digital rights NGO scene 
in Berlin is quickly growing and evolving, and 
Germany also benefits from its long-running and 
robust subculture of hacker collectives such as the 
world-famous Chaos Computer Club,72 which plays a 
key role in publicizing and explaining key aspects of 
the German government’s surveillance and hacking 
operations. For example, the first revelations of 
government hacking in Germany arose from a series 
of investigations by Chaos Computer Club in 2006-
07. In 2011, Germany’s most high-profile hacking 
scandal—the use of insecure and unconstitutionally 
invasive malware—was a result of Chaos Computer 
Club’s analysis of government-hacking Trojans.73 

The group has also mobilized encryption experts 
and advocates, not just from Germany but around 
the world, which in turn leads to political action, 
technical progress, and greater coordination 
amongst the pro-encryption community. America’s 
broad community of information security experts 
from academia and industry has played a similarly 
vocal role in the U.S. debate, but France and the 
U.K. have unfortunately not benefited from the same 
level of technical engagement and expertise. This 
may be a key reason why pro-encryption advocates 
have not been as successful in those countries.

6. U.S./German alignment on encryption may 
help counter the U.K./French trend against 
encryption.

Since Germany is easily the most pro-encryption 
environment of the three European countries 
surveyed, it is important to consider how U.S. and 
German policymakers and advocates who are pro-
encryption might best collaborate on the issue 
to counter the British and French push toward 
backdoors, and invest resources accordingly. Any 
such collaboration must also focus on aggressively 
countering any moves against encryption in 
Germany, by the interior minister or otherwise, 
so that this strategically critical pro-encryption 
bulwark remains as a strong example for other 
European nations. Some U.S./German multi-
stakeholder dialogues on these and similar issues 
have already occurred or are in process, such as the 
previously-mentioned Transatlantic Cyber Dialogue 
and the German Marshall Fund’s Transatlantic 
Digital Dialogue, which concluded in its final report 
that U.S./German alignment would be critical to the 
future of encryption in Europe.74
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